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CAP-A is offering socio-technical tools to promote collective awareness and informed consent, whereby data collection and use by
digital products are driven by the expectations and needs of the consumers themselves.

Consumers are currently generating vast amounts of data, mostly through applications installed in smart devices, such as mobile
phones and smart TVs. Since much of this data is personal, it is important for users to know everything about the use of their data,
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However, this is practically impossible, since the utilisation of such data by apps is usually hidden behind vague privacy policy
documents, which are often lengthy, difficult to read (due to the legal terms and definitions they contain) and frequently changing.

At the heart of the CAP-A project [L1 (https://www.cap-a.eu)] is the hypothesis that data protection can also be powered by society
itself. By mobilising consumers to become active players in digital marketplaces and by developing tools to harness our collective
power, the adoption of technical and regulatory frameworks can become more effective and ubiquitous, and the market will respond,

largely because it is profit-maximising.

To this end, CAP-A is offering socio-technical tools to promote collective awareness and informed consent, whereby data collection
and use by digital products are driven by the expectations and needs of the consumers themselves.

The CAP-A tools
In the CAP-A project, we have developed a set of tools that employ crowdsourcing techniques to support consumers in expressing
their privacy concerns and expectations (Figure 1), annotating PrP documents (Figure 2), and better understanding privacy-related

information regarding the used apps [1].
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Figure 1: Expressing privacy expectations in CAP-A.

Privacy Policies Used
The CAP-A Portal is fully compliant with the GDPR regulation, following all necessary guidelines to

ﬁ - protect the privacy of its users, We collect your data on the basis of your informed and freely given
{ompHm:r: Personaldata ~ Minimization of consent, ==
with regulation transferred data collected
idie th 3
outide he Which data about me do you collect?

‘We collect the IP address, the browser used and basic statistical data about the interaction with the

_:, @ r@a Portal, such as the pages visited, the time you stayed at each page and the searches you made.
0PO-and By visiting'our'website you ag“&%&t‘?&%ﬁﬁfﬁ ﬁﬁ?%nﬁﬁ?ﬁ@%&%?ﬂﬁ%ﬁ:%‘ﬁ&%ﬂﬁﬁ' best experience.

Personal Data Processing decision

ccepta ecline a ustomize

https://ercim-news.ercim.eu/en126/special/cap-a-raising-privacy-awareness-depends-on-us

217


https://www.cap-a.eu/
https://cat.nl.eu.criteo.com/m/delivery/ck.php?cppv=3&cpp=t0kVDl-JIEm7vyDVYThzp-tUwvFe-wYuSSS5FsRSgpN5pfnNN0-6UJZhaNHwWz8wxpZKwEmKUIOVCtOFpYDOm-zpzLV2-06nhniRurQ-Y2oMVdUGJ5OyH3lGsA9SI936Wf8s1iSOOzDsCsSAeCy2zhD1TpRyCGVghUOniGUy1Y2moP18XmFPOvyv8B42UUUBDdcBaBICWUc9qn3_jGK_LuqTnbubc2h2hqcRCqguHEH2jzJaggQbObbb9oUQZWp-MkqLqlPmCUfYSP0zANkAQMkwQTvbXft2pPZPKLLL-JHA5QFy6y3JodxwyM6womMH8KkVOo8J5BnHG7sYdbeXJz4WmdsfgVNZSWthsEhm-xuJ2sKeiwQQNOn8XdB_JkTy4AqlMZLio6Zo3Lvdm8OcYOGGiSt0HESWgl3x6fuGSREhDvjBNCRC3Xzgi0O6b3jIr1CJzJ2eMq8_DQKGKLbCl8yTzDA&maxdest=https%3A%2F%2Fwww.bristolshop.be%2Fbe_nl%2F%3F___from_store%3Dbe_fr%26utm_source%3Dcriteo%26utm_medium%3Dretargeting%26utm_campaign%3Dlower_funnel
https://cat.nl.eu.criteo.com/m/delivery/ck.php?cppv=3&cpp=udZXaF-JIEm7vyDVYThzp-tUwvFe-wYuSSS5FsRSgpN5pfnNN0-6UJZhaNHwWz8wxpZKwEmKUIOVCtOFpYDOm-zpzLV2-06nhniRurQ-Y2oMVdUGJ5OyH3lGsA9SI936Wf8s1iSOOzDsCsSAeCy2zhD1TpSumeVwMelf_9tkPUBHFPynLN5uHswxujIUtdmggtoYZ7hFgQwCv4S4kjoglbYLeGe5O2pqUXLd1iHi8ZgOqxiOaVaxrdi8-_V6K1C1DLRjeDXRy3q2PhbBESKAJR7MfwUt_OzZFeNn3H5XkXB-A8QYFqo-KWRal3md9sJC4R5NSeTz5eT2ymj2rT1BEXbn5xhz-eQkVrZXbTgogplXjo7TNhEGo-DtnWGq4hYQ1ZFlMsuCcif_aQgc2_H7ZQ6-TNgfSduTtCZui5M-P2bnHWtMCZDUHM4dGTjVwIqKsBlZN13LmM-J-L9vYYQrPFnfEh9pGcl1kTkyXj_bHE2utCAJ&maxdest=https%3A%2F%2Fbristolshop.be%2Fbe_nl%2F10246382-60%2Fopen-slipper-ladyflex%3Fchannable%3D0086236964003130323436333832303037b6%26number%3D10246382007
https://cat.nl.eu.criteo.com/m/delivery/ck.php?cppv=3&cpp=_NA4s1-JIEm7vyDVYThzp-tUwvFe-wYuSSS5FsRSgpN5pfnNN0-6UJZhaNHwWz8wxpZKwEmKUIOVCtOFpYDOm-zpzLV2-06nhniRurQ-Y2oMVdUGJ5OyH3lGsA9SI936Wf8s1iSOOzDsCsSAeCy2zhD1TpQCoDXQp0wUtQwCcXoA7P-y3Qa2BXgyuoVX1u6MODVYlTA_h_kXreYZNMaWs2q3sKzzsk6ctxbN-AOzyJSpTZGq05pS58jSCBYU_m827szxumjDZBDukYW4IMeqGDk-jR2hpnFLZyGbLabVncfqsu4AIhXYRee9CAoJuwSPaRH49ktrcOFN_WXWBFomb9k_aL1KI7fEiRa1q2bzWMspRuQTpUxP-EvZXfrXE7G0MGYJMVsJqwLHAk5mNI91L4-0keO43v6JgkrQ3s28u9ItwVjEJo4CEP_boFDePQsaRbn4h04F0YFrILOWV5SkXuSomjUiX4l3feoOorG0ghmBf-Ch&maxdest=https%3A%2F%2Fbristolshop.be%2Fbe_nl%2F10250974-32%2Fsandaal-ladyflex%3Fchannable%3D008623696400313032353039373430313385%26number%3D10250974013
https://cat.nl.eu.criteo.com/m/delivery/ck.php?cppv=3&cpp=BUHfPl-JIEm7vyDVYThzp-tUwvFe-wYuSSS5FsRSgpN5pfnNN0-6UJZhaNHwWz8wxpZKwEmKUIOVCtOFpYDOm-zpzLV2-06nhniRurQ-Y2oMVdUGJ5OyH3lGsA9SI936Wf8s1iSOOzDsCsSAeCy2zhD1TpTJqBdn-v0ZFwb77Ug9vrDJh8yMY39VbM041fs72Gl7Akh7Lza74QbBdgO65P4WcKv9djUh9PKj0YU2CY8TXHUg2c_NXhlRwlAJDMF5QKgGWJlcnv2SlNoGOFqZXPlkLLpzMTo_kvdHC5O9OKtx3PjMx5TBnHH6ZZN_E96et1LngG5kbquz3T1XZJNn4gl2Z3Youx0pVBigFtJtJd_5Kx4_STP2iQVLJ-UcQqUB5aLLnnp2oTlseEBpNoflesOz0QYG9aopDp0ag83Kvmbtg7UL4qPkWJvPTpGO5ZmrUbGrgHjmDaN7Fo_ZdsCCGybAwe-Gz76WBOrliQvymEJt8cTT&maxdest=https%3A%2F%2Fbristolshop.be%2Fbe_nl%2F10248899-04%2Frok-too-bizzy%3Fchannable%3D008623696400313032343838393930303135%26number%3D10248899001
https://cat.nl.eu.criteo.com/m/delivery/ck.php?cppv=3&cpp=9hPqRV-JIEm7vyDVYThzp-tUwvFe-wYuSSS5FsRSgpN5pfnNN0-6UJZhaNHwWz8wxpZKwEmKUIOVCtOFpYDOm-zpzLV2-06nhniRurQ-Y2oMVdUGJ5OyH3lGsA9SI936Wf8s1iSOOzDsCsSAeCy2zhD1TpSh_G_eaEbN3lxisleOnFGBJcHVyjwl2cgQM72JujAhw3pn9E68esscQ-4KZdrNwASK6JR7eXv5zev8GsuvI0uKdt-RNttqsZXd1Rs-dQrQj_haAmdwh1j7QFXG4ZKHulP2vUr99q7ZzTTye8uY4EaD3otKdcJzOmOlwJnKFJCZvdLrlqnVyvAcmgbhQ6l_MWql0H2iGWaqCmdCBbAKMLdql8JDiqGVwj_7cgYU2rLBLCW2HbmM2EK31m_B45zo6FazPKvPZ2VtdkdVH-KigBu5z7jD1PbdOnwh82TjFqUbdTGiJ9GwrEj-fLljZpJnZFKFamsVHh5yJw_Oq8Xxq-Fh&maxdest=https%3A%2F%2Fbristolshop.be%2Fbe_nl%2F10246382-54%2Fopen-slipper-ladyflex%3Fchannable%3D008623696400313032343633383230313332%26number%3D10246382013
https://cat.nl.eu.criteo.com/m/delivery/ck.php?cppv=3&cpp=LVVMe1-JIEm7vyDVYThzp-tUwvFe-wYuSSS5FsRSgpN5pfnNN0-6UJZhaNHwWz8wxpZKwEmKUIOVCtOFpYDOm-zpzLV2-06nhniRurQ-Y2oMVdUGJ5OyH3lGsA9SI936Wf8s1iSOOzDsCsSAeCy2zhD1TpR4q5jHLM7-GjjryF1HD2L8dOz1r-FBuQbE7rRCuz38FOKOQX1V2l4fjVhARdy4JXM9AfOc_kv0sf-Oh8GVGzviUp_1qxM0tjA4dq_G_F0BeS26hSDdPwj_Ra4OLZDV1-OtnBkQ3wL0fEKsP1BHBax4k6VHZH5k8-SK_KgoVjdxyeY-LPGzDu13Q1-ogBHJFwVsrN9a-CAHA7TYOz8DhpqcDuLCUAvImO1Vzt1tAEcoT8NNdJZF_8uA5nz2pLocTz3kAnp7hf8z5W1gPOcgHykLg55S9vPCF88QXNuejOd8SS8ColaOR38NJ9YT7FC-knKFOvBm1wYKNb9AHA5YnmRJ&maxdest=https%3A%2F%2Fbristolshop.be%2Fbe_nl%2F10249245-04%2Frok-bristol%3Fchannable%3D00862369640031303234393234353030343b%26number%3D10249245004
https://cat.nl.eu.criteo.com/m/delivery/ck.php?cppv=3&cpp=tF4qql-JIEm7vyDVYThzp-tUwvFe-wYuSSS5FsRSgpN5pfnNN0-6UJZhaNHwWz8wxpZKwEmKUIOVCtOFpYDOm-zpzLV2-06nhniRurQ-Y2oMVdUGJ5OyH3lGsA9SI936Wf8s1iSOOzDsCsSAeCy2zhD1TpSLpFe3LKibHekzrFLqs6w9rEz15Br14UHWoiY509dIMYhyuwOAJAg9GM5p524r3ikLejlrLSkutW1Df1FUzXSk3lI-lxk9rJwOBhWsNHvCtUk6vT7yidOSSQFub-zQVNe6xDim21l74Sg8MVkX7inY8c8VCavvQWH_gF9pSER86tujynEMlhNSV__5mIZMZ2ANcsKihnoWfoFI--UGBfzctpMoTqHVN--iEZYvVUTiPSdjMVhzFkT7pPJatf5r-9kFLl-siPWg9ebzdPTmZmnAX-VTAEBA-5_M9MNl8weoX2XMyz-5uOPknzZPa1VLebfKuQcLh8kq1Lf-3SOKeKdi&maxdest=https%3A%2F%2Fbristolshop.be%2Fbe_nl%2F10250974-00%2Fsandaal-ladyflex%3Fchannable%3D008623696400313032353039373430303102%26number%3D10250974001

2/18/22, 2:49 PM

CAP-A — Raising Privacy Awareness Depends on Us!

Figure 2: Annotating the PrP document of an app with CAP-A.
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The CAP-A tools are freely available online for anyone to use [L2 (https://www.cap-a.eu/tools/)]. They include a CAP-A portal and an

accompanying native Android CAP-A app. The CAP-A project is part of the CAPrice initiative [L3 (https://www.caprice-
community.net/)], a grassroots community that exists to apply crowdsourcing solutions to raise awareness about and provide

solutions to privacy-related matters.

The CAP-A approach assesses mobile apps along two different metrics (Figure 3), which quantify their privacy-related behaviour as
assessed by consumers. To enhance participation and provide motivation for active contribution to the platform, we apply a unified
rewarding strategy [2] that includes gamification features for active consumers and developers such as points and tiers for users

(Figure 4).
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Figure 3: Visual Cues of CAP-A: Community metrics.
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Figure 4: Visual Cues of CAP-A: Rewarding Tiers.

Results

The CAP-A portal has digested privacy-related information about more than 19,000 Android apps, which is available for users to
explore. During the project, 164 users registered and used the CAP-A portal, whereas 51 users installed the mobile app. Their

contributions resulted in the expression of personal expectations for about 567 apps and in 1181 annotations on different Privacy
Policy documents.

Beyond the portal and the project website, our communication and dissemination activity has reached hundreds of users in social

media, helped grow the CAPrice Community, namely the mailing list by 240% (455 users, as of April 2021) and the total community
size, including social media followers, by 143% (1563 users/followers/subscribers, as of April 2021). The CAP-A project appeared in
7 scientific venues and 12 wide public events.
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One of the main objectives set at the beginning of the project, i.e., to attract the interest of a considerable number of users to start
generating informative privacy norms, has thus been achieved. The CAP-A dashboard, which is encapsulated in the CAP-A portal,
provides a wealth of statistics, such as the percentage of consumers who considered it reasonable to allow access to a certain type
of data, such as camera or contacts, for a given app category [L4 (https://cap-a.eu/portal/#stats)]. This information can be used by
stakeholders (e.g., developers, social scientists, policy makers) to conduct analyses and interpret the behaviour and mind-set of
various user groups, according to age or other demographic characteristics.

None of this would be possible without consumer participation. So, in order to increase the number of user contributions in the CAP-A
tools, it is critical for the formulated CAPrice community to become self-sustainable and grow. Our aim is for consumers to realise
that we are all responsible for raising privacy awareness.

Project details

The CAP-A project received funding from the EU Horizon 2020 research and innovation programme under the NGl TRUST grant
agreement no 825618. The project began in August 2019 and was planned to run for one year; however, due to the COVID-19
pandemic, an extension until the end of 2020 was granted. The project consortium consisted of FORTH and IN2 Digital Innovations.
FORTH is the largest research institute in Greece; FORTH coordinated the project and participated with the Institute of Computer
Science (ICS) and the PRAXI Network. IN2 Digital Innovations, is a software development company offering web-based solutions.
Through CAPrice, the outcomes of the project will be maintained in the future.

Links:

[L1] https://www.cap-a.eu (https://www.cap-a.eu)

[L2] https://www.cap-a.eu/tools/ (https://www.cap-a.eu/tools/)

[L3] https://www.caprice-community.net/ (https://www.caprice-community.net/)
[L4] https://cap-a.eu/portal/#stats (https://cap-a.eu/portal/#stats)
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