
DOI: 10.46944/9789461171375.2

2 The concept of impact 
assessment1

Dariusz Kloza,* Niels van Dijk,** Simone Casiraghi,*** Sergi Vazquez May-
mir**** and Alessia Tanas*****
* Vrije Universiteit Brussel. E-mail: dariusz.kloza@vub.be.
** Vrije Universiteit Brussel, E-mail: niels.Van.Dijk@vub.be.
*** Vrije Universiteit Brussel. E-mail: simone.casiraghi@vub.be.
**** Vrije Universiteit Brussel, E-mail: sergi.Vazquez.Maymir@vub.be.
***** Vrije Universiteit Brussel, E-mail: Alessia.Tanas@vub.be.

2.1 Introduction
This Chapter introduces the concept of impact assessment, and thus lays down a foun-

dation for the present textbook on integrated impact assessment for border control tech-
nologies. It intends to offer, in an accessible way, an overview of the said concept, eventu-
ally aiming to constitute a reference work for anybody interested in the topic.2

The Chapter is structured as follows: After the present introduction, it outlines the con-
cept of impact assessment, namely its definition, terminology, and historical development, 
as well as its merits and drawbacks, ultimately exploring the possibility of integrating mul-
tiple evaluation techniques (Section 2.2). In Section 2.3, it offers 16 principles and condi-
tions that apply to both the theory and practice of impact assessment (namely, the frame-
work) and, in Section 2.4, it defines and describes, in a general manner, the consecutive or 
iterative steps to be undertaken in order to carry out an assessment process of any type and 
in any area of practice (namely, the method). This Chapter is to be read in conjunction with 
Chapter 8 and Annex 1, offering a tailored method and template, respectively, for a report 
arising from the process of integrated impact assessment for border control technologies.

This Chapter builds on the work of Vrije Universiteit Brussel’s (VUB’s) Brussels La-
boratory for Data Protection & Privacy Impact Assessments (d.pia.lab)3 and, wherever 
necessary, revises and updates it. However, nothing in this Chapter is to be considered 
‘final’, as the concept of impact assessment is a ‘living instrument’, constantly necessitating 
a reflection on the most recent stage(s) of its development.
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2.2 Impact assessment

2.2.1 Overview

Generally speaking, impact assessment is an evaluation technique used to analyse the pos-
sible consequences of an initiative for a relevant societal concern or concerns (that is, a 
matter, or matters, of interest or importance), to determine whether this initiative could 
present danger to these societal concerns, with a view to supporting an informed decision 
on whether to deploy the initiative and under what conditions, and constitutes – in the 
first place – a means by which to protect those societal concerns.4

Analogous to the structure of risk management,5 the architecture of impact assessment 
typically consists of three main elements: framework, method and template. A frame-
work constitutes an ‘essential supporting structure’6 or organisational arrangement for 
something, which, in this context, defines and describes the conditions and principles of 
impact assessment. A method is a ‘particular procedure for accomplishing or approaching 
something’.7 It organises the practice of impact assessment and defines the consecutive 
or iterative steps to be undertaken in order to carry out the assessment process. A me-
thod corresponds to a framework and can be seen as a practical reflection of it. Finally, 
a template is a practical aid for the assessor. It takes the form of a schema to be comple-
ted following the given method. It structures the assessment process, guides the assessor 
through the process and, upon completion, serves as a final report from the process. It 
documents all the activities undertaken within a given assessment process, clarifies the 
extent of compliance with the law, and provides evidence as to the quality of the assess-
ment process.8

This architecture is often supplemented by aids such as guidelines (handbooks, manu-
als), knowledge bases (for example, inventories of possible risks and corresponding coun-
termeasures), and software to aid assessors in the assessment process by automating parts 
thereof;9 all such aids vary significantly in their quality and applicability.

The assessor is the actor who performs an assessment process, be it in-house (internal) 
or outsourced (external). The assessment process frequently necessitates expertise from 
more than a single domain, and hence is to be considered a collaborative activity. The 
team of assessors remains professionally independent from the leadership of a sponsoring 
organisation throughout the assessment process.

Finally, a benchmark is a societal concern or concerns that is/are in a need of gover-
nance and management, including protection and promotion, for example privacy and 
personal data protection.
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2.2.2 History

While some rudimentary anticipation of consequences has perhaps always been present 
in any form of decision-making, impact assessment and similar evaluation techniques for-
malised such anticipation of consequences as they grew out of the emergence of new and 
– at the time – poorly understood dangers to individual and collective societal concerns. 
These dangers were typically framed as uncertainty and risk,10 and it was understood to 
be in the interest of society to reduce them. For example, technology assessment (TA) 
emerged in 1960s in the United States, initially as a tool used by scientific committees to 
respond – largely, by advising policy makers on policy alternatives – to increasing pu-
blic concerns relating to the negative social consequences of discoveries and inventions. 
TA was subsequently institutionalised as a means to ensure product safety, and gradually 
came to encompass a broader spectrum of issues relating to society and technology.11 In 
parallel, environmental impact assessment (EIA) surfaced as a response to the gradual 
degradation of the natural environment.12 These developments have aided the spread of 
evaluation techniques as a practice worldwide, and have resulted in the proliferation, and 
sometimes institutionalisation, of impact assessment in areas of practice ranging from 
healthcare,13 regulation (governance),14 ethics15 and surveillance practices16 to privacy17 
and personal data protection. New types and areas of practice of impact assessment may 
well also emerge in the future.

Nevertheless, some 50 years after the emergence of the first types of impact assessment, 
this evaluation technique still failed to stand out as a clear-cut practice. Only in certain 
areas had it taken hold, such as TA, EIA or regulatory impact assessment (RIA), while 
in other areas it remains under development, for example in the areas of ‘social’ impact 
assessment18 or human rights impact assessment.19

The emergence and proliferation of privacy impact assessment (PIA) and – subse-
quently – data protection impact assessment (DPIA) is frequently attributed to four main 
factors, namely: (1) the development of science and technology, and their growing int-
rusiveness into individual lives and social fabric,20 (2) the increasing importance of the 
processing of personal data for contemporary economies, national security, scientific re-
search, technological development and inter-personal relationships, among others,21 (3) 
the process of globalisation and (4) the negative experiences stemming from the use and 
misuse of personal data in the past, in both public and private sectors, and the growing 
awareness of all of these.22

Based on the experience of evaluation techniques in other areas of practice, it was ex-
pected that PIA and DPIA would become powerful vehicles for compliance with, and 
enforcement of, privacy and personal data protection law.23 PIA – and later DPIA – emer-
ged in the 1990s and became institutionalised in different forms and at various levels of 
compulsion, first in common law jurisdictions, such as New Zealand, Australia, Canada 
and the United States. In Europe, the earliest policy for PIA was developed in the United 
Kingdom in 2007.24
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The European Union (EU) has thus far put in place two sector-specific voluntary PIA 
policies: the first for radio-frequency identification (RFID) applications (2009),25 and the 
second for intelligent energy networks (‘smart grids’; 2012-14).26 In a parallel develop-
ment, the most recent ‘better regulation’ package (2017) advances privacy and personal 
data protection as just two of the many societal concerns under assessment in the proces-
ses of EU law- and policy-making; the other being (all other) fundamental rights, environ-
mental and economic concerns.27

After the entry into force of the GDPR (2016),28 the Police and Criminal Justice Data 
Protection Directive (2016),29 and Regulation 2018/1725 on the protection of personal data 
processed by EU institutions, bodies, offices and agencies (2018),30 a mandatory policy for 
impact assessment was progressively introduced across the EU in the area of personal data 
protection. (By virtue of the European Economic Area (EEA) Agreement, the GDPR is 
likewise applicable in Norway, Iceland and Liechtenstein.)31 In addition, the ePrivacy Re-
gulation, proposed in 2017 and expected to be passed into law in 2021, if adopted in its cur-
rent wording, would also require a process of DPIA to be conducted in specific situations.32

This proliferation of mandatory policies for impact assessment in the areas of privacy 
and personal data protection is also observed beyond the EU. The Council of Europe’s 
recently finalised modernisation of ‘Convention 108’ (2018)33 introduced a similar requi-
rement; the importance of the said Convention lies in the fact that it is open for signature 
also by non-Member States of the Council of Europe, hence influencing global standard 
setting.34 At the same time, various policies for PIA and DPIA, or – simply – for risk ap-
praisal in the areas of privacy and personal data protection, have been introduced recently 
in Serbia (2018)35 and Switzerland (2020),36 and – beyond Europe – in Israel, Japan, South 
Africa and South Korea, among other states. In addition, a number of international or-
ganisations, such as the International Committee of the Red Cross,37 have introduced a 
requirement for such an assessment process into their by-laws.

2.2.3	 The	benefits	of	impact	assessment

The benefit of impact assessment lies predominantly in its parallel contribution to infor-
med decision-making and to the protection and promotion of societal concerns.

The former category, namely informed decision-making, usually attracts sponsoring 
organisations, as it brings with it benefits associated with a switch to anticipatory thinking. 
This permits those organisations to reflect on the consequences of their envisaged initia-
tives as well as on the means to – at least – minimise, or sometimes even avoid, negative 
and unintended consequences before they occur (‘early warning’), leading to gains both in 
terms of resources and public trust.

Impact assessment can also ease compliance with legal and otherwise regulatory requi-
rements (such as technical standards); for example, PIA ‘can be an excellent entry point 
for applying the principles of Privacy by Design’.38 Being a ‘best-efforts obligation’, impact 



2 – The concept of impact assessment

35

assessment constitutes evidence of due diligence, which can potentially limit or even ex-
clude legal liability.39 In parallel, impact assessment allows sponsoring organisations to ex-
plain themselves to regulatory authorities (that is, to give account of) as to how they have 
acquitted themselves of certain responsibilities (that is, accountability) often facilitating 
part(s) of the work of such authorities. Eventually, impact assessment, if conducted in a 
transparent manner, may increase public confidence by showing that a sponsoring orga-
nisation takes societal concerns seriously. In addition, the private sector might be particu-
larly interested in using impact assessment to demonstrate corporate social responsibility.

The latter category, namely protection and promotion of societal concerns, is usually 
attractive for public authorities because a requirement to conduct the assessment process 
helps them in fulfilling their mission to offer practical and efficient protection of relevant 
societal concerns (for example, certain human rights, such as privacy or personal data 
protection) for the benefit of the individual and society at large. For individuals and social 
groups, impact assessment is a means to voice their concerns (primarily through stakehol-
der involvement), which contributes to procedural justice.40 Impact assessment seeks to 
accommodate diverse interests and consequently contributes to the drawing of a ‘thin red 
line’ between legitimate yet seemingly competing interests, for example national security 
and the protection of personal data (for instance, in DPIA), or the competitiveness of na-
tional economy and environmental protection (for instance, in EIA). In comparison with 
other protection tools, impact assessment may provide a wider scope in this regard than, 
for example, compliance checks, which can often be reduced to mere ‘tick-box’ exercises.

2.2.4	 The	drawbacks	of	impact	assessment

Critics of impact assessment have argued that it unnecessarily burdens sponsoring organi-
sations, adding to an already-overgrown bureaucracy, causing unnecessary expenditure and 
delays in decision-making, or even slowing the deployment of an initiative in question. It 
is thus no surprise that there is a recurrent wish for the process of impact assessment to be 
quick, simple and cheap.41 Opponents underline the complexity of the assessment process in 
practice, the difficulties it brings, the lack of practical experience, and minimal or non-exis-
tent guidance and oversight. They further question its added value over other evaluation 
techniques, for example, compliance checks, as well as its efficacy, pointing out the broad 
discretion often afforded as to whether and how an assessment process should be conducted.

Impact assessment is often criticised for contributing to achieving only the minimum 
necessary compliance with regulatory requirements, with the least amount of effort, or 
instrumentally, in order to legitimise intrusive initiatives. Some sponsoring organisati-
ons are criticised for focusing on assessment processes in an abstract fashion, instead of 
using them as a means to address the consequences of a given envisaged initiative. Such 
organisations often confuse impact assessment with auditing. They incorrectly consider 
the consequences as being applicable only to themselves (for example, reputational or 
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financial risks), rather than assessing the consequences for individuals and the public at 
large. Ultimately, impact assessment is often performed too late, that is, when the design of 
an initiative can no longer be meaningfully influenced. Critics further suggest that when 
impact assessment is compulsory, it represents a regulatory requirement too narrow in 
scope, allowing significantly dangerous initiatives to escape scrutiny. When an assessment 
process has been performed, it usually lacks transparency, that is, the process as a whole is 
opaque, hard for the layperson to understand (for example, due to a high level of technical 
complexity) and final results (in particular, the report including recommendations) are 
difficult, if not impossible, to find. It is often also criticised for failing to involve stake-
holders, or giving them limited scope, therefore making their participation meaningless.

All in all, impact assessment is first and foremost an aid for decision-making. It is no 
‘silver bullet’ solution: the quality of advice, and hence protection and promotion it can 
offer, depends on the way it is used, on the support it receives from public authorities, and, 
in the long run, on the oversight exercised by regulatory authorities and courts of law alike. 
Impact assessment does not come without difficulties, yet with straightforward application 
and clear methods, supported by guidance, advice and oversight, impact assessment can 
ultimately contribute to a more robust protection and promotion of societal concerns.42

2.2.5	 Integration	of	evaluation	techniques

Following the principles of the relevance of the benchmark and its adaptiveness (cf. infra), 
each assessment process is tailored (adapted) to the needs and reality of the initiative under 
assessment. In this regard, experience has shown that multiple types and areas of impact 
assessment – and, more broadly, evaluation techniques – can be integrated within a single 
assessment process. For example, the processes of PIA and DPIA might be combined if 
an envisaged initiative touches upon both societal concerns of privacy and personal data.

Such integration of evaluation techniques can be beneficial for at least three reasons: (1) 
since ‘everything is inherently interconnected’,43 integration might render a more comple-
te picture for decision-makers, (2) it leads to greater efficiency, i.e. a maximisation of pro-
ductivity with minimum wasted effort or expense, and (3) it allows for inclusion of aspects 
not required in legally mandated evaluation techniques.44 Such integration bears fruit on 
the condition that the integrated method, and in particular its benchmark, is internally 
coherent and not contradictory. In other words, integration of diverse types and areas of 
practice of impact assessment leads to an outcome that is greater than the sum of its parts.

However, while integration may contribute to efficiency, it could also lead to the subor-
dination of certain elements of the benchmark, particularly ‘those that are supposed to 
have their status raised in decision making through specific assessment instruments’,45 an 
outcome that is not desired. For example, the process of human rights impact assessment 
is intended to deal with the entirety of human rights, yet largely at the expense of the atten-
tion normally given to each human right were they to be assessed individually.
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2.3 The framework for impact assessment
The framework for impact assessment sets foundations for both the theory and practice 
of impact assessment. It consists of 16 conditions and principles applicable to any type or 
area of practice of impact assessment.

Building on a comparative analysis and critical appraisal of multiple frameworks for 
impact assessment, these conditions and principles are:46

1. Systematic process. Impact assessment is a systematic process undertaken in accordan-
ce with an appropriate method and conducted in a timely manner. It starts early in the 
lifecycle of a single initiative, or a limited number of similar initiatives (for example, 
a proposed technology or a piece of legislation), prior to deployment. It continues 
throughout the development life-cycle and beyond as the society changes, dangers 
evolve and knowledge grows. It is revisited when needed, thus continuously influen-
cing the design of the initiative under assessment.

2. Relevant benchmark. The assessment process analyses the possible future consequen-
ces of deploying a given initiative, or a set of similar initiatives, against the relevant 
societal concerns, both individual and collective, commensurate with its type (for 
example, DPIA pertains to the protection of individuals whenever their personal data 
are being processed and EIA pertains to the natural and human environment). Thres-
hold analysis (scoping, context establishment, etc.) and stakeholder involvement help 
in determining and maintaining a list of such concerns. Whenever necessary, multiple 
types of impact assessment are performed for a given initiative, possibly in an integra-
ted manner.

3. Rational requirement. Not all initiatives require an assessment process. Such a need is 
therefore determined by factors such as the nature, scope, context and purpose of the 
initiative under assessment, the number and types of individuals affected, etc. Impact 
assessment is, however, to be considered compulsory at least for initiatives capable of 
causing severe negative consequences to relevant societal concerns.

4. Appropriate method. There is no ‘silver bullet’ method for performing the assessment 
process. What matters is the choice of an appropriate assessment method allowing for 
the most comprehensive understanding of possible future consequences of the envis-
aged initiative.

5. Recommendations. The assessment process not only identifies, describes and analyses 
possible future consequences – positive or negative, intended or unintended – of an 
initiative under assessment, but also identifies, describes, analyses and prioritises pos-
sible solutions (recommendations) to address these consequences.

6. Best efforts endeavour. Impact assessment constitutes a ‘best efforts obligation’. Since it 
is impossible to reduce negative consequences in absolute terms (as it is to maximise 
positive ones), sponsoring organisations react to them to the best of their abilities, 
depending upon the state-of-the-art and, to a reasonable extent, available resources.
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7. Assessor’s competence. The assessment process requires the assessor, or team of asses-
sors, to have sufficient knowledge and know-how, corresponding to the type and area 
of practice of impact assessment at stake, for successful completion of the process.

8. Assessor’s professional independence. The independence of the assessor – be they ex-
ternal or in-house – is ensured: they do not seek nor accept any instruction, avoid any 
conflict of interest, avoid any (personal) bias, and have sufficient resources (namely: 
time, money, workforce, knowledge and know-how, premises, and infrastructure) at 
their disposal.

9. Documentation and transparency. The assessment process is documented in writing 
or other permanent form, and is made available for unrestricted public access. The 
public at large is informed about the assessment process, its terms of reference, in 
particular the method, and its progress. Both draft and final assessment reports are 
easily accessible. Such access is granted without prejudice to state secrets, trade se-
crets, personal data or otherwise privileged information.

10. Deliberativeness. The assessment process is deliberative in the sense that it involves the 
participation of stakeholders. External stakeholders, be they individuals or civil socie-
ty organisations affecting, affected, concerned by or merely interested in the initiative 
under assessment, or the public at large, are identified and meaningfully informed 
about it, their voices are actively sought and duly taken into consideration (namely 
through a process of consultation and – possibly – co-decision). Information given 
and sought is robust, accurate and inclusive. Individuals and/or their representatives 
have effective means of challenge, for example, in a court of law or similar tribunal, 
should they be denied involvement or should their views be ignored. In parallel, anyo-
ne within the sponsoring organisation (that is, internal stakeholders) is to participate 
in the assessment process under the same conditions. Exceptions to stakeholder in-
volvement, if justified, are interpreted narrowly.

11. Accountability. The sponsoring organisation is accountable for the assessment pro-
cess. Decision-makers within such an organisation choose, among other things, the 
method of assessment and assessors that will conduct it. They eventually approve the 
final assessment report and, in a subsequent process, may monitor the implementati-
on of proposed solutions (recommendations). An external entity (for example, a re-
gulatory authority or an auditing body) scrutinises the quality of the assessment pro-
cess; the selection criteria are transparent. Therefore, a sponsoring organisation is able 
to demonstrate the satisfactoriness of the undertaken assessment process. However, 
in situations where an assessment process is made compulsory by law (for example, in 
DPIA in the EU, when there is a likelihood of a high risk to the rights and freedoms of 
data subjects), non-compliance and malpractice are proportionately sanctioned.

12. Simplicity. The assessment process is simple, that is, not unduly burdensome. The me-
thod serves those who use it, and is therefore structured, coherent, easily understan-
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dable, and avoids prescriptiveness, over-complication and abuse of resources. There is 
however an inherent trade-off between the simplicity of use and the technical sophis-
tication and accuracy of the assessment.

13. Adaptiveness. Impact assessment is adaptive to the characteristics of an initiative un-
der assessment and its sponsoring organisation (‘one size does not fit all’) in terms of, 
for example, type and complexity thereof (e.g. technology development, scientific re-
search or legislative proposals) or the type and number of individuals concerned (af-
fected) (e.g. nuclear safety is not to be considered in the same manner as personal data 
protection). The method and the template for impact assessment might be modular, 
or ‘consisting of separate parts that, when combined, form a complete whole’,47 allo-
wing the addition and/or swapping of one module for another, as impact assessment 
is responsive to geographical and cultural differences, as well as to variations between 
legal systems (jurisdictional differences). In addition, as impacts can be appraised in 
many ways, assessors might resort to other evaluation techniques deemed more ap-
propriate, entirely or in part, possibly in an integrated manner.

14. Inclusiveness. Impact assessment is inclusive. This ensures as many stakeholders (in-
cluding experts and laypersons), relevant societal concerns and relevant development 
phases as possible, commensurate with the societal concerns at stake, and the type 
and area of practice of impact assessment, are included in the assessment process.

15. Receptiveness. Impact assessment is receptive. The framework, method, template and 
process evolve as a result of learning from previous experience in parallel evaluation 
techniques (for example, TA, EIA, risk management, etc.), knowledge from related 
disciplines (for example, law), and changes within society.

16. Supportive environment. Impact assessment requires a supportive environment in or-
der to bear fruit. It needs, inter alia, continuous high-level support from policy-ma-
kers, and a spirit of cooperation among external and internal stakeholders. Regulators 
offer guidance and practical assistance in the assessment process, in the form of ade-
quate training, guidelines, explanations and advice, among other things.

2.4 A generic method for impact assessment
The generic method lays the foundations for specific methods for impact assessment of 
multiple types and in multiple areas of practice. The generic method consists of ten steps 
(six consecutive steps, three steps executed throughout the entire process, and one step 
conducted afterwards), grouped into four phases. Some of these steps follow a logical 
sequence, namely the outcome of one step informs a subsequent one, while others are a 
function of the principles and conditions embodied in the framework.
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These steps, building on a comparative analysis and critical appraisal of multiple me-
thods for conducting the assessment process, are as follows:48

Phase I:  Preparation	of	the	assessment	process
1) Screening (threshold analysis). This step determines whether the process of impact as-

sessment is warranted or necessary for a planned initiative or a set of similar initiatives 
in a given context. The screening is based on an initial yet sufficiently detailed descripti-
on of the said initiative, both contextual and technical. The determination is made in ac-
cordance with threshold criteria, both internal (i.e. the organisation’s own policies) and 
external (i.e. those set out in legal or other regulatory requirements), or ad hoc criteria, 
such as public pressure. If an assessment process is neither warranted nor necessary, the 
entire process is then concluded with a reasoned statement of no significant impact.

2) Scoping. This step, on the basis of the initial description, is taken to determine the 
extent of the assessment process and hence identifies:
a) societal concerns, and their scope, that may be touched on by a planned initiative, 

such as privacy, personal data protection, (applied) ethics, or the natural and human 
(biophysical) environment, and the corresponding legal or other regulatory requi-
rements; these concerns will constitute a benchmark of a given assessment process;

b) categories of stakeholders who might affect, be affected by, be concerned with 
or be interested in the envisaged initiative(s), or who possess knowledge thereof 
(experts), as well as the level of their involvement; stakeholders might suggest 
further stakeholders to be included;

c) techniques and methods for the appraisal of impacts and for stakeholder invol-
vement, including public participation in decision-making, which will be used 
throughout a given assessment process;

d) other evaluation techniques beyond the process of impact assessment that might 
be necessary or warranted in order to ensure the completeness of the information 
used in the decision-making process (for example, TA or EIA); and

e) anything else, as practicable.
 It may be the case that not all of these elements and people are identifiable at the 

beginning of the assessment process, and hence their identification might need to be 
revised periodically.

3) Planning and preparation. This step defines the terms of reference for the execution of 
the assessment process. Not all of its elements, however, are of equal importance and 
applicability. These terms include, among others:
a) the objectives;
b) the criteria for the acceptability of negative impacts;
c) the necessary resources (namely: time, money, workforce, knowledge, know-how, 

premises and infrastructure);
d) the procedures and time-frames for the assessment process;
e) the team of assessors (in-house or outsourced), their roles and responsibilities, 

and assurance of their professional independence;
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f) a detailed list of the stakeholders to be involved (including, for example, their 
contact details) and a consultation plan, if necessary;

g) the criteria triggering a revision of the assessment process; and
h) the continuity of the assessment process in the event of, for example, changes 

in the actors involved in the assessment process, disruption, natural disasters or 
utility failures.

Phase II:  Assessment
4) Systematic description. This step, on the basis of the initial description (see Step 1), pro-

vides a sufficiently detailed, two-part account of the planned initiative. First, there is a 
contextual description, which typically consists of, but is not limited to, a description of:
a) the planned initiative(s) and of the sponsoring organisation;
b) the context of deployment of the initiative;
c) the need for the initiative;
d) possible interference(s) with societal concern(s); and
e) the expected benefits and drawbacks.

 Second, a technical description. In the case of EIA, this gives an account of, for exam-
ple, the affected components of the biophysical environment, and, in the case of DPIA, 
it describes, for example, the categories of personal data and their flows within a pro-
cessing operation. This description may be subjected to alterations and amendments 
as the assessment process progresses.

5) Appraisal of impacts. In this step, the impacts of the envisaged initiative are evaluated 
in accordance with the pre-selected techniques (cf. Step 2). These impacts pertain to 
the societal concern(s) that might be touched upon by the planned initiative, and to 
the stakeholders who are largely external to the sponsoring organisation. Typically, 
this appraisal consists of – at least – a detailed identification, analysis and evaluation 
of the impacts.

 The appraisal techniques range from risk analysis (qualitative or quantitative risk ma-
nagement, or a combination of the two), scenario analysis (planning) and techno-
logy foresight, through a legal and regulatory compliance check, legal interpretation 
techniques, and a proportionality and necessity assessment, to a cost-benefit analysis 
(CBA) and a strengths, weaknesses, opportunities and threats (SWOT) analysis.

6) Recommendations. In this step, concrete, detailed measures (controls, safeguards, solu-
tions, etc.), their addressees, their priorities and the time-frames for addressing them 
are proposed to minimise the negative impacts of the planned initiative and, if possi-
ble, to maximise the positive ones. The assessors justify the distinction made between 
‘negative’ and ‘positive’ impacts, since this distinction is contextual and subjective. The 
assessors may take stock of the measures already implemented. On this basis, after the 
conclusion of the assessment process, the leadership of the sponsoring organisation 
takes a decision on whether or not to deploy the initiative. An initiative is normally 
cancelled altogether if the negative impacts are unacceptable (see Step 3b); to carry out 
such an initiative would be exceptional and would require sufficient justification.
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Phase III:  Revisiting
7) Revisiting. In this step, a decision is made on whether or not to carry out the process 

again, entirely or in part. This step may occur every time the envisaged initiative is 
modified (before or after its deployment) or every time the context in which it is going 
to be deployed, or has already been deployed, changes. This step also ensures the con-
tinuity of the assessment process, such as in the case of a transfer of the initiative to 
another sponsoring organisation.

Ongoing phase
8) Stakeholder involvement, including public participation, in decision-making. This is an 

ongoing, cross-cutting step that runs throughout the entire assessment process, in 
which stakeholders, including the public and/or their representatives, take part in the 
assessment process.

 Understood broadly, a stakeholder is someone who holds an interest in something, re-
gardless of whether or not they are aware of this and of whether the interest is articulated 
directly or not. In the context of impact assessment, a stakeholder is an actor that is or 
might be affecting, affected, concerned by or be interested in the outcome of a planned 
initiative. A stakeholder may also be an expert who possesses specific knowledge and 
know-how about the initiative. The concept of stakeholder is therefore open-ended and 
can include the public (laypeople, etc.), decision-makers, experts, and more. Stakehol-
ders can be individuals or collective entities, regardless of whether they are formally (le-
gally) recognised or not. They may be societal groups, communities, nations, the public 
at large, civil society organisations, etc. There are multiple (groups of) stakeholders, and 
hence they can be grouped into internal (e.g. employees or work committees) and ex-
ternal (e.g. customers or non-governmental organisations) ones, and primary (i.e. those 
with a direct stake in the initiative, for example, investors) and secondary (i.e. those with 
an indirect interest yet influential, for example, the state) ones, or they can be classified 
by their attributes, including, but not limited to, power, legitimacy and urgency.

 Stakeholder involvement constitutes an integral component of the assessment pro-
cess, and is normally omitted only in exceptional situations. For example, stakeholder 
involvement may be judged unnecessary because of similarities with an earlier, similar 
initiative, because no promising new insights or thoughts are to be gained, or because 
it would require an effort that would be disproportionate to the results. A decision not 
to involve stakeholders, or to deviate from the results of such an involvement, must 
be reasoned and documented. Whenever stakeholder involvement is mandatory, legal 
remedies are available for the entitled stakeholders, provided that their involvement is 
absent or insufficient, commensurate with the level of involvement pursued in a given 
assessment process. In any case, stakeholder involvement does not give rise to any 
negative consequences for its participants (for example, exploitation). Personal data 
of identified stakeholders are appropriately protected.
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 The level of stakeholder involvement can range from: (a) merely being informed or 
taught about a planned initiative (low level); to (b) dialogue and consultation, in 
which the stakeholders’ views are sought and taken into consideration (middle level); 
or even to (c) co-decision by the stakeholders and a sponsoring organisation about 
the deployment of the initiative in question and, subsequently, partnership with the 
stakeholders in its implementation (high level).49

 From a practical viewpoint, typically stakeholders are first identified, then informed 
and consulted and, eventually, their views are considered (in case of consultation) 
or they are asked for an agreement (in case of co-decision). Information given and 
sought is robust, accurate, inclusive and meaningful. Information is given to stakehol-
ders in plain language, and hence may require the preparation of specific documen-
tation, for example technical briefings and/or translations. Stakeholders are involved 
with due respect for confidentiality, including state secrets, trade secrets, personal 
data or otherwise privileged information. Having gathered the viewpoints of the sta-
keholders, the assessor considers and takes a position on their views, i.e. on whether 
they accept them or not; especially in the case of the latter, the assessors are to provi-
de exhaustive justification. (Stakeholders are not assessors; the former provide input, 
which the latter subsequently take into account or reject.)

 There are a plethora of techniques for engaging stakeholder involvement, ranging 
from information notices to interviews, questionnaires and surveys, to focus groups, 
roundtables, workshops and citizens’ panels, and including structured techniques, 
such as a ‘world café’ or use of the ‘Delphi method’.50 An appropriate technique, or a 
combination of techniques, is selected depending on the level of stakeholder involve-
ment desired, the planned initiative, the context of the deployment of the initiative, 
and the resources at the disposal of the sponsoring organisation.

 Stakeholder involvement can bring several benefits to the assessment process (for 
example, enhancement of its quality, credibility and legitimacy) and to the outcome 
(for example, the decision-making process being better-informed), to be contrasted 
with its drawbacks, which include, inter alia, the question of representativeness (over- 
or under-representation), fairness (for example, manipulation, ‘astroturfing’),51 reluc-
tance, communication barriers, conflict between public and private interests, and the 
resource-intensive nature of the entire stakeholder involvement process.

9) Documentation. This is an ongoing, cross-cutting step, and runs throughout the entire 
process. Records are kept, in writing or in another permanent form, of all activities 
undertaken during the assessment process. This step includes the preparation of a 
final report stemming from the assessment process (or a statement of no significant 
impact, where applicable). The full spectrum of documentation from a given assess-
ment process, preferably in an electronic format, may be made publicly available, cen-
trally registered, and/or presented for inspection upon request (with due respect for 
legitimate confidentiality concerns).
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10) Quality control. In this ongoing, cross-cutting step that runs throughout the entire as-
sessment process, the adherence to a standard of performance is checked (procedural, 
substantive, or both), either internally (for example, through progress monitoring or a 
review by the sponsoring organisation) or externally (for example, by an independent 
regulatory authority through an audit, or by a court of law), or both. The quality con-
trol, regardless whether structured or ad hoc, can equally well occur during or after 
the assessment process, or both.

The above-mentioned method for assessing the impacts of an initiative on a societal con-
cern, or concerns, is of a generic nature and needs to be tailored to the specificities and 
needs of a given area of practice, of the stakeholders (including the public) involved, and 
of the context of use. Consistent with its purpose, the present textbook offers, in Chapter 8 
and Annex 1, a tailor-made method and template, respectively, for integrated impact as-
sessment of border control technologies.
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