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Abstract: The thin client computing paradigm shifis
computation and storage into the network, in vrder (o
redieve the client device. This spproach is well suited
for mobile baitery-powered devices, which are
rasource sonstrained, Current thin client technologies
are performing adequately for classical applications
{such as text processing, spreadsheets elc. in a stable,
high bandwidth network environment. However, these
solutions de not cope well with the characieristics of
wireless networks and sre not optimized for clent
energy efficiency. This paper presents the vision of the
MobiThin project that will enable the execution of
applications, also  beyond the scope of office
applications, auywhere, using any device on any
network.

Kevwaords: Thin Client Computing, Mobility, Wireless
Networks, Quality of Experience.,

1 INTRODUCTION

The thin client computing concept basically comes down
to moving the users” applications to a distant server and
running a thin client protocol between user and server.
The client device only deals with user interaction and the
protocol forwards user input (e.g. keystrokes) to the
server and delivers graphical updates back to the client for
presentation (on soreend.

The advantages of thin client solations concerning total
cost of ownership reductions, including  simplified
maintenance, daig security and privacy, ubiquitous daia
and service access and more efficient use of resources

have made tham  very successful o wired LAN
environments.
The concept is promising for wusage in wircless

environments, if certain modificaiions are developed. It
s bring a solution o offering demanding applications
o a resource constrained device with limited hatiery
atonony. The needed solution w aceomplish this differs
from the corrent available technology in and that the user
base is loge, and graphically wide-sproad, which
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challenging is the muximum round wip delay: 150 my for
office-type applications 1,21, for games the upper bound
is oven fower, 80 ms {3.4,5], For example. this is the time
it 1akes from the moment the nser presses a key untdl the
graphical output is shown on his screen.

A thin client protocol operates between the client devies
and the server where the application is executed. However,
simultancously serving a large number of mobile users
requires a number of distributed servers to meet the strict
interactivity requirements defined before. An intelligent
management framework is needed that is able to intervene
at a high level.

One of these high level interventions is 1o select a well-
chosen server to decrease effects of delay. When the end-
to-cnd delay increases duc o the mobility of the user, the
varying network characteristics or the load of the server,
the management framework orders a  user  session
migration. This migration action seamlessly relocates the
computing environment that serves the user to a better-
suited server at ruritime,

Some important aspects of Qok, such as client device
battery lifetime and fluent graphical presentation are not
dependent on end-to-end delay exclusively and thus can
not be controlled solely through the intelligence of the
management framework. Enhancements can be made on
the thin client protocol level: the protocol can adapt to the
eavironment i operates in, such as client device bagery
status.  available network bandwidth, the gmphicai
resolution of the client deviee or the kind of graphical
content to be shown on the device’s sereen. Classic thin
client protocols such as Microsoft Remote Deskiop
Protocol {RDP), Virteal Wetwork Computing (VNCh
Citrly Independent Computing Awchitecture (ICA)Y or
FreeNX 16,7.8,9} do not cope well with dynamie content.
cven over high bandwidth network links {10} Ouwr
proposal 1S to use an adapiive thin client protocol that is
aware of the ampuni of motion in the graphical conient
and decides on streaming the bmage for hugh motion or 2
classic thin olizn proiceol for low motion contint,

MohiThin [11] is developing an end-o-oud solion and
addresses gl fmportant b%m'i/ui’& of ‘;2 w wide adoption of
the wivelsss  thin clisot
i o andd
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MobiThin will enable running applications anywhere, ©
use any devics on any network.

This paper presents the vision of the MobiThin project
and is structored as follows. In seotfon 2 the overall
architeciure is presented, It shows the infrastucture
needed to support a large number of mobile thin clicns
psers. Section 3 discusses the possibilities o support user
sesslous, and preseuts session migration as @ tool for
lowering network  delay by influencing the  distance
between client and server, Section 4 presents hos a thin
client protocel can adapt to the graphical content on the
client deviee’s sereen o ensure QoE. Conclusions are
drawn in section 3.

2 ARCHITECTURE

The MobiThin solution will work with the current
available Internet and wireless communication network
infrastructure. This infrastracture basically cousisis of
three main parts: the access network, the aggregation
network and the core network. The MobiThin project
assumes the first part of the network path from client
device to server to be the bottleneck link. Different
network access methods will be supported as first mile,
sueh as LTE, UMTS, or wired line.

Figure 1: MobiThin architecture, supporting different
pnetwork technologies as first mile in the access
network. Service Management Framework has overall
eontrol. Application Image Server and Data Storage
Server gre stand-alone components for sealability.

Besides the network @tself. Figure 1 presents the
infrastructural components that constitute the MobiThin
systent,

Thin Cliens Server: the server that exegoutps the user's
applications, It receives user input and returmns avdio-
visual ouipul.

Application Iswgge Server: a vepostiory for application
images, When g thin client server does oot have g certain
application instelled locally, It gets it from an application
server. This server does not run the applications bt
coraing and distribules them 1o tin client servers,

¥

to Storape Server, § rey

into the n
S

server. Another reason to store the data in the network is
1o relieve the network (in pavticular the bottlencck link),
by reducing the need of transmitiing the data to the
application over and over again.

Thin Cliemt Device: the mobile device through which
users consume thin client services,

Service Management Feamewak: this framework has the
overall control in managing network and services, When a
user logs in, the framewaork scarches an appropriate thin
client server w connert to. I also manages the sessions
once they have been initinied, Some functions of the
service  management  frmmework  are  resource
management, application management. load balancing,
resilience, session management and business support such
as billing and logging. Another aspect that is also covered
by the service wmanagement framework s AAA
{Authentication, Authorization and Accounting).

The application server, data storage server and thin client
server are presented as separate network clements as this
is likely to improve manageability. However, these
funetions conld be merged in a practical setting. Multiple
instances of these eomponents could alse exist for high
availability and scalability. The latter is very important
for MobiThin to meet the ambition of comfortably serving
a large crowd of simultancous mobile users with
numerous applications.

The design of the MohiThin system takes into account
that, depending on the business model, the thin client
servers can be shified into the aggregation network to be
closer to the users. with further reduction of end-to-end
delay in mind.

S NS

Figure 22 Sevvice Management Framework overview,
shewing the free main functions.

Fignre 2 goes dogper into the structore of the servics
management framework, Throngh montioring and logging,
inforraation i3 gethered 0 support busipesarelated tasks
such as billing and accounting.
Ancther block in the diagram address T INANAeMen.
ication. building up
profiles and stor andd managing sessions
on 4 por ouser basie. This information abouwt the wsers
habits and profile will be useful for prediction and
ARG il load of the MobiThin system,
will allow reserving resourses B advanes i ncnzase

ahowt the i

enhiques
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1o ensure resilience and to reconfigure the network for
optimal  use  of the available resources. Advance
reservations will be made o ensure nsers perceive an
enjoyable quality of the delivered thin client services,
These reservations concern resourges in the network (2.2,
bandwidth reservation) and on the server. An important
part of the infrastructre management is the selection of
an appropriate thin client server for the user, which is
mainly dependent on the location of the user, the load of
the servers and the state of the network between user and
server. When problems arise during the user session in
terms of delay or server load, a session can be migrated o
another thin client server at rentime. This function relies
on the server selection algorithms to select & new, more
suitable server,

3 REMOTE APPLICATION

EXECUTION
Traditionally, applications are delivered to remote users
through Server Bused Comypaning {(SBC) technologies
{Figure 3}, such as Windows Terminal Services {6] and
Citrix XenApp {formerly known as Presentation Server)
{81 Recently, interest in Firtual Desktop Infrastructure
(VDI has been growing: deskiop machines are replaced
by virtual environments running on servers in g datacenter
which are accessed through a thin client protocol (Figure
4). Some examples are VMWare's Virtual Desktop
Infrastructure {12] and Ericom’s PowerTerm WebConnect
[13].

Trin Chert

T

Applicativns |-

Sysiont

Thiss Cieet
Progocst J

sppleatons g
Sishe

RGBT

Figure 5 Q%4 evel Virluelization

As stated in section 2, it i3 important that a user session
can be migrated efficiently from one thin client server w0
another. Migrating an SBC session from ong server {o
another relies on process puigration {echnologles (2.
Condor [14]). while migrating 8 VDI session relies on the
migration wols of the used virtualization echnology ulso
veferred 1o a5 five migration {e.g. VMWare’s VMation)

The advantage of migrating & complefe virual
environment compared 1o a single application (e, 5BC
session), is thet all problems with pracess-level migration
fe.g. open files, network connections, efc.} are avoided
{15] For the MobiThin project, vivtualization i3 the most
obvious cheice for the user session architecture, since it is
important 1o migrate sessions in an efficient, reifable
manner. The disadvantage of VI compared to SBC is the
overhead of the virtualization in terms of resources at the
thin client server. However, the overhead depends on the
virfpalization technology used; bypervisor-hased or OS5
fevel virtualization (Figure 4, Figure 5). With hypervisor-
based solutions, each session contains its own Operating
Systern ((0S), With OS-level virtualization, the OS of the
host system is shared amongst all sessions while still
mroviding complete isolation between different Virtual
Environments. The overhead of  hypervisor-based
solutions is larger than for O8-level virtualization due 1o
the overhead of having a separate OS for each session {16,
171

In [18] it is shown that virtual machines can be migrated
in a WAN/MAN environment with near second downtime.

4 PROTOCOL ADAPTIVITY
Exiensive communication is established between thin
client server and the device. Different types of waffic are
exchanged; audiovisual information, user events and
signalling information. These traffic (ypes all have
different (Qo% requirements. Furthermore, the MobiThin
thin client protocol suite must support both static and
dynamic variations of the environment and the network.
Static variations are. for example, the user switching to a
new device with different display characteristics or
connecting to a different wireless access network.
Dynamic variations are induced by, for example, the
inherently time-varying nature of the wircless medium or
the decreasing energy level of the device battery.

From these requirements, the need for a flexible, adaptive
protocal emerges. While siatlc variations are merely
comfiguration options that can be set through signalling,
coping with the dyeamic varistivas of the different traltic

types s more complex. 1t requires o close  and
orchestrated  interaction  between  various  sysiem

components, such as the different lwvers of the protoca
stack. Stong algorithms are required © monitor. anabyze,
rernedy and optimize settings of the protecol stack,

4.1

MuobiThin crows-layer approssh
IThin erpsselaver approsch o g
v oconngnted thdu cliont devine s presented in
. Contrary 0 existing | ot oo, the

SRV

s
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through monitoring and by taking inie account user
profiles and preferences,

The optimization of the image transmission mainly relates
to the real-time dynmmic combination of video and
graphics clements with the geal of optimizing both the
transmission  bandwidth and the decoder complexity,
Existing thin client protocols such as YNC, R and ICA
are optimized o handle static displays (ie. low motion
content) with infrequent display updates, typically for
office applications {10}

However, MobiThin targets running demanding appli-
cations on a thin client, which nclude the [luent
presemtation of video comtent or gaming graphics. This
type of graphics is characterized by fine-grained, complex
vofour patterns and few inter-fraroe similarities {19]. The
MobiThin  protocol  will comprise several {mage
tranpsmission methods, such as 20 primitive commands or
video streaming. These solutions are designed so as 1o
comply with the widest used open standard requirements
and specifications, with g particular focus on MPEG-4.
Due 1o the MobiThin novelty, potential extensions of
these standards should also be taken into account. The
selection of the appropriate transmission mode will
depend on the application type. the available nefwork
resources and the client device characteristics,

troags
HANSEBEHIA i

Figure 6 - MobiThin eross-laver adaptive approach to
realize an efficient, wireless thin client protocsl.

The cross-laver adaptation component will continuousty
analyze the ilable mounitoring  information on the
ransporied iraffic, on the nerwork and om the device
status,  For example, when the client is runping out of
battery power, the cross-ayer adapiation component
canld decide to switch 0 a graplicsl format thal
consimnes Jess energy for the decoding, Stmilarly, when
the wireless Jink bit ereor rafe increases, the cross-layver

adaptation componoent can prioritize the graphical updates.

4,2 Adspistion to oontent

wen implamenied. High
went is sent through video streaming, low-
ri Huoug : toonl. The

At the thin client server, an Xvne server was modified,
The images generated by the application are analyzed.
When a lot of difference between subsequent frames is
deteoted, the images are encoded by an H.264 encoder
and streamed as video 1o the client. The latier mode is
called desktop streaming. Otherwise, the VNC default
mode is activated.

Figure 7 — Operstion of the curreni implemeniation of
the adaptive protocol: switching between classie thin
client protecol and streaming mode based ow the
analysis of the graphical content.

Figure 8 shows the bandwidth for g trace comprising fext
editing (1s ~ 20s), watching a video in a small window
{208 — 34s) and watching a video in full-screen (34s —
45s). For low-motion images. such as when using a text
editor, VNC and desktop streaming use the same amount
of bandwidth, However, decoding the video stream incurs
a higher CPU load and energy consumption on the client.
For high-motion images, desktop streaming is a viable
approach, since the VNC bandwidth requirements are too
high and in general insufficient QoE is reached. It can be
seen that the hybrid approach is clearly the most
bandwidth efficient when watching a video.

[

t

>N
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Figure B - Bandwidth for a trace comprising fext
editing (1 - 20s), watching a video in a2 small window
(38s - 34s) ond walching 2 video in Tull screen (34s -
4%5). The hybrid spproack s clearly the most
bandwidih efficient when watching 2 vides,

(o lower layers of the protocol stack, the wiveless

medium  trensmission optimixetion  includes v
chatlenges:  supporiing  Quality  of Service on the
inhergntly  error-pronie  and  fime-varying  wirteless

connection, amd energy scalability, as the radio function

ks o sigoificent fmetion of the overall cliont encvgy
BobiThin will tackle this challenge by

cusing the )

mgplar
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becomes possible to realize significant energy gains in
comparison with tradidonal desigus,

Conclusions

in this paper the MobiThin vision is presented of bringing
existing, possibly resource consuming applications 1o any
mwabile aser with resource constrained dovices and Hmited
batiery avtopomy. Problesss and first solutions associated
with the thin client protocol, mainly due 1o the wireless,
fow handwidth nature of the interconnection, and with the
infrastructure  management,  caused by the  large,
geographically spread user base were highlighted.
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