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Abstract: The development of new research paradigms is usually not supported by a proof-of-concept that
helps to showcase the potential impact of the research concept behind. Personal Networking is an emerging
concept which combines pervasive computing and strong user focus. The idea is that the user's personal
devices organize themselves in a secure and private personal network transparently of their geographical
location or the access technologies used. The user expects the network to be always ready for supporting his
necessities without requiring too much involvement on her/his side. Additionally, the PN must be ready to
share the services it provides to the user with other users that have been authorised in order to allow the
collaboration between the PNs” users. The PN Federation concept is presented as a secure cooperation between
a subset of devices belonging to different PNs for the purpose of achieving a common goal or service by
establishing an afliance. This paper presents the highlights of the implementation of a full-blown Personal
Wetworking system carried ouf and the set up of a pan-European testbed where the system can be subject of
functionality and performance tests as well as be used to demonstrate the potentiality of Personal Networking
concept,
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i. iﬁztmdﬁzeiﬁm

Take the concept of pervasive computing and combine it with strong user forus and you get
Personal WNetworks (PN3 {11 PN is a collection of one's most private devices referved 1o as
personal nodes. The PN consist of devices sharing a common trust relationship. Security
and privacy are the fundamental properties of the PN, as well as its ability to self-organize
and ;ﬁﬁapi‘ to mobility and changing mﬁwm‘k environments.

The 187 pmgcxi MAGNET vision is that PMs will support the users’ professions! and
private activities, without heing obtrusive and while safeguarding privacy and seourity (21
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connected with each other via an interconnecting structure, which is likely 0 be
infrastructure based.

In order to protect the privacy of the user and the integrity of the PN, security measures
are used to encrypt the user's data when it is sent outside of the device, ie. using a wireless
medium or the infrastructure. The user can reach all of his or her devices using a variety of
underlying networking technologies, which are invisible to the user. The user only sees the
services that are available in the PN and on foreign nodes that have been made available.

Nonetheless, personal conmunications cannot be restricted to the services provided by
the devices the user owns, but the possibility to interact with other user’s PN has to be
enabled in order to support the user in histhers private and professional activities. The
concept of PN Federations (PN-F) is even a more challenging one since the relations
between users have 1o be managed and the security has to be reinforced in order to not open
security holes while allowing authorized users to cooperate with you. PN-F is a secure
cooperation between a subset of devices belonging to different PNs for the purpose of
achieving a common goal or service by establishing an alliance. It can be established
through interconnecting infrastructures (namely infrastructure case} or by direct
communication between PN nodes (namely ad hoc case).
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Figure 2: Personal Network Federation

The evaluation of this concept cannot be fully tackled just by means of simulations or
theoretical analyses. Insiead, there is a clear need for a real system that based on the
requirements imposed implements the required fanctionalities so that both functional,
performance and usability cvaluations can be carried out. Additionally, the implementation
has 1o be done taking into account the scenarios in which the system is going to be used.
Thus, it is necessary to assure that the system can be run over real portable devices like
PDAs and laptops. Finally, the Personal Networking concept has a global footprint that
imposes remote operation. In this sense, it is not enough 1o test the system on reduced
laborstory setups but there i the need for extending the range of the tests and embracing
multiple sites located at remote places and connected using the current irdereconmecting
infrastructures,

This paper will present the highlighis of the Personal Metworking  system
unplementation and the different components that composs it Additionally, 1t will describe
the maln aspects of the pan-European testbed that have been seftfed hetween 2 groug of
research labovatories in order o assess the system functionality and performance as well as
f help on the systom Integ cith real users,

The vest of the paper is organdzed as follows, In Section 2 the svstem implerentation
be presented. Starting from the single PN system hmplomentation and analyzing how
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Section 3 will describe the testbed settled. It will present not only the physical details of the
testbed such as locations and involved hardware but also the way the system has been
partitioned and made available for implerentation so that further locations can be added to
the testbed. The main tests to be performed over the testbed and the scenarios that are prone
o be analyzed will be presented in Section 4. Finally, Section 5 will conclude the paper
describing which is the actual and expected impact of both the system implementation and
the testbed deployment, which has been the lessons learned and how the testbed has helped
ont the integration of the system and which are the future steps to be taken.

2. Implementation of the PN and PN-F Concept

For the PN and PN-F concept, conceptual solutions have been proposed and evaluated ({3}
{41}, and the most promising solutions have been selected and implemented on x86 and
ARM architectures for a Linux-based platform. In the following subsections we will first
briefly summarize the implementation of the PN concept, as reported earlier in [5],
followed by a more elaborated discussion on how the different components have been
extended to support the PN-F concept. Figure 3 presents the Birds Eve View of the different
components that have been implemented and integrated into the PN and PN-F platform.
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Figure 3: PN gnd PN-F gystem Birds Eye View

2.1, Implementation of the Personal Network Concepi

The basic approach taken to realize the PN concept was 1o implement the PN as a secure
and self~organising overlay petwork consisting of all nodes that belong to the PMN. This
overiay network has its own private P asjaremmw space, creating a confined and private
network in which personal nodes (PN nodes) can freely communicate with each other and
on top of which a service discovery platform and PN applications can be deployed.

A basic requirement to realize this overlay network, is the ability to discriminate
between personal nodes and non-personal nodes {Le. foreign nodes). This discrimination is
stored as a property of the corresponding trust relationship, This bilateral secure association
between the PN nodes is n.&geiiﬁied using the Certified PM Formation Protocol (CPFPLThe
CPEP protocol is based in asymmetric oryptography and uses the novel Eiliptic Curve
Uryplography algorithins fo generate the secret kevs, The concept behind is that each new
node must be introduced 1o the PN by the user during s procedure called fmpristing, Afler a
successtyl imprinting, the new personsl device recelves a valid PN cortificate and s ready
iy esiablish secure associstions with any other per songl node based on each other PM
certifivates, While the first ste §& Le. the ntroduntion tw the PM through the impri z‘f;m;; hags
i be monifored by the user, the subsequent secure associations that the node establishes
with each of the other persoyal nodes ave dong autumstically and tramsparently 1o ?:“ HSET
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Next, physically neighbouring PN nodes can authenticate each other and establish shori-
term link-level security associations based on the long-term pair-wise keys exchanged
during the imprinting. Direct secure communication is then possible at the link level. In
arder to be able to have IP communication, an address configuration protocol with duplicate
address detection allows PN nodes to automatically generate a unique PN IP address from
the private 1P addressing space assigned 1o the PN, After the establishment of a secure link,
ad hoo routing information is exchanged. The result of the above procedures is a secure and
seif-organising cluster in which PN nodes can communicate over one or multiple hops.

In order to realize full PN connectivity, clusters at different geographical locations need
to be interconnected through PN Gateway Nodes that have access to the Internet. To secure
inter-cluster connectivity GW nodes will use CPFP over the insecure channel to derive a
secure key which will be used to set up an IPsec tunnel between the clusters. A new PN
entity called the PN Agent was designed and implemented for maintaining up to date the
information of all the PN cluster attachment points. This PN Agent provides name
registration/deregistration/discovery, publish subscribe and name resolution functions at PN
and PN Federation level. During the PN formation process, the PN Gateway Nodes register
themselves to the PN Agent (mainly in terms of attachment point to the Internet -
public/private 1P addresses and ports) and get, as registration response, the location
information of the Cluster Gateway Nodes of all the remote PN Clusters. This remote PN
Gateway information will be maintained up to date by the PN Agent through binding
updates. The PN Gateway information in the PN Agent is used to dynamically establish and
maintain tunnels between the PN Gateway Nodes. Finally, after the exchange of routing
information over these tunnels, full inter-cluster connectivity within the PN IP addressing
space is possible, allowing secure communication between every pair of PN nodes.

Additional mechanisms have been implemented (o improve communication. A
universal convergence layer manages all network interfaces and hides the heterogeneity of
the underlying interfaces to the routing layer and PN IP addressing space. Extensions have
been implemented to be able to take into account NAT boxes. Next to unicast functionality,
cluster-wide and PN-wide broadcasting functionality is also supporied. Also, the
combination of mechanisms to deal with dynamics (such as cluster splits and merges) and
private PN addressing allows applications to maintain connectivity despite mobility.
Finally, a PN Manager GUI presents the user an interface to use, manage and monitor the
implemented software. Figure 4 shows some screenshots taken from the PN Manager, This
tool gathers the management and control of the system through its GUL User interacts with
the system, triggers service discovery, etc through this GUL

On top of this network overlay, a service discovery and management platform {called
MAGNET Service Management Platform, MEMP) and a Secure Context Management
Framework (SCMF) are implemented, The MSMP offers the user viewing, managing and
secure access 1o all PN resources and services, Hs structure follows a twolold approach
centralized at the PN cluster level and distributed P2P structure at the PN level {i.e. between
the PN clusters). A Service Management Mode (SMN) is elected for cach PW cluster. The
SMM discovers and manages services within #s cluster and interacts with other clusters’
SMMs in a peer-to-peer fashion via a service overlay, This SMM is also responsible for
discovering and advertising remote services within the cluster. The user can achisve this in
g very flexible manner, through o GUL by performing 5D {;zmms ma»é on any
combination of spyvice/name atributes {o.g o dovics name, g syvice ¥
and wildenrds o get all :mzz%'z% le matching services); selecting nodes preser
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nodes. Applications can access all information through the context agent running on their
local node. The internal structure of the SCMF follows the structure of the PN. For each
cluster a Context Management Node (CMN) is elected. The CMN keeps index information
regarding what information can be accessed from each node in the cluster. On the PN level,
the CMNs in the different clusters interact with each other on a peer-to-peer basis. For
accessing context information, the Context Access Language (CALA) is used. CALA
provides a synchronous query/response as well as an asynchronous subscribe/notify
interaction style. The modelling of information is entity-based with an underlying entity
type hicrarchy. The entity type defines what kind of attributes an entity can have. Access to
information can be based on entity id/attribute or entity type/atiribute combinations. A
scoping concept makes access to information more efficient by limiting the nodes that need
10 be queried, ¢.g., only the local node or the cluster. Context agents access local context
information through retrievers that provide a uniform interface 1o context sources.
Examples for context sources are sensors, the networking stack, and the operating system.
User profile information is stored in a storage component within a context agent.
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Figure 4 System Managememt GUI (aka PN Manager} Screenshot

2.2, lmplemeniation Persongd Network Federasion Concept

In order o realize the PNGF c@m@g&’a, a mechanism 1o define new PN-Fa and 1o add PNz o
this PN-F 5 needed, resulting in a PN-F creation and participation protocol. The PRCGF
{reator generates o Ph-F P T{}?iiu mﬁmin%zzg the main details of the PN-F {Le, identification,
A m proceed with the participation protocud and policies that rule the federation) and
store i in the SCMF. The PMCF Profile is made public and candidaies {Le. other PNs) go on
Al zrzimw with the creator 10 see whether they are allowed (0 enfer on the PIN-F or not,

in o o proceed w :;%z thi next step i the FNGF participation phase, the PHLF Crostor
and potontial PNSF members (o other PMs) need 1o be abde o anthentioms cach s:;-z%;e';f? and
to establish a seowity aéfsi‘s&%%s@iis;i’i thut can bs« wiad 1 secure all ensulng oo
now PH componss ristwink Diirectory Servize {7




the idemtity provider (i.e. trusted third party entity). The PNDS, operated by a service
provider, acts as a Certificate Authority (CA) providing X509 certificates which associate
public key with a particuiar user. The PNDS authenticates users via GSM’s Short Message
Service {SMS). The PNDS certificates are leveraged by CPFP 1o establish bilateral trust
relationships between the PNs that are afterwards s:nforceé each time the two PNs
communicate under the auspices of any federation,

After this authentication and security association step, the PN-F member can actually
join the PN-F. A PN-F participation profile that lists the services that the new PN-F
member will make available within the PN-F is created and stored in the SCMF. At this
stage, cach member knows in which PN-Fs she/he participates, which other PNs are
currently member of the PN-F and, optionally, what services are made available by these
members. This information can in any case be retrieved through a PN-F wide service
discovery mechanism since the MSMP implementation has been extended to support also
this feature.

The concept of a network overlay selected to realize secure PN-F communication
enables all PN nodes of the PN-F members to become part of the PN-F overlay. In order to
separate the internal PN communication from any PN-F communication, every PN-F will
also have its own PN-F addressing space (defined in the PN-F profile) and every involved
node will obtain a unique PN-F 1P address within this addressing space. In a similar way to
the PN, the PN-F overlay will be established. Neighbouring clusters of different PNs are
discovered through the use of beacons. When establishing secure associations with a PN, a
pair-wise {1 key for each pair of PNs) primary master key is exchanged (using the PNDS
certificates through CPFP). This key is then used for deriving link level session keys used
to secure the link between nodes of different PNs. Using this secure link, PN-F routing
information can be exchanged, forming a PN-F cluster. For the interconnecting of clusters
of PNs at different locations, the PN Agents of the respective PNs are used. All clusters
location information can be retrieved by contacting the PN Agents of the other PN-F
members. Tunnels are then established using the primary master key as basis and routing
information is exchanged, creating full end-to-end secure PN-F connectivity.

The service discovery framework is extended to allow PN-F service discovery and use.
Higher-level SMNs, called PN-F Agents, are introduced. The PN-F Agent implements all
the PN SMN functionality but is exclusively dedicated for storing and discovering PN-F
resources and services at PN level. One PN-F Agent per federation is activated within a PN,
The PN-F Agents of each participant interact in a peer-to-peer manner via a PN-F service
overlay to provide PN-F wide service discovery according to PN-F participation profiles.
The service related funciions provided by the GUI are extended 1o the PN-F case.

in the PN-F case, the SCMF also provides access o comtext information from the
members of the PMN-F [B]. The SCMF of sach PN has a dedicated Context Management
Gateway {CMG). The CMGs interact with each other, exchanging context information,
while enforcing the privacy policies of the user.

3. TTestbed Description

Testing the fuwtionality of even a single PN needs several clugters with a reasomable
numbiy of dovices in each one of them, Thorefore, & mindmun set of hardware devices was
defined 5 req uisite to st up and iost a PM and PM-F platform. Indegd, 8 fully operational
systom has now been built through 8 provess of conformance verification, indogration, snd
z;zm;gt;;samé,; ity testing of the different bassline componeniz described bafire.
??z"f‘ifif:fm'faé pariners are hosting different parts of the PRPRN-F platforn in thelr promises,
zi3 shown i Figure 5, with all individual paris Interconnecied vis the Internel 1o form &
1511y mzc:ﬁ ‘é:::qusd,, ax preroquisite t validato how the developed PHN/PN-F solotions amd
p §oi applications function over resb-life notwork conditions.
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in order to promote and ease the usage of the system among the partners and developers
of pilot services in particular, a set of system installation and usage guidelines have been
developed. The distributed testbed is set up on four different {aboratories across Europe and
has been the comerstone for the integration process. The testbed is composed of both
laptops and PDAs in order to showcase the feasibility of the system to be run on real user
couipment. All the integrated componenis are implemented to vun over the Linux Operating
System. For the high capable devices like laptops, the Ubuniu distribution was selected
while for the PDA-like devices, the project decided to use Nokia Internet Tablets.
Accordingly, casy to install SW packages have been created for the two selected kinds of
MAGNET nodes, while the respective installation guides are planned to set all software
from scratch. Thereby, the PN/PN-F Platform towards pilot services is now a reality, and
the necessary means have been set to promote its use among application developers and
potential end users.

et

Figure 5: Physical Location of the Remote Testbed

4, Testbed Scenarios and Objectives

The PN/PN-F platform is currently being used for testing the developed PN and PN-F
functionality, as described in the previous sections.

The availability of this dedicated “always on” testbed was the only viable way to
guaraniee that all participating pariners can assess the real usability of the pilot applications
and the performance of the underlying platform. Bince the objective of the platform is not
only 1o prove the feasibility of 8 PN system but t0 support the pilot services atop of i, it s
possible 10 assess the usability of the PN concept from a user-centric viewpoint. Indeed, the
same platfonm will evolve via further performance testing (0 serve also as the platform o
support the pilot services,

%, Pilot Services

federation of networks and services comprises g highly novel
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These two MAGNET pilot services intended to demonstrate the MAGNET project in its
entirety are initially analyzed and described. This analysis focuses on their general
importance for MAGNET as seen from a user’s perspective. Through this analysis, three
key issues are identified as being of special importance for the two pilot services;
federation, trust and initiative.

The Lifestyle Companion service targets primarily diabetic users who have a desire for
being in good shape by using a f{itness centre as well as monitoring and adjusting their
blood glucose level. This service allows these users to automatically monitor and register
their blood glucose concentrations and receive recommendations for insulip injections
based on this input. The service furthermore offers a “personal trainer” functionality by
which the service acts as a fitness trainer guiding the user through fitness programs in a
fitness centre keeping track of repetitions, load settings, etc. This service comprises the
following core MAGNET functionalities;

w  Proximity-based PN formation (enabling the user to easily interconnect an amount

of MAGNET-enabled nodes into a PN).

« | ocation/context-aware service-discovery (providing the user with service-related
information based on the current physical location of the user)

& LDR transmission (wireless transmission of low-rate data between MAGNET-
enabled nodes)

= Automated proximity-based PN federation (enabling quick and easy inter-node
communication when required)

The Icebreaker scenario is situated at a conference where knowledge workers e.g.
journalists meet physically and exchange information. This scenario allows a nomadic
worker to cooperate with one or more colleagues using shared digital material and to share
computational power of individual devices. The service furthermore provides means for
exchanging “digital business cards”™ easing the establishment of new business contacts and
acting as a social ‘icebreaker’. Whenever it would be convenient for the user to view data
on a larger screen than currently available (e.g. a small handheld device), the service offers
in addition the possibility of ‘beaming’ information from one device to another. Large
quantities of data on a PDA can in this way be projected to a larger (MAGNET enabled)
public screen for closer inspection. The scenario addresses:

= context awareness applied as physical access control: mobile device as ticket to the
conference, and as settings change of the mobile devices according to the activities
of the users

s Location/context-aware service-discovery in the shape of the ‘leebreaker” services,
offered to the guests at the fair, and notification of the users of ‘leebreaker’
according to the context.

s PN discovery based on filtered search in local area allowing for the user to explore
the presence of available PNs applied as social software embedded in a physical
setting

s seamiess high data rate transfer from device to device (a mobile unit to a screen) to
demonsivate the ‘Public Screen’ concept and device discovery / device managoment
and in general demonsirating the concepts: “digital handshaking and “digial
hospitality”

s exchange of a digital business card a5 demonstration of 8 temporary PN-F formation
4
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support the system functionalities. Additionally, the deployment of a pan-Eurcpean
Personal Networking testbed has been depicted. The implementation of a PN and PN
Federations system has driven part of the MAGNET project research agenda that has its
target on making Personal Networks happen. Indeed, some aspects of the initial
specification have been revisited since particular issues have only shown up during the
implementation and deployment phase. The deployment of the distributed testbed has been
helpful not only because it has cased the system integration but also because it has sei the
basis for a larger scope platform that can be used to perform usability tests with real users.

The following steps for the implemented system and the testbed are to go into a
thorough system performance evaluation both from a network and user centric point of
view. Specific tests will be carried out in order to measure the response of the system under
specific scenarios. Pilot services will be implemented atop of the system and usability tesis
based on these applications will be carried out. Besides the performance evaluation,
usability of PN services is ceniral for the success of a developed and implemented PN
architecture. Focus will be to fundamentally develop a usability concept which is applicable
for understanding the performance and user acceptance of PN services, and fo apply this
usability concept to selected pilot services.
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