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Abstract: This articles explores the ratio and characteristaf the right of anonymity on the
Internet. A right of anonymity is considered ashaekl against oppression, harassment,
retaliation, censorship or discrimination and théyee it is considered as a vital component
of freedom of speech or freedom of expressionr&efe is made to several existing types of
rights of anonymity in relation to freedom of exgwien, such as the right to protect
(confidential) journalistic sources, free electionsth secret ballot, the right of authors to
create works under a pseudonym or anonymous, uoder®r alias journalism... A right of
anonymity however will inevitably have a relativiearacter, due to society’s interest in
determining one’s accountability, responsibility bability in case of illegal or harmful
content. In criminal law, for reasons of civil ligiby, for the protection of intellectual
property law or in the area of commercial commutianas and advertising, the need for
identification has reduced the scope of protecbbone’s right to anonymity. It is explained
how this approach is reflected in Principle 7 oétbBeclaration of the Council of Europe on
Freedom of Communication on the Internet (28 Ma@320Striking a fair balance between
the right of users of the Internet not to discltsar identity and tracing those responsible for
criminal acts is the difficult but also inevitabtdallenge in this regard, a balance which
cannot be found without respecting rigorously thienan rights and fundamental freedoms of
the involved persons. These rights and freedoms mked to be protected with extra
procedural guarantees, e.g. regarding the disclesoir the identity by ISP’s or the detention
of personal data by ISP’s and public authorities.

| ntroduction

Focussing on the right of anonymity on the Interteids to a confrontation with an
ambiguous perspective. Introducing and explainivegrtotion ‘right of anonymity’ in relation
to the online world of the Internet indeed produaasobvious paradox. The construction or
the expectation as if there could be such a thikeyad ‘right of anonymity on the Internet’
indirectly refers to the discussion amongst theoooable members of the People’s Front of
Judea, sitting in the sunny side of a Roman aransgene from the famous and hilarious
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movie ‘The Life of Brian’ of Monty Python. Durindhits scene, one of the members of the
Front, Stan, or is it Roberta {?pdvocates gender-bending and requests that ¢imé $tmould
recognize the right of men to give birth to a chilthdeed a rather theoretical right, but
according to Stan a right worth fighting for.

Claiming a right of anonymity on the Internet ateflects a very high level of theorizing on
rights and principles, as in reality such a riglseress to be rather illusionary. Isn’t
communicating over the Internet the most obvioep sine can take in order to give up one’s
anonymity: once connected on the world wide nehgnoty no longer exists, except may be
as an illusion. Getting connected on the Interhetng involved in Internet communication
includes inevitably some kind of self-identificatiowith always some possibility of
traceability, if not directly, than indirectly, bguthorities, by law enforcement bodies, by
intermediaries (ISP’s) or by other private persdks.online citizens we are contributing and
participating in our own surveillantelsn’t claiming a right of anonymity in the online
environment like claiming a right to keep dry whdaimming? Can there be a right of
anonymity on the Internet? Is a right of anonynaty the Internet a pertinent and realistic
claim in order to guarantee more freedom of expoa8sCan it be formulated in terms of an
enforceable right? Is claiming a right of anonymiy the Internet a struggle against
oppression and tyranny or is it, to paraphraselébder of the People’s Front of Judea, “
symbolic struggle against realityy

Even if claiming a right of anonymity has more anfplic value than it is a pragmatic or
realistic assumption, it might be worth struggliiog. Indeed, symbols as well can relate or
refer to important values.

And even if in now a days reality of the Interneaight of anonymity seems to be illusionary,
it does not exclude that the reality of the Intésteouldn’t be modified in order to have such
a right (better) respected in the future. Isn'tgmely the law meant to protect the rights of
individuals? The crucial question however is whether the iddial should have a right on
anonymity.

What isanonymity?

The notion anonymous comes from the Greakohumou which means ‘without name’.
The notion pseudonyniealso stems from the old Greek: “pseudo-onoma”jciwimeans
‘false name’. In the modern or rather post-moderorldv of the information society,
anonymity is defined as an aspect of (informatippalacy. Personal data are protected, the
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use of it is regulated and restricteAnonymity however is also a part of social intian: it
means reducing the disclosure of your identityddain circles, certain persons, certain areas
of social life and society. Anonymity is a relatieencept indeed, also e.g. from a time
perspective. Anonymity cannot be absolute, as th@tealways be other persons, be it in a
technical, confidential, intimate or professionalation, who will be informed about one’s
identity, sooner or later. As individuals living ancommunity, participating in social life, we
inevitably leave traces of our identity. The quastis to what extend one can be non-
identifiable or not-retraceable. Non-identifiablermt-retraceable by whom? Non-identifiable
or not-retraceable for how long time?

A basic characteristic and very often the essemial of anonymity is the reduction of
responsibility for one’s action. Anonymity creat@spossibility to do things that one would
not do or should not do in ‘normal’ circumstanc®gearing a mask, being dressed in a
carnival costume, hiding in the dark, using anonym@emailers, participating with a
pseudonym in chat rooms, residing in a big city.e @i examples that make us more or less
invisible, anonymous. Being anonymous also creatéseling of freedom, of liberty to do
things that one is not supposed to do under comraitor traditional mechanisms of social
control. In other words : anonymity reduces socaaitrol. Anonymity creates freedom.

Anonymity : from fascinating attraction to fundamental human right

The phenomenon of anonymity has inspired many kgrisend philosophers and has more
recently also inspired flmmakers. Readers and engdis are fascinated by anonymity and
invisibility. In his Politeia, Plato refers to the story of Gyges, told by hipip Glaukon: a
story about a ring that made the (royal) shepherge§ invisiblé. In Tolkien’s Lord of the
Rings it is also a ring that makes its bearers (Frodd &ilbo Gaggins) invisible. In the
mysterious science-fiction novel of H.G. Well§he Invisible Man’(1897) it is a former
brilliant medical student, Griffin, who succeededdevelop a formula and an experiment to
become invisible, making that his body did not abswor reflect light.

In George Orwell’$ ‘1984 the author evocates the total negation of anotymiiie to the
permanent surveillance by the telescreen and thwgtit police. The book is still the great
modern classic of the negative Utopia, referring tworld where the individual is extremely
vulnerable under the eyes of ‘Big Brother. As GgorOrwell wrote and Winston Smith
experienced : There was of course no way of knowing whether yexge Wweing watched at
any given momeht Orwell describes how a (political) system andaxiety in which the
individual is permanently monitored and where (sgmaal) anonymity is inexistent, is
dehumanising. It is indeed only in modern demoesdhat rights of anonymity became
respected and guaranteed as fundamental humas. right

Why claim aright of anonymity?

The claim or desire to (temporary) anonymity fimdsbasis in the will to escape from danger
or social control, but especially to escape fronprepsion or totalitarian censorship.

® See OECD's ‘Guidelines on Protection of Privacy @mansborder Flows of Personal Data’ (1980), the
Council of Europe’s ‘Convention on the Protectidrirmlividuals with regard to Automatic Processirfg o
Personal Data’ (1981) and the EU-Directive 95/46(B(ata Protection, ‘Directive on the protectidn o
individuals with regard to the processing of peeatata and on the free movement of such data’.
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Anonymity has been used for a variety of reasoamsging from fear of persecution or
retaliation, avoiding the risk of discriminatibto prejudice of privacy. Anonymity in relation
to freedom of speech is a tool to circumvent cestgpror to avoid bureaucratic control or
harassment by authorities or otHersAccording to the US Supreme Cotianonymity is a
shield against the tyranny of the majority. . .It] protect[s] unpopular individuals from
retaliation - and their ideas from suppression ila hand of an intolerant societyThe US
Supreme Court also stated tHanhonymous pamphleteering is not a pernicious, fudert
practice, but a honourable tradition of advocacydaof disserit’, recognizing a right of
anonymity as protected under the US First Amendhhent

In recent years, a firm claim for digital anonymiitgs been formulated.

Who benefits from digital anonymity? Whistle-blosyevictims of abuse, and troubled
people seeking counseling. Political insiders, ibétically incorrect, and insurrectionists.
Gays, lesbians, and bored straights. Bad poets.pRetrying the fit of another skin.
Virtually everyone. You. You deserve at least ashnamnonymity on the Net as you have
when you cast a vote, post an anonymous tractugrabnewspaper from a coin-operated
rack In fact, you should demand a stronger righttbe Net. Otherwise, authorities will
find it easy to track, sort, and record your digiteehavior. You should thus demand the
right to use the most powerful encryption available

Rights of anonymity: they do exist!

In essence, anonymity is to be considered as ddshigainst oppression, harassment,
retaliation, censorship or discrimination and them s it considered as a vital component of
freedom of speech or freedom of expression. Anotyfor using a pseudonym) can also be
used for gathering information that in other ocoasiwould be much more difficult, if not
impossible, to obtain as a journalist, as e.g.ridencover or alias journalisth People who
are leaking information from within an organisatigublic service or commercial company,
such as ‘whistle blowers’, can claim a right ofeflem of expressidn and they can also
protect themselves by not disclosing their identihen communicating information to others,
to media or to journalists. In case of a confid@ntelation between a source and a journalist,
the journalist will guarantee the non-disclosuretloé identity of his source. In order to
respect confidentiality between sources and joistsaljournalists (- in the broad sense of the
word -) can rely on a right not to be compelleddgeal their sources, as recognized in the
case law of the European Court of Human Rights.oAdiog to the European Court the
protection of a journalist’s sources is one of fasic conditions for freedom of the press :
“Without such protection, sources might be detefrech assisting the press in informing the
public on matters of public interest and, as a tgsihne vital public-watchdog role of the
press might be underminedThe order to disclose a source can only be jadtiby an
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overriding requirement in the public interest.slialso underlined by the Court that limitations
on the confidentiality of journalistic sourcesall for the most careful scrutiny by the
Court''®. In order to guarantee a more effective protectidrjournalistic sources in the
member states, the Committee of Ministers of theurCd of Europe adopted
Recommendation (2000) 7ot the right of journalists not to disclose theiousces of
informatiorf (8 March 2000)", inviting the member states to implement in tldmestic
law and practice the protection of journalistic @&s, i.e. to provide for explicit and clear
protection of the right of journalists not to digsk information identifying a source in
accordance with Article 10 of the ConventioThe protection of journalistic sources is also
applicable for online media and for online joursali

Also other kinds of anonymity rights have been ggised, such as the respect for secret
ballot, guaranteed by Article 3 of the First Pratio¢ The High Contracting Parties undertake

to hold free elections at reasonable intervals bgrst ballot, under conditions which will
ensure the free expression of the opinion of tlupleein the choice of the legislattiréviore
recently the principle of secret ballot has alserbeecognised as a basic value to be respected
in applications of e-voting. The Recommendation of the Council of Europe oroting
stipulates under ‘Secret suffrage’:

16. E-voting shall be organised in such a way a&xolude at any stage of the voting
procedure and, in particular, at voter authenticatj anything that would endanger the
secrecy of the vote.

17. The e-voting system shall guarantee that vioteke electronic ballot box and votes
being counted are, and will remain, anonymous, t#uad it is not possible to reconstruct a
link between the vote and the voter.

18. The e-voting system shall be so designed teaexpected number of votes in any
electronic ballot box will not allow the result be linked to individual voters.

19. Measures shall be taken to ensure that thernmdton needed during electronic
processing cannot be used to breach the secreityeafote.

Another kind of right of anonymity is enshrined imernational copyright law. The Bern
Convsclagution in its Art. 7, 3 en 15, 3 gives recogmtto anonymous and pseudonymous
works™.

A right of anonymity is also reflected in the déais of non-disclosure of names of parties in
legal proceeding®nonymising the identity of persons is applied ational and international
case law in order to protect plaintiffs, defendamtstims, suspects, witnesses or applicants.
The European Court of Human Rights for instance oarrequest, decide not to disclose the
name of the applicant. Section 47, 3 of the Rufee@Court (2007) provides thaapplicants
who do not wish their identity to be disclosedn® public shall so indicate and shall submit a
statement of the reasons justifying such a departtom the normal rule of public access to

16 See ECtHR27 March 1996, Goodwin v. UKECtHR 25 February 2003, Roemen and Schmit v. Luxemd)
ECtHR 15 July 2003, Ernst a.o. v. Belgium, ECtHR\#®ember 2007, Voskuil v. Netherlands and ECtHR 27
November 2007, Tillack v. Belgium. See al30tHR, 8 December 2005 (Dec.), Nordisk Film & TV A/SDenmark, 8
December 2005.
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information 8 March 2000, DH-MM (2000) 2, 125-128 (Explangtdtemorandum).
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19 Berne Convention for the Protection of Literary atistic works,
http://www.wipo.int/treaties/en/ip/berne/trtdocs Q@d.htmI#P136_ 24799



information in proceedings before the Court. Thedent of the Chamber may authorise
anonymity in exceptional and duly justified cds@#is rule has been applied in the case V. v.
U.K and in T. v. U.K?°, as the Court in its judgment indeed didn’t disel the identity of the
applicants, two ten-year-old boys, “V.” and “T."orvicted for murder and abductfdrof
another young boy, regardless of the fact that nhmes of Jon Venables and Robert
Thompson were made public by the British press amdhe Internéf. The Court also
protected from public disclosure the name of thgliapnt and other persons involved in the
domestic proceedings in a case related to a diyseeaial offences and the infection with the
(aids)virus HIV, a case in which the applicant gely complained about a violation of her
privacy during the domestic proceedings in Finfankh the case of A. v. U.R?, again a case
on Atrticle 8 (right of privacy), the Court decidedt to reveal the name of the applicant. In
this case the applicant and her children had ba#fersg of racial abuses. The Court had
come to the conclusion that the earlier disclofiyr@ member of Parliament of the name and
address of the applicant during a parliamentaryatielvas protected by the parliamentary
immunity which had to be given absolute protectiomler Article 10 of the Conventioh
This finding however did not take away the necgdsitmask the identity of the applicant in
the Court’s judgment. In another case related ¢origjht of privacy and membership of the
Freemasons, the Court decided to anonymise thditylef the applicant, a judge who had
been a member of the Adriano Lemmi Lodge in Mifam\so in a few exceptional cases
related to freedom of expression, the Court decidetl to disclose the identity of the
applicant, as this was the case in I.A. v. Turlegase in which the applicant complained of a
conviction in Turkey for blasphemy againgedd, the Religion, the Prophet and the Holy
BooK through the publication of a bodk The anonymity or non-disclosure of the identity o
litigants in court proceedings or the public comiwation of names of parties in judicial
decisions becomes even more a legitimate conceinaacontroversial issue in the online
world of legal databases and search engines.

Another concern in the area of claims on privamtertion and the right of anonymity is the
non-traceability, in generdl or specifically regarding protection of minors. & recent
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declaration by the Committee of Ministers of theu@Gal of Europe, the Committee
underlines that the traceability of children’s activities viie Internet may expose them to
criminal activities, such as the solicitation ofildnen for sexual purposes, or otherwise
illegal or harmful activities, such as discriminati, bullying, stalking and other forms of
harassment, by othérs. The Committee declared that, other than in thetecd of law
enforcement, there should be no lasting or permanently accessibcord of the content
created by children on the Internet which challengieeir dignity, security and privacy or
otherwise renders them vulnerable now or at a latege in their livésand it invited the
member states and stakeholdets éxplore the feasibility of removing or deletisgch
content, including its traces (logs, records andgassing), within a reasonably short period
of timé€'.

Right of anonymity, freedom of expression and the I nternet®

With regard to freedom of speech and the Interhas ioften reiterated that a right of
anonymity will guarantee more to participate in juldebate. It is considered both in the
individual's interest and in the public interesatlguaranteeing a right of anonymity will
stimulate that more voices will be heard. Publighon communicating anonymous should not
be considered as an offence: anonymous commumcdties not harm or damage “as such”.
The prohibition or criminalisation of anonymity @nsidered a violation of the right to
freedom of expression.

A right of anonymity however will inevitably have relative character. Due to technical
reasons and social interaction there is no absguéeantee on anonymity. Very often the
content provider will have no interest at all inoagmity, as anonymity or lack of
authentification might also reduce the credibilty the reliability of the content. In a
corporate or commercial environment the need fentification will even be predominant,
such as the need for identification of legal pesson firms in order to protect consumer
interest. This concern is clearly reflected in th&-directive 2007/65 concerning the
provision of audiovisual media services, promulggtan obligation of identification by the
audiovisual media service providers (MSP’s). Ad.sBipulates that MSP’s shall make easily,
directly and permanently accessible to the receptb a service at least the following
information:

a) the name of the MSP

b) the geographical adress of the MSP

c) the mail adress or website of the MSP

d) the competent regulatory or supervisory bodies

Because of the impact of audiovisual services @nwviay people form their opinions, it is
considered éssential for users to know exactly who is resgedior the content of these
service$*:. Art. 5 of the EU Directive 2000/31 on E-commermentains a very similar
approach, requesting that member states shall eerbat services providers shall render
easily, directly and permanently this kind of infation accessible to the recipients of the
service and to the competent authorities

2 Declaration of the Committee of Ministers on patireg the dignity, security and privacy of children the
Internet, 20 February 2008.
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book onhttp://www.intersentia.be/searchDetail.aspx?bacleke&reeksCode=&bookid=100798

31 Consideration 43 of the EU-Directive 2007/65



The reason why a right of anonymity cannot be alieplis the society’s interest in
determining one’s accountability, responsibility leability in case of illegal or harmful
content. In this context the right of anonymitytasbe brought in balance with the duties and
responsibilities when exercising the right of freedof expression, which might include a
need for identification and traceability of the tamt provider. In criminal law, for reasons of
civil liability, for the protection of intellectuaproperty law or in the area of commercial
communications and advertising, the need for idfieation will reduce the protection of
one’s right to anonymity.

This principle is reflected in the EU Directive 281 on E-Commerce, as in Art. 15, the
principle is recognised ofNo general obligation to monitarThe directive stipulates indeed
that “Member states shall not impose a general obligathon providers to monitor the
information which they transmit or store, nor a geal obligation to seek actively facts or
circumstances indicating illegal activityHowever Art. 15 continues thatMember states
may establish obligations for ISP’s promptly tooimh competent public authorities of alleged
illegal activities or information provided by redgmts of their service or obligations to
communicate the competent authorities, at theiruest, information enabling the
identification of recipients of their services”.

This approach of the recognition of a right of ayraity on the Internet, to be balanced with
other rights of the individuals (good name and tapon, privacy, consumers’ rights,
copyright protectiof) and/or public interest (hate speech, major criotgéld pornography,
terrorism) resulting in a need for ‘ex post’ iddiction or traceability afterwards, is also
clearly reflected in the Declaration of the CourgfilEurope on Freedom of Communication
on the Internet (28 May 2003).

Principle 7 of the Declaration under the title “Arymnity”, stipulates :

In order to ensure protection against online sulleece and to enhance the free
expression of information and ideas, member ststesild respect the will of users of the
Internet not to disclose their identity.

This does not prevent member states from takingsunea and co-operating in order to
trace those responsible for criminal acts, in aaamce with national law, the Convention
for the Protection of Human Rights and Fundameftaledoms and other international
agreements in the fields of justice and the police.

Striking a fair balance between the right of usdrghe Internet not to disclose their identity
and tracing those responsible for criminal acthésdifficult but also inevitable challenge in

32 For more information, sewtp://www.aclu.org/privacy/anon/15590prs2003092skand
http://www.chillingeffects.org/johndoe/See also ECtHR 2 December 2008, K.U. v. Finlamavhich the Court
considered that the legislature should have praval&amework for reconciling the confidentialitf/laternet
services with the prevention of disorder or crimd ¢he protection of the rights and freedoms oérghThe
Court found that Finland had failed to protect tight to respect for the applicant’s private lifetae
confidentiality requirement and the right to remaimonymous as content provider had been given geace
over the physical and moral welfare of the applicihe applicant had complained about the invasidnis
private life and the fact that no effective remeasted under Finnish law to reveal the identityhaf person
who had posted a bogus and sexually inspired mesdagut him on an Internet dating sit . The Coounfl that
there had been a violation of Article 8 ECHR.

% See ECJ 29 January 2008, C-275/Dél¢fonica.



this regard, a balance which cannot be found witlhespecting rigorously the human rights
and fundamental freedoms of the involved persohsse rights and freedoms also need to be
protected with extra procedural guarantees, egparding the disclosure of the identity by
ISP’s or the detention of personal data by ISP& ublic authorities. An additional and final
guestion is whether a right of anonymity is (stilecessary in a democratic society’ in a
society in which the individuals’ human rights dsafficiently) protected in accordance e.g.
with the European Convention of Human Rights anddamental Freedoms?

In the mean time, it is better not putting too mecimfidence or hope in the rather fictional
illusion of anonymity. Paraphrasing G. Orwell ‘1984There IS of course no way of knowing
whether you ARE being watched at any given mdment



