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Abstract— Physical-layer authentication (PLA) mechanisms
exploit signals exchanged at the physical layer of communi-
cation systems to confirm the sender of a received message.
In this paper, we propose a novel challenge-response PLA
(CR-PLA) mechanism for a cellular system that leverages the
reconfigurability property of a reconfigurable intelligent surface
(RIS) (under the control of the verifier) in an authentication
mechanism. In CR-PLA, the verifier base station (BS) sets a
random RIS configuration, which remains secret to the intruder,
and then checks that the resulting estimated channel is modified
correspondingly. In fact, for a message sent by an attacker in a
different location than the legitimate user equipment (UE), the BS
will estimate a different channel and the message will be rejected
as fake. Such a solution reduces the communication and com-
putational overhead with respect to higher-layer cryptographic
authentication. We derive the maximum a-posteriori attack when
the attacker observes a correlated channel and the reconfigurable
intelligent surface (RIS) has many elements, and the attacker
transmits to Bob either directly or through the RIS. Using a
generalized likelihood ratio test to test the authenticity at the
base station (BS), we derive approximate expressions of the false
alarm and misdetection probabilities when both the BS and the
UE have a single antenna each, while the RIS has a large number
of elements. We also evaluate the trade-off between security
and communication performance, since choosing a random RIS
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configuration reduces the data rate. Moreover, we investigate
the impact of various parameters (e.g., the RIS randomness, the
number of RIS elements, and the operating signal-to-noise ratio)
on security and communication performance.

Index Terms— Challenge-response (CR) authentication,
physical-layer authentication (PLA), reconfigurable intelligent
surface (RIS).

I. INTRODUCTION

ETERMINING if a received message is coming from its

claimed sender, i.e., establishing its authenticity is a key
security problem in communication systems. The current and
future networks will include several interconnected devices
with diversified energy and computational constraints, and
physical-layer authentication (PLA) is an attractive security
solution (see surveys [1] and [2]) since it requires simple
signal processing capabilities and exploits existing signals
without introducing communication overhead. In tag-based
PLA the channel operates as a tag: the receiver authenticates
newly received messages that appear to have traveled through
the same channel as those (authentic) received in the past.
When an attacker transmits from another location the resulting
channel is different from that of the legitimate transmitter and
is detected as fraudulent.

Since PLA is based on channel characteristics, devices
that enable the manipulation of propagation properties should
be considered to enhance security. To this end, a reconfig-
urable intelligent surface (RIS) is an interesting component,
as it includes several reflective elements, each introducing a
controllable phase shift in the equivalent baseband reflected
signal [3], [4], [5]. RISs have also been considered for PLA
to increase the signal-to-noise ratio (SNR) and improve the
authentication process. However, the possibility of reconfig-
uring RISs also paves the way for a new PLA procedure,
called challenge-response (CR) PLA, first introduced in [6].
In CR-PLA, the receiver first randomly modifies the propa-
gation environment (which represents the challenge) and then
estimates the channel through which the received signal has
passed (which represents the response) to verify that it matches
the modified environment. For an attacker that does not know
the current challenge (i.e., the current RIS configuration) it
will be harder to perform an effective authentication attack
than in the PLA setting.

While RIS-based CR-PLA is a promising security solution,
its performance has not been investigated in the literature. This
study should include not only the security performance — in
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terms of false alarm (FA) and misdetection (MD) probabilities
— but also communication performance, since the choice of the
RIS configuration has an impact on the achieved data rates.
Moreover, the ability to withstand advanced attacks that exploit
the partial channel knowledge of the attacker is still to be
investigated. By a thorough analysis of the RIS-based CR-PLA
it will be possible not only to assess the merits of this security
solution but also to design it properly, i.e., to select the RIS
size and the randomness.

To address these issues, in this paper, we consider an RIS-
supported CR-PLA mechanism for cellular networks, where
a base station (BS) verifies the authenticity of messages
received from a user equipment (UE). The CR-PLA procedure
includes two stages. In a preliminary stage, the UE transmits
a sequence of pilot samples (properly authenticated by a
higher-layer procedure) to the BS via the RIS with several
configurations, and the BS estimates the corresponding UE-
RIS-BS cascaded channels. This will enable the BS to predict
the cascaded channel under any other RIS configuration.
In the second stage, aiming at authenticating a message
potentially coming from the UE, the BS randomly chooses
a RIS configuration while a new message is transmitted. The
BS then compares the channel estimated from the received
signal with that predicted for the selected RIS configu-
ration, using the information obtained in the preliminary
stage. From this comparison, the BS decides on the message
authenticity.

We consider a generalized likelihood ratio test (GLRT) to
decide about the authenticity of the message and analyze
the performance of the CR-PLA scheme in terms of both
FA and MD probabilities. Note that the random RIS con-
figuration also affects the data rate of the communication
link between the UE and the BS. To limit the rate loss,
we restrict the random selection of each phase shift of the
RIS to an angular sector centered around the phase shift
that maximizes the data rate, and we investigate the security
performance as a function of the size of the angular sector.
We also derive the maximum a-posteriori (MAP) attack to be
used when the attacker knows his channel to the legitimate
UE and this channel is partially correlated with that from
the legitimate UE to the RIS. The attacker can transmit the
attack signal either directly to the BS or through the RIS.
In the latter case, the attacker signal will also be determined
by an instantaneous random RIS configuration. Approximate
expressions for the FA and MD probabilities and the data
rate are obtained when both the UE and the BS are equipped
with a single antenna, and the RIS has a large number of
elements.

The main contributions of this paper are:

1) The study of the MAP attack against the proposed
authentication mechanism when the attacker transmits
to Bob either directly or through the RIS: such attack
exploits at best the partial information available to the
attacker;

2) The derivation of FA probability for the RIS-based
CR-PLA;

3) The derivation of MD probability for the RIS-based
CR-PLA for the MAP attack; this provides an assess-
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ment of the security performance under an effective
attack;

4) The derivation of the average SNR for communica-
tion purposes for the RIS-based CR-PLA; the two
performance metrics of contributions 1. to 3. enable
an assessment of the communication-security trade-off
under legitimate conditions;

5) An investigation of the impact of various parameters
(e.g., the RIS randomness, the number of RIS elements,
the operating SNR) on the security and communication
performance.

The proposed analysis offers an in-depth vision of the RIS-
based CR-PLA and its security-communication trade-off.

By simulating both the CR-PLA and the tag-based PLA,
we show that the proposed CR-PLA provides higher security
(i.e., a lower MD probability) than tag-based PLA for a given
data rate loss. We observe that the proposed CR-PLA solution
is particularly effective when the attacker channel is highly
correlated with the channel of the legitimate UE, which is a
critical case for tag-based PLA.

The rest of the paper is organized as follows. In the next
subsection, we consider related works in the literature and
further highlight the contribution of our work. Section II
introduces both the system model (including the assumptions
on the attacker) and the communication performance metric.
The CR-PLA mechanism is then described in Section III,
where the GLRT is detailed. In Section IV the security per-
formance metrics are defined and the MAP attack strategy is
introduced. The scenario with single-antenna devices is studied
in Section V. Section VI presents and discusses numerical
results for the considered RIS-supported CR-PLA scenario.
The main conclusions are drawn in Section VII.

A. Related Works

PLA has been investigated for several years, and the reader
can refer to surveys (e.g., [1] and [2]) for an overview. Here
we focus on CR-PLA (and similar solutions) and the use of
RISs for authentication.

CR-PLA has been first introduced in [6], and its essen-
tial feature is that random modification of the propagation
environment by the verifier plays the role of the challenge,
while the corresponding estimated channel at the verifier plays
the role of the response. Another scheme with the same
name provides that instead of the channel itself, a confi-
dential message (transmitted by the device to be verified)
is used for authentication purposes, in [7]. This solution
was further investigated in [8] (adding artificial noise) and
in [9], where actuators continuously challenge the surrounding
environment with random transmissions detected by other
sensors. However, again, the challenge is provided by the
transmitted message rather than the propagation environment
itself. The analysis proposed in our paper differs from [7],
[8], and [9] not only because we consider a RIS, but also
because our challenge in CR-PLA the random modification
of the propagation environment by the receiver, which sets
random RIS configurations. Note that the CR-PLA technique
has also been proposed to authenticate transmissions from
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control

Fig. 1. Model of the RIS-supported communication system.

drones operating in swarms, where the challenge is defined
by the movement of trusted drones acting as receivers [10].

CR-PLA has some commonalities with physically unclon-
able function (PUF)-based authentication. However, a PUF
exploits hardware differences between individual chips for
unique device identification [11], [12], [13] and the transmitter
(rather than the propagation environment as in CR-PLA)
is randomly modified (see [14] for a detailed comparison
between PUFs and PLA).

With particular reference to the integration of RISs and
PLA, optimizing the RIS to collect signals from a specific
location makes the resulting transmitter-RIS-receiver channel
more peculiar, improving, for instance, the tag-based PLA
[15]. A tag-based PLA scheme exploiting a RIS in non-line-
of-sight conditions has been proposed in [16] for a vehicular
ad-hoc network scenario showing that the RIS improves the
authentication accuracy. In [17] a tag-based PLA mechanism
in RIS-supported communication systems has been proposed:
in a RIS communication system, the channel gain and back-
ground noise are first extracted; then, these features are applied
to a random signal together with a private key to generate a
cover tag signal. Since previously known secret bits rather
than physical layer features are used for authentication, the
investigations in [16] and [17] significantly differ from the
analysis proposed in this paper. Moreover, beyond the security
performance, we also investigate the communication, as the
data rate is affected by the RIS configuration randomization
in CR PLA. It is worth mentioning that advanced RIS with
sensing capabilities can also be exploited to provide a more
detailed knowledge of the propagation channel, yielding a
better authentication [18], still based on the tag concept.
However, we consider a passive RIS whose configuration only
introduces phase shifts on the transmitted signals. The authors
have also considered the same scenario to propose other
attacks in [19] and the optimization of the RIS randomness
in [20].

Finally, beyond authentication, RIS can also support other
security mechanisms, e.g., confidentiality [21], [22], [23], [24],
[25], [26] and anti-jamming [27]. However, they are out of the
scope of this paper.

Notation: The operator vec(X) converts any matrix X with
C columns into a column vector, by indexing the matrix
by rows (top to bottom and right to left), i.e., (vec(X)); =
(X )L )i mod C* Vector and matrix indices start from 0, thus

column vector x with N entries is x = [xo, ..., xy_1]7.
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II. SYSTEM MODEL

Consider the scenario shown in Fig. 1, where a BS (Bob)
wants to authenticate a UE (Alice), and the signal transmitted
by the UE reaches the BS via a RIS. Another device, Eve,
attempts to impersonate Alice, i.e., to transmit messages that
Bob will receive as coming from Alice. In turn, Bob will
deploy authentication mechanisms to distinguish messages
coming from Alice and Eve. A blockage prevents direct
communication between Alice and Bob. Eve transmits signals
either directly to Bob or through the RIS. The first setting
(direct transmission from Eve to Bob) particularly highlights
the role of the RIS in the CR-PLA mechanism, as further
discussed in Section III-B.

Alice, Bob, and Eve are equipped with K, M, and V
antennas, respectively, and transmit narrowband signals with
the same carrier frequency; all channels are assumed to be
reciprocal. The RIS has N reflecting elements, each acting
as a receive and transmit antenna; in particular, element
n = 0,1,..., N — 1, introduces an additional phase shift
¢n = e/ between the impinging and reflected baseband
signals. We define the diagonal N x N matrix

® = diag{¢} = diag{do, ..., ¢n-1}, (1)

containing all the phase shifts introduced by the RIS. The
RIS is under the control of Bob, who can set the values of
6, n = 0,1,..., N — 1, using a secure dedicated channel
(typically a wire or a fiber).

Let G be the N x K baseband equivalent narrowband
channel matrix from Alice to the RIS, and H be the M x N
matrix of the channel from the RIS to Bob. Thus, the resulting
Alice-RIS-Bob channel matrix is

0W1B — HoG. )

Channels connecting Eve directly to Bob and the RIS are
described by matrices C C”), respectively. All channels (H, G,
C, and C’) are time-invariant, while the RIS configuration can
be changed over time so that the resulting cascaded channels
are controllable.

Signals received by Bob are also affected by complex-
valued additive white Gaussian noise (AWGN) with zero
mean, and independent per antenna.

A. Communication-Optimal RIS Configuration

Since the RIS is also used for communication purposes
between Alice and Bob, Bob should configure it with this
functionality in mind.

We indicate the RIS configuration maximizing the spectral
efficiency (or communication-optimal RIS configuration) as

& = diagle/®, .. eiOn-1), 3)

where 6,, n =0, ..., N — 1, are the communication-optimal
phase shifts of the N elements of the RIS. Recently, var-
ious approaches to optimize the RIS configuration have
been explored, including those based on electromagnetic
and hardware features [28], [29], energy and efficiency [3],
[30], multi-user and MIMO communication [29], [31], and
communication-theoretic formulations [30]. We refer to these
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papers for the computation of 6, as the technique to optimize
the RIS configuration is not in the scope of this work.

B. Assumptions on Eve
We assume that Eve:

o has at least the same number of antennas as Bob (V >
M);

o perfectly knows channel matrices C and C’;

« knows the pilot signals transmitted by Alice and used by
Bob to estimate the channel;

« does not know the current RIS configuration ®;

o has unlimited transmit power.

Moreover, channels C and C’ are full-rank, which can easily
be obtained when Eve has many antennas. In these conditions,
Eve can precode the pilot signals transmitted to Bob with a
suitable precoding matrix B, so that the equivalent channel
(the cascade of the precoder and C) seen by Bob when Eve
transmits directly to Bob is any M x K matrix Z = CB.
Similarly, when Eve transmits to the RIS, she can let Bob
estimate any channel to the RIS, and the resulting cascaded
channel will be Z = H®C’'B.

In the following, we also assume that Alice and Bob
neither know the instantaneous channels with Eve nor their
statistics. In particular, Alice and Bob do not know where
Eve is, so they cannot infer anything about the propagation
of signals transmitted or received by Eve. This assumption
is very conservative from a security point of view, while in
practice Alice and Bob may know something about Eve, up to
the extreme case where Eve is another UE served by the same
BS.

C. Reference Scenario

In the rest of the paper, we will also consider a reference
scenario, as an example. In the reference scenario, matrices H
and G have independent random entries (within each matrix
and between the two matrices), and each entry is assumed
to be complex-valued Gaussian zero-mean with unit variance
(Rayleigh fading model). We also assume that Eve has as
many antennas as the RIS elements (V = N) and channels
(U and C from Fig. 1) are correlated to the channels G and
H, respectively. Thus Eve can extract partial information on
the two channels. In particular, we assume that Eve can either
have partial or perfect channel knowledge.

1) Partial Channel Knowledge: Eve is assumed to perfectly
know the RIS-Bob channel H. Although generous, this can be
motivated by the position of Eve. In fact, we assume that Eve
is located in the vicinity of Bob, making it more reasonable
for her to properly estimate the RIS-Bob channel. Furthermore,
Eve is assumed to have partial information on G through U,

that is
U=pG+./1-p2D, “4)

where p € [0, 1] is the correlation factor between channels
U and G; the entries of D are independent of those of both
G and H, independent among each other and complex-valued
Gaussian distributed with zero mean and unit variance.
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2) Perfect Channel Knowledge: Eve is assumed to perfectly
know the Alice-RIS and RIS-Bob channel matrices H and
G. This assumption is very generous to Eve because Eve is
neither co-located with Alice nor Bob, and these channels are
only used in cascade via the RIS. Estimating the cascaded
Alice-RIS-Bob channel is relatively easy for Alice and Bob,
while it’s harder for them (and even more so for Eve) to
estimate the individual channels, i.e., H and G. Considering
this kind of knowledgeable attacker will therefore result in a
conservative estimate of the security performance constituting
a worst-case situation for the legitimate receiver. Note that the
perfect channel knowledge scenario is obtained from (4) by
assuming p = 1. On the opposite, when p = 0 Eve does not
have any information at all on G.

Note that this scenario is intended to capture the relation
between the information by Eve on the channels to the
RIS and the performance of CR-PLA in such a scenario.
More realistic scenarios with different knowledge and different
characteristics of Eve (e.g., the number of her antennas)
are left for future studies. Note also that the knowledge
of the channel to and from the RIS can be obtained more
easily when assuming a geometric channel model with a
small number of paths, which is not considered in this
paper.

The assumption on U is quite generous to Eve, considering
the distance between Alice and Eve (see Fig. 1). However, the
probability of effective attacks will be even lower when this
assumption is not verified and Eve does not know anything
about H and G. In this case, the proposed CR-PLA mecha-
nism will be even more effective. Assuming some correlation
will provide a more extensive security assessment.

3) Single Antenna Devices: As a particular case, we will
also consider Alice and Bob with a single antenna each; while
Eve will still be equipped with many antennas. In this scenario,
a closed-form solution for the communication-optimal RIS
configuration is available, enabling the security analysis of the
authentication mechanism.

III. CHALLENGE-RESPONSE AUTHENTICATION

In this Section, we will first introduce the CR-PLA mech-
anism, describing in detail its steps. In the following we will
mostly focus on the case in which Eve transmits directly to
Bob (and not through the RIS) since in this case the CR-PLA
mechanism is more effective. In Section IV-B we will also
consider the attack through the RIS.

A. The CR-PLA Mechanism

The CR-PLA mechanism using the RIS comprises the
following steps:

1) Step 1, CSI measurements: Bob first estimates the cas-
cade Alice-RIS-Bob channel for a finite set of RIS
configurations that will enable him to predict the Alice-
RIS-Bob channel for any RIS configuration. Several
techniques are available to this end in the literature
(see [32] for an extensive survey). In this step, trans-
missions are authenticated at a higher layer to ensure
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that Bob is estimating the channel from Alice (rather
than a channel induced by Eve).

2) Step 2, random configuration: Bob chooses a random
RIS configuration @', as described in Section III-B.
This constitutes the challenge posed to the device to
be authenticated.

3) Step 3, message transmission: either Alice or Eve
(impersonating Alice) transmits a message and Bob
obtains the estimate Q of the channel from the received
signal: this represents the response. When Alice is
transmitting, Bob obtains the channel estimate

Q — Q(A,I,B)(q)/) + W”, (5)

where W” is the estimation error matrix at Bob, modeled
as AWGN with zero mean, independent entries, each
with variance o]%. When Eve is transmitting, Bob obtains
instead the estimate

Q=Z+W" (6)

4) Step 4, channel verification: Bob predicts the cascaded
channel from Alice with configuration ®’ selected in
Step 2, using the knowledge acquired in Step 1,

Q(A,I,B)
where W is the prediction error, still a zero-mean
AWGN matrix with independent entries, eacl3 with vari-
ance oj3. Bob compares Q1B (@) with Q, as better
specified in Section III-C. If they match, the message is
accepted as authentic, otherwise, it is rejected as fake.

(®)=H®G+ W, (7)

Note that Steps 2-4 are repeated upon the transmission of
each message, and the random RIS configuration is selected
independently at each message transmission.

Some remarks are due on the considered mechanism:

Remark 1: Step 1 requires that the initial transmissions are
authenticated with other mechanisms than CR-PLA. This is
an assumption in common with other authentication schemes
(including tag-based PLA) since the verifier must establish a
correspondence between the observed signal and the authentic
transmitter.

Remark 2: The presence of the RIS is essential in CR-PLA,
since it allows the channel randomization for authentication in
Step 2 that, together with the verification Step 4, enables the
CR mechanism: Bob poses a challenge (the RIS configuration)
to which Alice responds by transmitting over the expected
channel as then verified by Bob in Step 4.

Remark 3: Note that if Eve can transmit signals directly to
the RIS (though channel C’, the random modification of the
RIS configuration would be less useful for CR-PLA, since it
would affect the signals received by Bob even when Eve is
transmitting.

In this Section, we provide further details for the two key
steps 2. and 4. of the CR-PLA mechanism.

B. RIS Configuration

RISs are typically used to enhance communication by
providing better coverage and higher rates. Introducing ran-
domness in its configuration in Step 2 will worsen the
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communication performance with respect to that obtained with
the communication-optimal configuration (3). To control this
performance loss, we consider a uniform random distribution
of the phase shifts in a sector of angular width 2y around the
communication-optimal values 9_,1, n=0,...,N—1,1ie.,

Op = én +en, e =U[—y, +y] ®)

Indeed, a key point in CR-PLA is that a random per-
turbation on the channel is introduced by Bob, who then
verifies that the received signal passed through the per-
turbed channel. By using a random RIS configuration at
each transmission we make it harder for Eve to induce
the same channel. However, while providing authentica-
tion capabilities, this randomness also affects the data
rate of the communication link between Alice and Bob
since we are not using the communication-optimal RIS
configuration.

Hence, (8) determines a trade-off between the resulting
achievable rate of the legitimate channel (obtained when the
communication-optimal configuration is used) and the secu-
rity of the authentication mechanism. Parameter y controls
the randomness of the RIS configuration determining at the
same time the deviation from the communication-optimal RIS
configuration. On the one hand, a larger y pushes the RIS
configuration further away from the communication-optimal
configuration and results in a reduction of the average data
rate. On the other hand, a larger y introduces more randomness
into the RIS configuration, making it more difficult for Eve to
pass the authentication test. Indeed, the maximum randomness
is achieved with y = m, while the communication-optimal
configuration is achieved with y = 0. However, when y =
0 the RIS is fixed, and once Eve knows one cascaded channel
(with the unique RIS configuration), all future attacks will be
successful. Indeed, in this case, CR-PLA boils down to the
traditional PLA.

Remark 4: Note that in this paper we focus on the eval-
uation of the trade-off between security and communication
performance as a function of y, i.e., the tunable parameter of
the probability density function of €, (p¢,). In [20] instead,
we address the issue of designing the probability distribution
of the random RIS configuration maximizing the average
receiver SNR under an upper bound constraint on the MD
and FA probabilities.

C. Channel Verification

We now focus on Step 4 for channel verification. This step
is critical for authentication since now Bob decides on the
response. We define two hypotheses

o Hp: the response comes from Alice and (5) holds;

o Hj: the response is not from Alice and (6) holds.

To decide between Hy and Hj, Bob cannot perform a
standard likelihood ratio test (LRT), because both Q@ and Z
are unknown to Bob. Instead, a GLRT is performed, which
involves replacing Q and Z in the standard LRT by their
maximum likelihood estimates [33, Ch. 6]. The GLRT for

1Other options for the distribution have been considered in [20].
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the considered problem is derived in Appendix A, and can
be summarized as

W <1: H="H, (9a)
V>t H=H, (9b)
where W is defined as
2 KM-—1
V=3 vee(Qm — vec(@ATB (@), 2, (10)
o m=0

with 0% = 201% denoting the variance of any element of matrix
W=w-W. (11)

Remark 5: The CR-PLA (as the tag-based PLA) mech-
anism requires that channels H and G do not change
significantly among different message transmissions. In fact,
the GLRT uses the information on the channel estimated in
Step 1 to infer the channel with the current RIS configuration.
When channels G and H are time-varying, channel prediction
techniques can be used to obtain an updated estimate of the
channels to be used in the GLRT. The analysis of such a
mechanism is left for future investigation.

IV. SECURITY PERFORMANCE ANALYSIS

In this section we analyze the security performance of
the RIS-based CR-PLA scheme. First, we derive the security
metrics, namely the FA and MD probabilities. Then, we derive
the MAP attack in the reference scenario.

A. Security Metrics

Authentication, as a binary hypothesis test, yields two
possible error events, namely MD and FA. An FA occurs
when deciding that the received message is fake while it is
authentic; an MD occurs when a message transmitted by Eve
is accepted as coming from Alice. In formulas, an FA occurs
when, under hypothesis Hp, ¥ > t. An MD occurs instead
when, under hypothesis Hj, ¥ < t. The FA probability Ppa
and MD probability Pyp are then

Ppa = PV > 7|Hol,
PMD = P[\IJ < ‘L’|H1].

(12a)
(12b)

For messages transmitted by Alice, using (10) we have

) KM-1
— 2
V== EO [vec(W)m|”, 13)
m=

thus ¥ is a central chi-square random variable with 2K M
degrees of freedom and

Pra =1 = F,2 (1), (14)

where F,2 ,(-) is the cumulative distribution function (CDF) of
a non-central chi-square random variable with 2K M degrees
of freedom and non-centrality parameter a.

Under attack instead, by inserting (6) in (10), under the
hypothesis H; with attack channel Z and RIS configuration
@', we obtain

KM—1
v = .3 Z |vec(Z),, + vec(W"),,

m=0
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—vee(Q TP (@)
KM—-1
== D vec(Z)m + vec(W),, — vec(H®'G)p|*.
(e
m=0
(15)

In this case, ¥ is a non-central chi-square random variable
with 2K M degrees of freedom and non-centrality parameter

2 L2
g:;HZ—thGH , (16)

and the MD probability is the CDF of this variable computed
at 7, i.e.,

Pup(¢) = Fyo 4 (2). (17)

1) On The Threshold Choice: Threshold t is typically set
to obtain a desired FA probability, i.e.,

T =Fol (1= Pra), (18)
whereas the MD probability (17) becomes
Pp(¢) = Fyo o (F ! (1= Pra)). (19)

2) Average MD Probability: The average MD probability,
averaging over ¢ (i.e., over Z, H, G, and ®') from (17) is

Pyp = E[F,2 (D)1, (20)

Unfortunately, a closed-form expression for Pyp is not avail-
able and we should resort to numerical methods to compute
it.

B. The MAP Attack in the Reference Scenario

In the reference scenario, under partial channel knowledge,
Eve knows H and a noisy version of G, as described by (4).
Since she does not know the current RIS configuration, she
will use the average RIS configuration

siny —

E[®] = E[diag{e/*"}] = y o, (1)

where we used the integral relation

Y . 1
(2y)*‘/ eiége = SN 22)
—y Y
Then, Eve computes
L = HE[®U = H 2 éU, 23)

and from L she obtains the MAP estimate of Q“-1-8)(®’).2

Assuming to know the conditional probability density
function (PDF) fga.1e), 1 (QWIB)L) (which expresses the
uncertainty about the Alice-RIS-Bob channel for given L), the
MAP attack is

Z = arg max fou.s)(ZIL). 24

In the reference scenario, the (conditioned) cascade Alice-
RIS-Bob channel is not Gaussian distributed since it is the

2In the following of this section we drog) the reference to the RIS
configuration and we use the notation QA.L.B),
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product of (conditioned) Gaussian variables. However, assum-
ing that the entries of channels H and G are independent and
identically distributed and the number of RIS elements is large,
we can invoke the large number theorem and model QA-/-5)
as Gaussian distributed. Under this approximation, the MAP
attack can be obtained following the steps of [34].

First, note that channels Q(A’I B) and L do not have
zero mean. Let u41B) = Elvec(QA18)] and p& =
E[vec(L)]. Then we define the covariance matrices of
Vec(Q(A’I'B)) and vec(L) as

R(A,I,B) — E[(VGC(Q(A’I’B)) _ ,L(A,I,B))

% (VeC(Q(A,I,B)) _ M(A,I,B))H]’ (252)
R =E[(vec(L) — n'™)
x (vec(L) — phHH, (25b)
R((A,I,B),(L)) — E[(VCC(Q(A’I‘B)) o [L(A’I’B))
x (vec(L) — pFHH ], (25¢)

Thus, for N large and N > M and K, by invoking
the law of large numbers, we can approximate the random
vector [vec(Q(A’I’B))T,Vec(L)T]T as Gaussian distributed
with mean p = [pA BTy (WTT apd covariance matrix

RA.1.B) R((A,I,B),(L)):|

I —
R = |:R((A-,1,B),(L))” (26)

R

By partitioning matrix § = R“)~! into blocks with sizes

as in (26), i.e.,
S11 S12
S = ,
[Sfé 522]

the MAP attack by Eve is (in vectorial form) [34]

27)

vec(Z) = vec(uh 1By — Sl_llslz[VeC(L) — vec(p'P)).

(28)
An alternative expression for (28) is the following
Vec(Z) = vec(u(A’I’B))—i—
RALBLL) RO vec(L) — vec(n'™)].  (29)
In fact, as SRY) = I, we have that
SR 4 g1, R = 0. (30)

Left and right multiplication with Sl_ll and RW-1
respectively, yields

RALB.L)RWI-L 4 g5, — ¢, (31

from which SﬁlSlz = —R(ALB)L.L) RI)=1 The advantage
of (29) with respect to (28) is that in the former case only the
inverse of R is required, while in the latter case the inverse
of the entire matrix R is required.

1) Perfect Channel Knowledge: Under perfect channel
knowledge, we assume that the channels among all devices are
known, while the RIS configuration remains unknown. In this
case, u'L) = puA-LB) — I and (29) boils down to

sin y

Z =L = HE[®|G = H®G.

(32)

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 19, 2024

2) Attack Through the RIS: We note that Eve can exploit
the current RIS configuration by transmitting through the RIS,
but she does not know the instantaneous value of the RIS.
Thus, she chooses a matrix G’ to precode its transmitted signal
obtaining the cascaded channel H® G’. However, the design
of G’ cannot depend on @’ but only on its statistics. The MAP
estimate is then

G = argmax P[Q“ 1B (@) = H®'G'|U],  (33)
G/

where H is fixed and @’ is random. Due to the complexity

of solving problem (33), we consider instead a MAP estimate

on G, ie.,

G = argmax P[G = G'|U], (34)
G/

which, considering the model (4), provides the least squares

(LS) estimate of G given U, i.e., G = U/p. In this case, the

cascaded channel under attack through the RIS becomes

1 V1-—

_ 2
Z=-HO'U= Q!B @)+ P He'D, (35)
o o

and we note that the resulting attack channel depends on the
current configuration of the RIS, &',

V. REFERENCE SCENARIO
WITH SINGLE-ANTENNA DEVICES

In the following, we consider the special case of a BS and a
UE with a single antenna each, in the reference scenario. This
case is easy to analyze because the communication-optimal
RIS configuration has a closed-form expression. In fact, H
and G become a row and a column vector, respectively, and
the communication-optimal RIS configuration that maximizes
the Alice-Bob achievable rate is

0p=—LHy,—/Gn1, n=0,...,N—1. (36)

The UE-RIS-BS cascaded channel and the attack channels
become scalar, thus we will denote them in italics, Q, and
Z, respectively.

1) Security Metric:
§|a|2 with (from (15))

Under attack Z, we have ¥ =

§=Z+W-—-H®G, (37
and the average MD probability becomes
- 2 5
Pvp =P —2|5| <7T]. (38)
o

2) Communication Metric: The spectral efficiency of the
Alice-Bob channel with the random RIS configuration ® is

2
N—-1 i
| SN HinGre
1+

/2 E)
Op

Ca,p(®) = log, (39)

where ag is the noise variance on the received data symbols.
In the considered reference scenario, as described in
Appendix B, as N — oo the channel SNR averaged with
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respect to the random RIS configuration can be approximated
as

No2 2NZ 2 N
Q — fec 2+ sec ) _ — (N 2 + 2 . (40
(V) 2O'B2 ( NO_SZCC ) CIB2 ( Hsec O'sec) (40)

where (g and oszec are the mean and variance of each term of

the sum in (39) (see (65a) and (65b)), and we can approximate
the average spectral efficiency as

c(y) =E[Cap(®)] = c(y) =log, (1+Q(y)). (4D

A. MAP Attack With Perfect Channel Knowledge

We first consider the scenario in which Eve transmits
directly to Bob. With perfect channel knowledge at Eve,
inserting (32) in (37) we obtain

5="VHEG+W - H®'G
ply 5 [sin
=S Hy el [—V - effn] Gui +W.  (42)
y
n=0

In the reference scenario, the terms in the summation of (42)
are i.i.d. with mean

5 | sin ;
E [Hl,neﬂ" [—V - e/f"] Gn,]i| =0, (43)
Y
the variances of the real and imaginary parts are
T ) 2
op =R |:Re [Hly,,ejg" |:sm_y — efé”:| Gn,l] :| =
14
. 2
sin
=IE|:( 4 —cose,,) :| (44)
14

1 sin? sin
=—12 zyy+siny(cosy—4 y)—i—y
2y 14 4

1 _siny sin’ y
= - coS 1-2 ,
20 v i v?
I 5 | siny ; 2
of =E|Im [H]Yneja” |:7 - ejé”:| Gn,l] j|

E [sin2 en] = % [v — sin(y) cos(y)]

17 sin
=—|1- Vcosy], (45)
2 -
and their cross-covariance is
E |:Re [Hl,nejé" |:_s1ny — eje":| Gn’I] X
14
Im [Hl,nefén [—sm Y effn} Gt H
14
sin
=FE |:( Y _ cos en) (—sin e,,)} =0. (46)
14

Thus, invoking the law of large numbers, we have for N — oo
that § = Sr+ jé1 is complex Gaussian distributed with average
us = 0, independent real and imaginary components with
. 2 2 .
variances a{% rR=N crl%+ % and o(% =N alz—i—%, respectively.
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Thus, the average MD probability can be approximated
from (38) as
0T

5 2 2 o’ 2 2 2 2 2
PMD :P|:8R+81 < T] %P[Gﬁ,Rgl +(73’1g2 < Ti| 5

(47)

where g1 and g, are zero-mean unit-variance real Gaussian
random variables. To compute (47) we must use the CDF of
the linear combination of two independent central chi-squared
random variables, each with one degree of freedom. No exact
close-form expression for this CDF is known; however, a series
expansion has been computed in [35].

For the special case of y = m, we have 082’R = 052J =

% + %, and (47) becomes the CDF of a central chi-square
distribution, i.e.,

P ~ —— e (1. 48)
~ — , ———7),

D 1_,(l)Vlnc 2(N+0‘2)

where yinc(a,b) = fob 19" le=tdr is the lower incomplete

gamma function and I'() is the gamma function.
For y = 0, we have that the attacker is indistinguishable
from Alice, and indeed we have 01% = 012 = 0 and GSZR =

o5 =0/2, thus
Pyip = F2 (7).

which holds without approximations and coincides with the
complement to the FA probability (see (12a)), i.e., Pvp =
1 — Pra.

1) Attack Through the RIS: In case of attack through
the RIS and perfect channel knowledge, the resulting attack
channel is Z = H®'G and the MD probability is equal to the
FA probability, Pup = 1 — Ppa.

(49)

B. MAP Attack With Partial Channel Knowledge

We first consider the scenario in which Eve transmits
directly to Bob. Under partial channel knowledge, defining

22
- sin” y
w=—>s, (50)
16y
we have
)
2 sin” y
o [ NO—e) +af Np( Vz —a))
R = sin? y sin? y 2 G
Np (5 o) N (5 — o)
and
) 1)
Ry, _ Ry,
Do) _p)2 D) _p)2
S — R1,1R2.2_R1.2 Rl,1R2.2_R1.2 52)
- R(I)Z R(l) (
_ 1,2 1,1
D p)_p2 ) ph)_p2
R1.1R2,2_R1,2 R1,1R2.2_Rl,2
Now, as derived in Appendix C, we have
s 2
2.2 2 .2
18]” ~ o5 » (x1 + —) + 051%3, (53)
Os,R

where x| and x, are independent zero-mean unit-variance
real Gaussian random variables, and ws, osr, and o5 are
computed in Appendix C. Thus, |8|? is the linear combination
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of a non-central chi-squared variable (with 1 degree of freedom
and non-centrality parameter u§ / (782’ r) and a central chi-square
variable with 1 degree of freedom. Again, there is no exact
close-form expression for the CDF of this combination, but
we can resort to its series expansion derived in [35].

Note that for p = 0, L becomes uncorrelated to Q
i.e., Eve does not have any information on the target channel.

1) Attack Through the RIS: When Eve transmits through
the RIS and she has a partial channel knowledge, we have
(see Appendix C) that § is zero-mean with variances

o2

(A,1,B)

1—p*N n

p? 2 2
When assuming N is large and invoking the central limit
theorem, 6z and §; foll_ow a zero-mean normal distribution
with variance 082. Then Pyp can be approximated as (see (38)

and (47))

Var(Re {§}) = Var(Im {§}) = 54)

b 2,2 o’
Pyp =P g1+82<1_2 (595)
P~N + o2
o
N 1 ' ] 102 (56)
r™ "2 (=N + o)
P

As expected, the MD probability does not depend on vy, i.e.,
the randomness of the RIS for PLA. Thus, the performance of
CR-PLA is that of a tag-based PLA, depending on the accuracy
of the knowledge of the Alice-RIS and RIS-Bob channels.

VI. NUMERICAL RESULTS

Numerical results are obtained in the reference scenario of
Section II-C with single-antenna Alice and Bob, and different
numbers of RIS elements. We also set o3 = 01;2 = N/100,
to reduce the effects of the number of the RIS elements on
the SNR at the receiver.

A. Analysis and Simulation Comparison

We first evaluate the effects of the Gaussian approximation
of Section V, on the MD probability averaged over both
the channel realizations and the RIS configurations, as a
function of y, for p = 0.9 and different values of RIS
elements N. The threshold t for the GLRT is set to obtain
an FA probability Prpa = 1073, To verify the theoretical
analysis of Section V-B, we perform Monte Carlo simulations
and compare the obtained results. For the scenario in which
Eve transmits directly to Bob, Fig. 2 shows the performance
obtained from both the Monte Carlo simulations (solid lines)
and the analysis of Section V-B (crosses) for N — oo. Note
that the analytical performance does not depend on the number
of RIS elements N, due to the choice of the noise power at
Bob (which scales with N). This choice gives a matrix R
proportional to N, so the matrix S is inversely proportional to
N; so § does not depend on N since, from (72), its dependence
on § is only through the ratio S 1_11S12, which does not depend
on N. Thus, a single line is shown in the figure. Then we note
that from about N = 30, the analysis of Section V-B provides
a good approximation to the MD probability calculated by
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10°

Fig. 2.  Average MD probability as a function of y for p = 0.9, an FA
probability Py = 1077, and N = 2, 5, 10, 30, 50, and 100 RIS elements.
Solid lines denote Monte Carlo simulations and crosses denote analytical
results when Eve transmits directly to Bob. Dashed lines are for the case
of an attack through the RIS.

simulations. From Fig. 2 we also see that as y increases, the
MD probability significantly decreases, from 10~! for y = 0,
which corresponds to the case of no CR PLA, to 103 for
y = m, for which the random phase of the RIS completely
removes the phase information of the channels. Note also that
a stronger decrease in the MD probability occurs for small
values of y.

For the sake of completeness, Fig. 2 also shows the
performance of an attack through the RIS. Note that the
resulting MD probability does not depend on y. The compar-
ison between the two scenarios is problematic because when
transmitting the attack signal directly to Bob, Eve has to find
the cascaded channel (which is smaller but depends on the
RIS configuration), while when sending through the RIS, she
has to find Alice’s RIS channel (which is larger but does not
depend on the RIS configuration). In this case, we notice that
the attack through the RIS is more effective, giving a higher
PMD than the lowest obtained for a high value of y and
CR-PLA.

B. Spectral Efficiency

We now investigate the effect of the random phase of
the RIS elements on the spectral efficiency of the resulting
communication, as discussed in Section V. In particular,
we consider as a metric the spectral efficiency loss

77:1_@ (57)

c(0)’
where c(-) was defined in (41) as the expected spectral
efficiency. In the numerator of (57), the expectation is taken
for both the channels and the random RIS configurations
(for CR PLA), while in the denominator it is taken for the
channels, with the configuration Y optimized for each channel
realization. Note that the denominator is obtained with the
tag-based PLA. We verify the validity of the approximation
by Monte Carlo simulations. Specifically, we compare the
simulated value of n with its analytical approximation obtained
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o
E -
o x PFA =1.0e-04
104 x P, =1.0e-03
PFA =1.0e-02
10® ‘ ‘
10® 107 102 10°
Specral Efficiecy Loss
Fig. 3. Average MD probability as a function of the spectral efficiency loss

for N = 100, p = 0.1 (solid lines), p = 0.9 (dashed lines), and p = 1 (dotted
lines), and FA probabilities Ppp = 1074, 1073, and 102, Analytical results
are reported as crosses.

using ¢(y) instead of c(y) (see Section V). Note that n varies
from O to 1 and measures the amount of spectral efficiency
reduction (normalized to the spectral efficiency of the tag-
based PLA): a smaller n means a higher communication rate.

For the case of Eve transmitting directly to Bob, Fig. 3
shows the average MD probability as a function of spectral
efficiency loss 7, for N = 100, p = 0 (solid lines), p = 0.9
(dashed lines), and p = 1 (dotted lines), and FA probabilities
Pra = 1074, 1073, and 1072, The analytical results are shown
as crosses. Results are obtained by varying the value of y and
estimating the resulting spectral efficiency loss and average
MD probability. We see a remarkable agreement between the
simulated and analytical results. We find a trade-off between
data rate and security, as lower MD probabilities are achieved
for higher spectral efficiency losses. Nevertheless, we note that
a loss of 1% (i.e, 99% of the optimal spectral efficiency)
significantly reduces the MD probability for all values of p
and FA probabilities considered. Moreover, even with y = 7
(corresponding to completely random phases), the loss of spec-
tral efficiency stops at about 20%, while the MD probability
reaches its minimum.

Fig. 3 also shows the MD probability for an attack through
the RIS. As already seen in Fig. 2, the performance in this
case does not depend on y, so we have a constant Pyp
for all spectral efficiency loss values. Compared to direct
transmission, we see that for small correlation values, the RIS
attack is less effective (lower MD probability) than the direct
attack due to the difficulty in guessing the Alice-RIS channel.
On the other hand, for high correlation values, the advantage
of using the current RIS configuration is more relevant and
the RIS attack is more effective than the direct attack.

C. Effect of Channel Correlation

Finally, we examine in detail the effects of the correlation
between the Alice-RIS and Eve-RIS channels. Fig. 4 shows
the analytical mean MD probability as a function of p for an
FA probability Ppa = 1073, N = 50, and for values of p that
either give the minimum MD probability, i.e. y = 7 (indepen-
dent of spectral efficiency), or give a spectral efficiency loss
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Fig. 4.  Analytical average MD probability as a function of p for FA
probability Ppa = 1073, for values of y providing the minimum MD
probability (irrespective of the spectral efficiency), or giving values of n = 2%,
10% or 50%, and in the absence of CR PLA mechanism.

n = 2%, 10%, or 50%. First, we consider the scenario in which
Eve transmits directly to Bob. We also include the performance
of the tag-based PLA for comparison. First, we observe that
using the CR-PLA mechanism significantly reduces the MD
probability compared to the case without CR. Regarding the
behavior as a function of p, we observe that even for p = 0
(uncorrelated channels), the MD probability is high for the
scheme without CR, since choosing the RIS configuration
that maximizes the spectral efficiency makes the resulting
channel non-zero mean, and this bias can be exploited by
the attacker. Using the CR approach instead reduces the bias
(which becomes zero for y = ) and results in a lower MD
probability. Indeed, for a spectral efficiency loss of only 2%,
the MD probability drops to about 1072 with p = 1, and
even lower values are obtained for lower p or larger 5. Also
note that in the absence of CR, the MD mostly increases for
o > 0.8, while the increase is smoother with CR PLA.

For the RIS attack, we can see from Fig. 4 that the
correlation factor has a higher impact on the MD probability.
As observed before, a lower correlation makes the RIS attack
less effective than the direct attack, while at high correlations
the direct attack is more effective.

VII. CONCLUSION

We have proposed a novel CR-PLA technique where the
phases of the RIS elements are randomly selected by the BS.
This generates a challenge that induces a specific UE-RIS-
BS cascaded channel (the response) to be verified from the
channel estimate on the received message. We have also stud-
ied the MAP attack by an impersonation device that obtains
the MAP attack from its knowledge of the channels. Finally,
we analyzed the performance of the security mechanism and
its impact on the communication performance when the BS
and the UE each have a single antenna. The simulation results
confirm the effectiveness of the authentication mechanism with
a limited impact on the communication performance.

APPENDIX A
DERIVATION OF THE GLRT
Let us define g =_V€C(Q), g = vec(QUW1B (@), w' =
vec(W"), g = vec(QA1-B)(®')), and z = vec(Z).
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Under hypothesis Hp, the joint PDF of g and ¢ is
o )\ ~2KM 1, 5
Jear, 4. 9) = (MB) P\ ——3 (Ilq —qlI"+
B

17— ql?)).

which contains the unknown vector q.
Under hypothesis H; the joint density of ¢ and 7 is

(58)

. 5\ ~2KM 1/ )
Jaan (. 9) = (MB) exp{ —— (Ilq —z|I"+

OB
7-alf)).
which contains the unknown vectors z and ¢q.

The presence of the unknown parameters in f3 z7,(q. q)
and f5 71, (q.q) prevents the application of a standard
LRT. As an alternative, the GLRT can be applied instead:
this involves replacing f5z71,(q.q) and f577,(q,q) by
Jaam,@. @ and fgg7,(q. ), where

(59)

faam @9 = max f7.714,@. 9, (60)
faar @ @) = max fqp0,@. 7). (61)
The GLRT then becomes
In —]:?ﬁlﬁl (z’ z) H = Hy
Seqm.@ @)
2
H = Hot'. (62)

It can be verified that from (58) and (59) we have the following
results

o f3.9H,(@. q) achieves its maximum for ¢ = %(’tj+q_),
yielding (from (13))

~ o 5\ ~2KM |
Jaam(@. @) = (MB) exp —20—2||q —qll

B
2 —2KM

e f7.91,(@, @) achieves its maximum forz =g and ¢ = ¢,
yielding

exp(¥/2); (63)

—2KM

faar @@ = (o3) (64)

Then, we can rewrite GLRT (61) as (9), where t = 27’.

APPENDIX B
COMPUTATION OF THE CAPACITY

We now analyze the impact of the random RIS configuration
on the spectral efficiency in the asymptotic case of N — oo.

The mean and variance of each term of the sum are
o 7 sin y
Msec =IE[I'Il,nGn,le "] ZE[|H1,nGn,1|COS€n] = 4y ,
(65a)

T siny

Hi yGp e/ —
1,nUn,1 4)/

05280=E|:

2
‘ } =1— . (65b)
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since |Hy | and |G,,1| are independent Rayleigh variables
with variance 1/2.

Moreover, the cross-covariance between the real and imag-
inary parts is

E |:Re [Hl’nGn’le,];e _zsay ] X

4y

; 7 sin
Im[HLnGn’leZLG— y]i|
4y

=E |:(cos € — il siny) (—sin en)i| =0. (66)
4y

Lastly, the terms of the sum in (39) are independent. Then,
from the central limit theorem, approximating the sum in (39)
as Gaussian distributed, with mean N (g and variance N aszec,
the average SNR goes to infinity as’

2
N—1 i
ano Hl,nGn,]eJG"
3 ~ Q(y),
Op

(68)

where Q(y) is given by (40). Note that ©2(y) decreases as
y increases, thus, the choice of y is a tradeoff between the
spectral efficiency and the CR authentication effectiveness.
Note, however, that even with y = m, which corresponds to
the highest variability of the RIS phases (highest security),

we have Q = i,z > 0, so we expect to have a non-zero

O,
spectral efﬁcienq;3 of the resulting system.
As N — oo we have that the variance of the SNR is reduced
with respect to its mean, so we can approximate the average
spectral efficiency as

c(y) = E[Ca,p(®)] = c(y) =log, (14 K2(y)),

where we have emphasized the dependence of the spectral
efficiency on the random RIS configuration parameter y.
In Section VI we verify the validity of the approximation by
simulations.

(69)

APPENDIX C
DERIVATION OF MEANS AND VARIANCES

We have that Q4-/-B) has mean

N sin y

pAB = NE[|H |Gy le/*r | = D)
4y
and L has mean
; Nmpsiny
pD = NE[1HiallGrilpel® | = =255

3Recall that for a circularly symmetric complex random variable y with
(complex) mean m and (real) variance 02, the average of |y|2 is (assuming
w = wg + jwy circularly symmetric complex Gaussian variable with zero
mean and unit variance)

Ellm + ow|*] =
5 2 2
U—IE |:(1nRﬁ+ﬁwR) +(m1ﬁ+ﬁwl):|
2 o o
02
= 7(2-5-)»)7 (67)

2
with 2 = 2
ag
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Inserting (28) into (37) we have
8= u B —SElSIL — P
+ W -—H®G-W
= uALB) 4 Sfll S D+
Z Hi {eje" [vl - eje"] Gni1+ vzeje"Dn’l]
n

W W, (72)

where the average is taken across the RIS configurations and

V1 —pZsiny

psiny _
vy = 51115127,

—57'S12 ,
11 ”

(73)

which are both real numbers.
Since E[e/"] = Sl;”, term n in the summation in (72) has

mean
: T sin
w1 =E[[HlIGotl [y — e/ ]| = 5 (m - y) (74)
4 14
and thus

ps = p B 4 sil S+ Ny (75)

The variance of the real part of term n in the summation
in (72) is

aﬁR =E [Re {Hl,n {ejé” [vl—ejg"] G,,,1+vgej§"D,,,1}
—M1}2]

) [{|H1,n| [y —cos €1 1G4+ vaRe(e™ Dn,o}ﬂ

~u}
1)2
= 1)12 + 72 + E[cos® €,] — 2v1E[cos €,] — M%
2 : i
1% 1 sin sin
:])12—{—?24—5—’- yCOSy_zvl V_M%’ (76)

while for the imaginary part, we have

(TEI =E [Im {Hl’n {ejé" [v1 - eje"] Gn1+ V2€jé”Dn,1}

—M1}2]
- IE)|:{|H1,,,| {—sineann,ll + e D, }} }

. v2 1 1 sin y 2
=E[s1nzen]+72=§—§cosy—+?2 77

and their cross variance is zero.

Thus, invoking the law of large numbers, for N — oo,
we have that § is complex Gaussian distributed with indepen-
dent real and imaginary parts, having average

M5 :/\,I,(A’I’B) +SI_IIS]2M(L) +N/~'Lla (78)
while the real-part and imaginary-part variances are
crg,R = NO’IZR + 02/2, 05%1 = Nalzl + 02/2. (79)
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A. Attack Through the RIS

In the case, Eve transmits through the RIS and she has
partial channel knowledge we have

1 — p2 l
s=W+YX—__Ho'D (80)
JT=p2
:W—i——ZH D, el Onten) (81)
P
n=0
1— 2 N-—1
T z 5 (82)
Observe that the mean of §,, is
E[5,] = E[Dy]E [Hnef@“n)] -0 (83)
and the variances of its real and imaginary parts are
o3 =E[Re(s, —E [an]}z] (84)
- 1 1
=E[|H1Da] - s = 5 (85)
of =E[Im{3, ~E[5,]) ] (86)
1
_ 2 12 _
—E[IPIDF] =g 6D

where

2
K —/ /d(ZG )d (L Dy) cos 2(LDy — LGy + €x)dey,
V

sm (ZD — LGy + €y)dey

21
/ /d(ZG Yd(LDy)
-Y

= 472 Y. (88)

This yields (54).
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