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Conceptualizing Fairness in the Secondary use of Health Data for Research: a 

Scoping Review 

Abstract 

With the introduction of the European Health Data Space (EHDS), the secondary use of health data 

for research purposes is attracting more attention. Secondary health data processing promises to 

address novel research questions, inform the design of future research and improve healthcare 

delivery generally. To comply with the existing data protection regulations, the secondary data use 

must be fair, among other things. However, there is no clear understanding of what fairness means 

in the context of secondary use of health data for scientific research purposes. In response, we 

conducted a scoping review of argument-based literature to explore how fairness in the secondary 

use of health data has been conceptualized. A total of 35 publications were included in the final 

synthesis after abstract and full-text screening. Using an inductive approach and a thematic analysis, 

our review has revealed that balancing individual and public interests, reducing power asymmetries, 

setting conditions for commercial involvement, and implementing benefit sharing are essential to 

guarantee fair secondary use research. The findings of this review can inform current and future 

research practices and policy development to adequately address concerns about fairness in the 

secondary use of health data. 

Keywords: fairness; data sharing; secondary use; health data; health research 

Introduction 

The vast amount of health data that is generated nowadays has unlocked the door to a wide range 

of secondary uses for research, healthcare delivery, and policy making. An example of secondary 

uses for research purposes is the use of electronic health records that are originally collected and 

used to provide primary care to patients in the healthcare context for scientific research purposes, 
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such as facilitating antimicrobial surveillance in several countries (EHDS2 Pilot 2023) or revealing 

environmental factors that impact the expression of genetic variants (McCarty et al. 2011). While 

evidence has shown benefits of secondary use of health data in better addressing health issues 

globally, many technical barriers such as interoperability, poor data management, and the lack of 

standardized anonymization techniques are said to impede the realization of this potential 

(TEHDAS (Joint Action Towards the European Health Data Space) 2022a).  

Furthermore, the sensitivity of health data has raised many legal and ethical concerns such 

as issues related to discrimination and bias (Ledford 2019; Zou and Schiebinger 2018), the implications 

for relatives or ethnic groups (Ross, Iguchi, and Panicker 2018), the potential for data misuse by third 

parties (O’Doherty et al. 2016) and privacy-associated risks such as re-identification (Rocher, 

Hendrickx, and de Montjoye 2019; Sweeney 2015) which have required adopting a robust ethics and 

regulatory framework. Among others, the secondary use of health data for research purposes is 

regulated in the European Union by the General Data Protection Regulation (GDPR) (Regulation 

(EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the Protection of Natural 

Persons with Regard to the Processing of Personal Data and on the Free Movement of Such Data, and 

Repealing Directive 95/46/EC (General Data Protection Regulation) (Text with EEA Relevance) 2016). 

While the reuse of data for scientific research is not in principle incompatible with the GDPR 

(Article 5 (1) (e)) the implementation of the Regulation in some aspects such as legal bases for 

secondary uses for research purposes has been fragmented across the Member States. This has led 

to the creation of what some have called “(…) a divergent and fragmented [regulatory] landscape.” 

(Slokenberga 2020), with researchers struggling to gain access and share health data across borders 

(Boyd et al. 2021; Hansen et al. 2021). Another problem is that the ‘secondary use of data’ is not 

explicitly defined in the GDPR and has caused confusion regarding whether it constitutes ‘further 

processing’ under the GDPR or not (Becker et al. 2022). All of these issues have held back 
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developments in secondary use research, with some even claiming that the lack of a common 

framework for the secondary use of health data has posed significant barriers to Covid-19 research 

(Terzis 2022; McLennan, Celi, and Buyx 2020). 

Looking to address some of these issues, the European Commission launched its proposal 

for a European Health Data Space (EHDS) (Proposal for a REGULATION OF THE EUROPEAN 

PARLIAMENT AND OF THE COUNCIL on the European Health Data Space 2022) in 2022. Among its 

intentions is to facilitate the secondary use of health data for a number of purposes, including for 

scientific research (Article 34 EHDS). The ambitions of the proposal and its expected impact for 

enabling the reuse of health data has provoked a wave of excitement and anticipation in Europe. 

However, alongside this excitement, and in light of  the proposal, questions have been raised about 

whether the secondary use of health data is compatible with the overarching principle of fairness, 

which has been the cornerstone of the right to data protection as enshrined in Article 8 of the 

Charter of the Fundamental Rights of the European Union (European Union 2012) and identified as 

one of the guiding principles of data protection under the GDPR (Article 5 (1) (a)) Therefore, 

understanding what fairness means in the secondary use of health data is crucial to ensure 

compliance with the existing data protection legislation. Moreover, demonstrating that health data 

is processed fairly is a necessary step to ensuring trust, which has been identified to be a “key 

foundation” (Schinas 2023) of the EHDS proposal. Reaching some conclusions on which practices 

are considered to be fair may serve to be useful in guiding future secondary use research with health 

data and also contribute to address the existing ambiguity about what fairness means in this context 

(Slavkovik 2023). 

In the context of the secondary use of health data for research purposes there is currently 

no clear understanding of what fairness is. While empirical studies have attempted to elucidate this 
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concept by exploring the views of individuals, (Kalkman et al. 2022)  there remains unclarity 

regarding the fairness justifications and theoretical framework around it. Generally, the concept of 

fairness appears to be context-dependent and is often perceived differently, as  what may be fair to 

some may not be fair to others (Terzis 2020). Therefore, while it may seem fair to some that 

individuals share their health data for research that will contribute to scientific knowledge 

generally, to others sharing their health data for research may only be fair where it is directly 

beneficial to their wellbeing. Having a better understanding of what is fair in secondary use 

research is therefore crucial to ensure the responsible and acceptable use of health data. In the 

absence of this conceptualization, researchers could fail to gain the trust needed from individuals 

to share their health data for secondary use research. 

It is also necessary at this stage to make an important distinction between fair data sharing, 

conceptually understood, and FAIR data, which is data that follows a number of technical and 

organizational principles. These principles offer practical guidance for optimal data sharing and re-

use, maintaining that data should be easily Findable, Accessible, Interoperable and Reusable, but 

does not include the concept of fairness as such. Against this backdrop and in the context of 

research more generally, the issue of fairness to researchers has been explored. These studies have 

revealed researchers expectations about fairness in data sharing, such as issues related to data 

access costs, recognition for contributions or compensation (Geneviève, Martani, Elger, et al. 2021; 

Geneviève, Martani, Perneger, et al. 2021; Devriendt, Shabani, and Borry 2021; Colledge and Elger 2015). 

These issues are important to protect researchers against unfair practices which limit equal 

opportunities for researchers. Nevertheless, they are conceptually different to what individuals may 

reasonably find to be fair or unfair in secondary use research.   
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Therefore, here we seek to understand what is understood to be fair in the secondary use of 

health data for research purposes.. To achieve this, we performed an up-to-date scoping review of 

the argument-based literature to explore the existing arguments relating to how fairness is 

conceptualized in the secondary use of health data.  The results of this review form the basis for 

further reflections and discussions on the understanding of fairness in the secondary use of health 

data. 

Methods  

The scoping review framework was selected as a suitable approach for our goals in mapping the 

existing research studying conceptions of fairness in the context of secondary use of health data, 

rather than to analyze more specific research questions. Indeed, the guidance in the literature 

suggests the scoping review methodology for the purpose of clarifying “working definitions and 

conceptual boundaries in a topic or a field” (Peters et al. 2015).  Moreover, to conceptualize 

fairness, it was decided that a focus on argument-based literature would be most suitable given that 

it enables a comprehensive overview of the arguments underpinning the conceptualization of 

fairness in this context. 

Data sources  

The databases of PubMed (MEDLINE), Web of Science and Embase were queried for articles. In 

addition, the first 15 pages of Google Scholar (150 records) were explored to complement the 

search. This cut-off was manually chosen due to the number of records identified by Google 

Scholar (>15,000). The following search string was used for the queries: (("secondary use" OR 

“reuse” OR "further processing" OR "data processing" OR "data sharing") AND "health data" 

AND (fair* OR "public interest" OR ethic* OR equit* OR benefi*)) (Box 1). The search was 
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carried out between January and March 2023. No limits on publication dates were used and a 

relevance-based search was conducted. The reference lists of selected articles were consulted to 

retrieve and include additional relevant articles. 

Study selection 

Articles were included in the scoping review if they complied with the following criteria: (1) 

include articles which discuss fairness (or related concepts) in the context of secondary use of 

health data for research purposes; (2) only discuss fairness from individuals’ perspective; (3) are 

argument-based and (4) were published in peer-reviewed journals in English. Articles were 

excluded if they addressed fairness from a researcher, health practitioner or professional 

perspective and when they used empirical methodology. After selection based on title and abstract 

screenings, P.C. independently evaluated the full texts to determine their suitability for inclusion. 

In cases of uncertainty, articles were revisited by P.C. and M.S. and differences in interpretation 

discussed to reach consensus. The PRISMA flowchart details the study selection process (Figure 

1). 

Data extraction and synthesis  

Quotes were extracted from the text and coded, and the extracted codes were discussed and verified 

by P.C. and M.S. Preliminary coding was conducted by P.C and the final codes were determined 

after discussions between both authors. Excel sheets were used to manage the coding. The results 

were analyzed using an inductive approach and thematic analysis (Braun and Clarke 2023), which 

is appropriate for the procedure of a scoping review. (Thomas et al. 2017) The structure of the 

categories was developed independently by both authors and discussed, and subsequently, a single 

thematic structure was developed. 
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Box 1. Key search terms 

(("secondary use" OR “reuse” OR "further processing" OR "data processing" OR "data sharing")  

AND  

"health data"  

AND  

(fair* OR "public interest" OR ethic* OR equit* OR benefi*)) 

 

Asterisks (“*”) are used as a wildcard to allow any given search terms to be truncated or remain the 

same. 

 

Results 

Our scoping review identified 35 argument-based articles that met the inclusion criteria of the study 

(Table 1). The selected articles were analyzed and relevant quotes retrieved. Subsequently, the 

analyses of the extracted quotes led to the development of four main factors that impact the 

understanding of fairness in secondary use research: balance of interests, power asymmetries, 

commercial involvement and benefit sharing. The themes uncover the main building blocks for the 

conception of fairness in the secondary use of health data for research purposes.  

Balance of interests 

The literature reveals an existing tension between appeals to individual interests and public interest 

for the secondary use of health data for research. Thus, while to some authors, appealing to a public 

interest is a fair justification for the reuse of health data (Ballantyne and Schaefer 2020; Johnson, 

Kollnig, and Dewitte 2022), other authors believe that the loss of individual control or autonomy by 

participants is unfair (McCoy, Joffe, and Emanuel 2020; M. J. Taylor and Whitton 2020; Kaplan 2016).  

Public interest 

Those authors who appeal to public interest justifications argue it is fair to override individual 

rights and interests when the secondary use of health data is in the public interest (Ballantyne 2019; 

Townend 2018), especially in countries where individuals are said to benefit from a public healthcare 
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system. Indeed, there are even some authors that appeal to a moral duty to participate in research, 

especially given the minimal risks and high benefits that health data research produces (Ballantyne 

and Schaefer 2020; Jones et al. 2017). Therefore, some see it as fair to impose a duty to participate in 

the secondary use of health data for research purposes. Moreover, given the potential of secondary 

uses of health data to advance scientific knowledge, and therefore ultimately, improve the health 

of society (which is understood to be in the public interest), some authors maintain that it is fair to 

reuse this health data (Hepgul et al. 2019; Shabani 2022). 

 However, others take issue with the fact that while, in theory, public interest 

may be a good measure of the fairness of the secondary use of health data, in practice, it is not a 

well-defined concept (Grewal and Newson 2021; Tangcharoensathien, Boonperm, and Jongudomsuk 

2010). Given that public interest has broad conceptions, this may pose a problem for 

conceptualizing fairness, given that the fairness in secondary use of health data may rest on an 

unspecified public interest. In the context of Covid-19, Ferretti and Vayena describe governments 

interpretation of the public’s goodwill to share health data for the common good “as a free pass to 

reuse these data as they wished”(Ferretti and Vayena 2022). Looking to the example of health data 

that is collected by wearable devices such as step-counters, Meszaros and Ho question how far the 

concept of public interest can be stretched to use these types of health data.22 Moreover, Taylor and 

Whitton argue that “(…) it does not follow that unfettered access to personal data for health 

research purposes is in the public interest. It is not the only common interest at stake.” (M. J. Taylor 

and Whitton 2020) Therefore, there seems to be an agreement even by those who defend the public 

interest as a justification for the secondary use of health data that this justification cannot be 

boundless. Other authors extend this concern also to the use of a public interest justification by 

commercial actors to gain access to health data (Cheung 2020). Nevertheless, some authors defend 
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the use of a broad definition for public interests, claiming that it is in fact this broad understanding 

that makes it particularly agile and apt for considering a wide range of relevant interests, 

particularly “given that progress in science is rarely linear and technology within health is often 

transferable between different patient populations.” (Ballantyne and Schaefer 2021) 

In defending the primacy of public interests over individual interests, some authors suggest 

that refusing to share health data for research purposes is unfair and unsolidarious, particularly in 

countries where a public healthcare system is in place (Ballantyne and Schaefer 2020; Hepgul et al. 

2019; Meszaros and Ho 2019). The argument here is that individuals that benefit from the healthcare 

system should contribute to it by sharing their health data for research. Despite the recognition that 

access to public health services are generally inequitable among different population groups 

(Ballantyne and Schaefer 2020), some maintain that everyone enjoys at least some benefits (M. J. 

Taylor and Whitton 2020; Ballantyne and Schaefer 2018), such as sewerage or sanitation, from these 

services and therefore “(…) it is an overstatement to suggest that many people fail to benefit at all 

from health knowledge, or even benefit very little.” (Ballantyne and Schaefer 2018) Moreover, Taylor 

and Whitton also argue that the fact that we are all vulnerable and our future is uncertain means 

that we cannot confidently assume that secondary use research will never be individually relevant 

to us (M. J. Taylor and Whitton 2020). Understood this way, the authors argue that the secondary use 

of health data for research purposes is in the public interest since the uncertainty of our own health 

and our shared vulnerability means that we may all reap the benefits at some point in time.  

Individual interests 

Concerned with the impact of the secondary use of health data on individual interests, some authors 

claim that the re-use of health data for research purposes is unfair if patients lose the sense of 

control or autonomy over their health data. Indeed, having the ability to exercise some control over 
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individuals’ own data is seen as an important element in determining how fair a health data 

‘exchange’ is. Control over health data can take many forms, from making decisions about how 

the data will be reused, to having the ability to provide consent (and withdraw it) or to limiting 

access to certain actors. So, for instance, having the ability to opt-out at any point from research, 

even when this is in the public interest, is seen as key to ensuring that this research is fair individuals 

(Hepgul et al. 2019). Therefore, the inclusion of an opt-out may strike a good balance between the 

need for individuals to retain control over their health data and the public interest in having access 

to large amounts of patient health data. However, Meszaros and Ho underline that “(I)f citizens are 

empowered to exercise control over their data, it is crucial to clarify the limits of their decisions 

(…)” (Meszaros and Ho 2019). 

To some, this loss of control is seen as insignificant, since in comparison to other types of 

research, health data research does not involve an invasion of a person’s bodily integrity and 

therefore “(…) does not directly affect any individual’s personal experiences or life course (…)” 

(Ballantyne and Schaefer 2020). In fact, any loss of control or of individual rights over health data in 

the case of secondary use of health data for research purposes is sometimes even regarded as a fair 

“trade-off” (M. J. Taylor and Whitton 2020; Cheung 2020). However, others believe this trade-off is a 

“(…) fallacy (…) used by institutions to legitimate widespread collection of personal data.” and is 

unfair because most of the times individuals are not fully made aware of the consequences of giving 

up their data (Cheung 2020). Moreover, it is argued that conceiving the secondary use of health data 

for research as a trade-off is unfair as it gives the impression that that individuals are 

instrumentalized or used as a means to an end (M. J. Taylor and Whitton 2020). All in all, the 

widespread agreement in the literature is that researchers must make clear what the reasons or 

rationales for a particular trade-off are and avoid making the assumption that it will be acceptable 
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to all the individuals (Shabani 2022; Tangcharoensathien, Boonperm, and Jongudomsuk 2010; Meszaros 

and Ho 2019; Cassel and Bindman 2019). 

Overall, the results show that there is a feeling of irreconcilability between those who view 

a fair secondary use of their health data as dependent on the level of individual control they have 

and those who view it as dependent on its potential to benefit society. Reflecting on this issue, 

Townend claims that “(…) there is an underlying difficulty in appealing to simple solidarity to 

many who embrace more individualistic autonomy” (Townend 2018). 

Power asymmetries 

The existing power imbalances or power asymmetries between individuals (data subjects) and 

those processing the data (data controllers) are also identified as a barrier for ensuring the fair 

secondary use of health data (Ploug and Holm 2017; Prainsack et al. 2022; Sharon 2018). While in 

traditional or standard research it is usually clear to tell who is using the data and for what purposes, 

in the secondary use of health data for research, individuals may not even be aware of their data 

being used (Cassel and Bindman 2019; Kaplan 2016), making it difficult to identify who is processing 

their health data in the first place.  

While, as discussed above, some authors suggest that giving individuals certain levels of 

individual control over their health data is sufficient to remedy these concerns, Prainsack et al. 

maintain that “(…)strengthening the control that individuals have over their data are not enough” 

(Prainsack et al. 2022) since the power asymmetries that exist between data subjects and data 

processors are too significant. In the same line, Shabani argues that individuals have limited “(…) 

negotiating power when it comes to how their data are to be shared, under what conditions, and 

how the final outcomes of the data use are to be distributed.” (Shabani 2022) On that account, many 
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contend that the involvement of large commercial actors, such as Big Tech, in secondary use 

research is unfair given their huge influential power (Ferretti and Vayena 2022; Cheung 2020; Marelli, 

Testa, and Van Hoyweghen 2021). 

The existence of these power imbalances has been argued by some to have potential 

repercussions on individuals’ trust in research. Ballantyne and Schaefer contend that a decrease in 

trust may lead some individuals “(…) to withdraw from health services which are contributing to 

data, or be less willing to participate in voluntary studies (…)” (Ballantyne and Schaefer 2018).  

Commercial involvement 

The involvement of commercial interests in the secondary use of health data for research is 

repeatedly identified as a main concern for fairness towards individuals. While some authors 

consider it to be unfair because commercial involvement shifts the focus from improving healthcare 

to achieving financial profits, others argue that limiting commercial or private contributions to 

scientific research may pose a significant limitation for the secondary use of health data for 

research.  

Financial interests and profit 

It is generally regarded to be unfair when private or commercial entities receive large profits from 

health data research. Some authors argue that when profits are involved, there is a risk that 

“(I)ndividuals might rightfully feel taken advantage of if they suspect that their health information 

is being monetized, without their consent (…)” (Cassel and Bindman 2019). In fact, when individuals 

are particularly vulnerable, the practice may even be deemed exploitative (McCoy, Joffe, and 

Emanuel 2020). Given that the most useful health data for research will be that of sick patients who 

have the most complete and extensive electronic health records (Johnson, Kollnig, and Dewitte 2022), 
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Ferretti and Vayena warn that the risk that the private sector will be “(…) exploiting sick people 

for corporate profit must be considered carefully” (Ferretti and Vayena 2022). 

However, other authors maintain that private entities that conduct research on patient data 

“ (…) are entitled to earn fair profits from their investments” (McCoy, Joffe, and Emanuel 2020). 

Therefore, some see it as unfair to place a large financial burden on private companies, especially 

since this may disincentivize them to develop products and treatments that are potentially beneficial 

to the general public (McCoy, Joffe, and Emanuel 2020). Moreover, the involvement of private actors, 

that is non-public bodies, is also considered to be key to innovating the healthcare sector and 

therefore in the public interest  (Ballantyne and Schaefer 2018; Sharon 2018). Indeed, some authors 

recognize that the involvement of these private actors may be necessary to reach the expected 

benefits of the secondary use of health data and that we should therefore accept some risks 

associated to their involvement, like potential misuses of data, for the sake of the potential benefits 

they may bring (Sharon 2018; Seastedt et al. 2022). 

Furthermore, Ballantyne and Schaefer argue that the fact that private actors may receive 

large financial profits is not a concern since the so-called “economic trickle-down effect to the 

public health sphere” (Müller 2022) will apply, meaning that expensive medical products or 

treatments available only to the wealthy, will trickle down to other social classes. Yet, the lack of 

evidence for this, especially in the healthcare sector, leads other authors to believe that the 

accessibility of the products resulting from the secondary use of health data is a central issue that 

needs addressing (Tangcharoensathien, Boonperm, and Jongudomsuk 2010; Ramsay 2022). 

Nevertheless, some authors argue that obliging commercial companies to return financial 

benefits to communities may do more harm than good and that it is unfair to impose this type of 

financial obligation on them (McCoy, Joffe, and Emanuel 2020). These financial pressures may push 
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companies to withdraw from health research due to its high costs, hindering future innovation in 

healthcare. Sharon argues that it is in fact this entrepreneurial drive that can be a real asset in 

secondary use research, arguing that “these companies have the technological expertise required to 

achieve scientific breakthroughs” (Sharon 2018). Furthermore, some authors argue it may be unfair 

to demand that all secondary research guarantees benefit-sharing since “(…) specific research goals 

are not (and cannot) always be established (…)” (Ganguli-Mitra 2012) a priori. Since secondary use 

research is so unpredictable, anticipating the benefits that may result and how to distribute these 

equitably may prove to be very difficult, if not impossible. Yet, others argue that precisely given 

this uncertainty about benefits to patients, “data-sharing agreements should take proactive 

measures to ensure that the financial benefits of data sharing are fairly distributed” (McCoy, Joffe, 

and Emanuel 2020). 

Intellectual property and access limitations 

The issue of intellectual property rights poses a particular challenge to fairness with regards to 

commercial involvement in secondary use health data research. Placing intellectual property rights 

or other mechanisms such as paywalls is understood to be unfair because it “(…) can shift benefits 

into private spheres (…)” (Müller 2022). To illustrate the actual risk to accessibility that the 

involvement of private actors in health research may pose, Cheung makes reference to DeepMind’s 

(subsequently Google) collaboration with London’s Moorfield Eye hospital (Cheung 2020).  In this 

partnership, the hospital transferred identifiable patient records to DeepMind for the development 

of an AI on eye scans to detect early symptoms of sight loss. Critically, the AI was made available 

to use by the hospital for the first five years but the future costs associated to the use of the product 

were not detailed. Therefore, any restrictions placed on the access of products resulting from the 
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secondary use of health data are considered to be unfair since it may further existing inequities in 

healthcare, making those most vulnerable worse-off (Golinelli et al. 2018). 

Influence on research agenda 

Some argue that it would be unfair to involve private actors in the secondary use of health data 

since there is a risk that they will monopolize research and set their own research agendas, which 

may not be aligned with the interests of individuals (Cheung 2020). Talking about Big Tech 

platforms, Marelli et al. argue that “they are increasingly poised to become obligatory passage 

points in the digitized biomedical landscape of the coming decades” (Marelli, Testa, and Van 

Hoyweghen 2021). Indeed, as put forward by Cheung, Apple’s ResarchKit Tool, which constrains 

researchers to use Apple devices to conduct their research, is an example of the risk of 

monopolization of the research market by Big Tech companies (Cheung 2020). This not only limits 

competition in the research sector, but creates further health disparities since “only a specific socio-

economic demographic—owners of iPhones—can participate in ResearchKit studies” (Sharon 

2018). Thus, to these authors it seems unfair to allow those most powerful to dictate how research 

is conducted, in part because of their track-record of “(…) contributing to new patterns of global 

inequalities (…)” (Cheung 2020) and because of their potential to constrain the ways in which 

research can be conducted.  

Furthermore, private actors are more likely to have “vested interests” (Bull, Roberts, and 

Parker 2015) and may therefore push for specific research agendas based on these. If secondary use 

research does “undermine patients’ interests” (Johnson, Kollnig, and Dewitte 2022) by increasing a 

companies’ profits for example, it may be unfair to allow private actors to conduct health data 

research. Nevertheless, these conflicts of interest may also present themselves in the public sector, 

such as in the case of the Danish circumcision registry where Ploug and Holm argue that “(T)here 



17 
 

may be a perceived conflict of interest between the perceived opposition to circumcision and the 

ability to independently and objectively evaluate and interpret evidence about its safety (…)” (Ploug 

and Holm 2017).  

Despite acknowledging the reality that commercial actors often “mobilize the language of 

public good, altruism and solidarity” to exploit patients, Sharon argues that “’doing good’ is 

becoming an inalienable—not an additional—dimension of corporate activity” (Sharon 2018). 

Therefore, secondary use research may in fact be more than purely a financial venture for some 

commercial actors and may also involve good intentions. From this perspective, it may seem unfair 

to exclude private actors on a purely reputational basis. Moreover, Marelli et al. also contend that 

it is increasingly becoming “(…) difficult to neatly discriminate between undertakings that 

primarily pursue collective knowledge and wellbeing as opposed to private interests (…).” (Marelli, 

Testa, and Van Hoyweghen 2021)  

Benefit sharing 

Many argue that benefits in secondary use research should not come as an after-thought. Ramsay 

argues that we have a “(…) duty to the communities and research participants, as custodians of 

their data, to remain mindful of the need to carefully consider the nature of potential benefit.” 

(Ramsay 2022) It is generally agreed that a pre-condition to achieving health equity is that there is 

“a fair distribution of health outcomes in societies.” (Ballantyne 2019) Therefore, benefit sharing is 

seen as a step further to the balancing of risks and benefits, focusing on the equitable distribution 

of these (Murtagh et al. 2021).  

Taxation and distribution of financial profits 
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Taxation has been suggested to be a way to implement benefit-sharing, especially when private 

actors are involved. In fact, Prainsack et al. point to the European Commission’s proposal to 

introduce corporate taxation in the digital economy and argue that it could “(…) help to reduce 

inequities between countries where digital businesses operate and where they pay taxes.” (Prainsack 

et al. 2022) This tax should only be imposed on health data generated in the public domain and 

should therefore be redistributed for “public needs in the health sector” (Sharon 2018). Moreover, 

Prainsack et al. argue that “(W)here commercial profits accrue from data use, some of these profits 

need to come back to the people and communities that enabled them in the first place.” (Prainsack 

et al. 2022) Similarly, Johnson et al. claim that “(I)f commercial actors may benefit from access to 

health data, there ought to be similar benefits for patients, research participants and their 

communities, in exchange (…)” (Johnson, Kollnig, and Dewitte 2022). Therefore, the return of profits 

from research undertaken by commercial actors to the communities is seen as important in 

achieving fairness in the secondary use of health data. Indeed, Ganguli-Mitra argues that in contrast 

to the traditional medical research model in which the presumption of therapeutic benefits was 

sufficient justification, in the case of secondary use research, the advent of financial profits requires 

researchers to rethink how and if they should be distributed with the data subjects (Ganguli-Mitra 

2012). Marelli et al. also make a similar analogy, claiming that benefit sharing must go beyond the 

“post-study obligations of clinical studies” and instead focus on avoiding the “depletion of public 

assets and technological know-hows, especially when publicly-collected data is transferred to 

powerful entities such as Big Tech platforms.” (Marelli, Testa, and Van Hoyweghen 2021) Therefore, 

benefit sharing in the secondary use of health data for research involves a radical shift into how 

benefits are distributed with patients. 
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Fontana et al. argue that where public data can deliver direct financial value, it is the 

responsibility of the public sector to recognize this value and return this to the taxpayer, claiming 

that a failure to do so will likely lead a negative public reaction and diminished trust in the 

competence of public healthcare administration (Fontana et al. 2020). Thus, some argue that if the 

profits from the sale of health data are reinvested into the public healthcare system, whose “(…) 

economic sustainability (…) represents a concrete and current challenge for governments (…)” 

(Golinelli et al. 2018), it would be fair to permit it, given that it would serve the public interest 

(Johnson, Kollnig, and Dewitte 2022). Nevertheless, even where this is the case, Johnson et al. 

maintain that the “(…)the primary beneficiaries ought to be the patient communities” (Johnson, 

Kollnig, and Dewitte 2022). Therefore, it is seen as fair for the public health sector to seek to gain 

financial value in individuals’ health data, so long as this is reinvested to improve existing health 

services. However, Fontana et al. also recognize that some public healthcare systems, such as the 

National Health Service (NHS) in the UK, do “(…)not currently have the resources and skills to 

capture the value of its data” (Fontana et al. 2020) and may therefore need to seek out help from the 

private sector to achieve these goals.  

Data commons 

Data commons are also put forward by some authors as a way to achieve fairer outcomes in 

secondary use research and equitable distribution of these among communities (Prainsack et al. 2022; 

Sharon 2018; Kaplan 2016). Sharon defines data commons as “(…) self-governing communities and 

cooperatives (…) whereby collective decision-making, reciprocity and shared benefit are 

foregrounded, and the social value of health data is prioritized over its economic value.” (Sharon 

2018) This type of “solidarity-based governance”, as described by Prainsack et al., is considered to 

make sure that benefits and burdens are experienced equitably by all data subjects involved 
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(Prainsack et al. 2022). The engagement of communities in the decision-making related to their health 

data use is considered to render the secondary use of health data fairer and, as a result, more 

trustworthy (McCoy, Joffe, and Emanuel 2020; Murtagh et al. 2021). Nevertheless, some authors 

question whether it is reasonably “(…)fair to expect this level of engagement on the part of citizens 

(…)” (Sharon 2018).  

Affordable access to benefits 

The affordable access to the benefits from secondary use research is identified as another key 

component to ensure fairness.. Gross et al. argue that the availability of therapeutic devices and 

procedures developed by government-funded research is, in effect, already mandated by the 

Belmont Report which demands that “these [do] not provide advantages only to those who can 

afford them” (Gross et al. 2022). In the context of Low- and Middle-Income Countries (LMICs) this 

has been repeatedly recognized as a problem, revealing the unfair research practices individuals 

experience. Tangcharoensathien et al. recall how the “(…) sharing of avian flu virus specimens by 

developing countries through the World Health Organization resulted in the production of avian 

influenza vaccines at a price of US$ 10–20 per dose.”, (Tangcharoensathien, Boonperm, and 

Jongudomsuk 2010) a price tag that made it  entirely unaffordable in low-income countries. Speaking 

from the African perspective, Ramsay also argues that “(W)e cannot accept a status quo that limits 

access to novel applied technologies (…) only to those who can afford it” (Ramsay 2022). Knowing 

“the historical pattern” (Gross et al. 2022) in which health research has typically failed to provide 

affordable access to therapies and treatments, it seems unfair to ask patients to trust that the 

secondary use of their health data will result in tangible benefits to them. It is argued therefore that 

the secondary use of health data must be “ (…) subjected to the burden of proof.” (Correia, Rego, 

and Nunes 2021) if they claim to be beneficial to data subjects. Similarly, benefits need to be tangible 
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and visible to communities because “(I)t is important to have evidence of the benefits that 

populations receive directly as a result of sharing, beyond publications by secondary users.” 

(Tangcharoensathien, Boonperm, and Jongudomsuk 2010) 

A suggestion proposed by Marelli et al. to address these issues of accessibility and “fairly 

balance the distinct values and interests at stake in health research.” (Marelli, Testa, and Van 

Hoyweghen 2021) is to offer those products which are developed by processing publicly held data 

free-of-cost. Although, Sabatello et al. acknowledge that setting these types of conditions for the 

secondary use of health data may add complexity, they also argue that it “facilitates changes 

towards socially responsible perceptions of the public good” (Sabatello et al. 2022). Protecting 

outcomes of secondary use research from paywalls and intellectual property rights is therefore seen 

as crucial to securing a fair secondary use of health data.. In the special context of LMICs, authors 

demand greater accessibility to benefits for “those most affected by poverty, poor health, and low 

access to resources.” (Ramsay 2022) 

Capacity building 

Some authors, especially those concerned with the fairness of secondary use of health data in 

LMICs, argue that ensuring capacity building is a key requirement to ensure that the secondary use 

of health data is sufficiently fair in those countries (Tangcharoensathien, Boonperm, and Jongudomsuk 

2010; Ramsay 2022; Bull, Roberts, and Parker 2015; Ganguli-Mitra 2012). Tangcharoensathien et al. 

present an example of capacity building in Thailand, claiming that “the National Statistical Office 

grants approval to international secondary users to access nationally representative household data 

sets, on the condition that they develop partnerships with local scientists.” (Tangcharoensathien, 

Boonperm, and Jongudomsuk 2010) Similarly, Bull et al. argue that the “(P)rinciples of fairness and 

reciprocity also suggest that resources be made available to enable researchers in low- and middle-
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income settings to undertake secondary analysis of data sets that have the potential to address their 

research priorities.” (Bull, Roberts, and Parker 2015) 

Individual level benefits  

Cassel and Bindman suggest that financial benefits could be distributed with individuals by way of 

a license “that results in royalty payments every time their data are included in a research study” 

or by offering an equity distribution for products that result (Cassel and Bindman 2019). However, 

some authors express concerns regarding the direct payment to data subjects for their health data, 

claiming it may be exploitative (Ganguli-Mitra 2012). This risk may be particularly pronounced in 

LMICs therefore demanding that benefit sharing frameworks pay particular attention to the context 

in which they are established (Ganguli-Mitra 2012). Others also claim that “(S)haring financial 

benefits of data sharing with communities rather than individuals may be a more effective approach 

to ensure a fair distribution of benefits.”(McCoy, Joffe, and Emanuel 2020) since health data is only 

valuable when it is aggregated.  

Furthermore, and especially where individuals are concerned with the individual benefits 

that they may expect from participation in secondary use research, the timeliness of therapeutic 

benefits may be crucial in determining whether this is fair to them or not. In the case of secondary 

use research with certain patient groups, for example, individuals may expect to receive improved 

care and treatment for their illness as a result of their participation. Indeed, where results are timely 

and actionable, some authors argue that it is fair to guarantee the return of results to individuals 

(Ganguli-Mitra 2012; Francis and Francis 2017). Not doing so, Gross et al. argue, would “appear to 

trump the fiduciary duty to benefit an individual with the products of their own care” (Gross et al. 

2022). 
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Discussion 

In this paper, we set out to explore the conceptualizations of fairness in the secondary use of health 

data for research purposes. The analysis of the articles included in our review revealed four main 

factors that impact the understanding of fairness in secondary use research: balance of interests, 

power asymmetries, commercial involvement and benefit sharing. Notably, our review highlights 

that there is a need to find an appropriate balance between individual interests and public interests 

in secondary use of health data; that the perceived asymmetry of information that exists between 

data users and data subjects in health data reuse should be addressed; that the involvement of 

commercial entities raises concerns regarding financial profits, their return and influences on 

research agenda setting; and finally, that it is important that accrued benefits, be they financial or 

non-financial, are appropriately shared with the individuals.  

Our findings highlighted the importance of striking a balance between public and 

individuals’ interest in secondary uses of health data. Although public and private interests are 

often put in contrast against each other in the literature, one may argue that this is misleading as 

there are many interests involved which may be shared by both the public and individuals (Sharon 

2018; Prainsack et al. 2022; Prainsack 2018). Indeed, the Covid-19 pandemic was one example 

manifesting our shared interest in health protection in the context of a public health emergency. 

Moreover, not all agree that public interest in secondary uses of health data for research purposes 

would justify removal of all control on data by the individuals (Meszaros and Ho 2019; Cheung 2020; 

M. J. Taylor and Whitton 2020). Our review has shown that there is a lack of consensus regarding 

how to maintain this control in practice in the secondary use of health data, and questions remain 

on the extent to which the protection of individual interests can be secured through individual 

control mechanisms such as consent (Erikainen et al. 2021). 
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Looking to find a compromise, the suggestion to use an opt-out mechanism has been put 

forward in the literature and is even included in the European Parliaments’ proposed amendments 

to the EHDS proposal of May 2022 (“Committee on the Environment, Public Health and Food Safety 

and Committee on Civil Liberties, Justice and Home Affairs. Draft Report on the Proposal for a Regulation 

of the European Parliament and of the Council on the European Health Data Space.,” n.d.). Opt-outs for 

the secondary use of health data for research are already in place in some countries such as England 

and Finland (NHS England 2023; Findata 2022), as part of national initiatives to facilitate the 

secondary use of health data. Another emerging concept, which is argued to enhance individual’s 

control over their health data (Shabani and Yilmaz 2022), is data altruism consent.  The concept, 

introduced in the Data Governance Act, (Regulation (EU) 2022/868 of the European Parliament and of 

the Council of 30 May 2022 on European Data Governance and Amending Regulation (EU) 2018/1724 

(Data Governance Act) (Text with EEA Relevance) 2022) allows the voluntary sharing of data based on 

consent for uses in the public interest, such as for research purposes. In this way, individuals have 

the ability to choose to make their data available to trusted, not-for-profit organizations for the 

benefit of society. Data altruism consent allows individuals to give consent to the processing of 

personal data by data altruism organizations, which will be registered and recognized in the EU, 

for the objectives of general interest. Nevertheless, many remain skeptical of the value of the use 

of such consent models in this context, arguing that informed consent as it has been foreseen by 

data protection regulations requires more granularity and specificity (TEHDAS (Joint Action Towards 

the European Health Data Space) 2023a). 

Additionally, our review revealed that when appeals to the public interest are made, it is 

important that what is in the public interest is well defined a priori. This lack of clarity regarding 

the public interest has been previously highlighted to be an issue in both the US in The Health 

Insurance Portability and Accountability Act of 1996 (HIPAA)(Kaplan 2016) and in the EU, in the 
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GDPR, where “ (…) public interest is mentioned 70 times, yet on none of these occasions is the 

concept fully explained.” (Slokenberga 2020) Aware of the ambiguity of the term, the advised 

approach in Australia’s Data Availability and Transparency Act 2022 has been that a public interest 

assessment “should be made on a project-by-project basis, weighing the range of factors for and 

against sharing” (Commonwealth Parliament; Parliament House Canberra n.d.). Moreover, the Joint 

Action Towards a European Health Data Space (TEHDAS) reported that citizens’ values should 

inform what constitutes the common good (TEHDAS (Joint Action Towards the European Health Data 

Space) 2023b). Public interest cannot be used as a catch-all term to allow all secondary use research 

and “(…) a social license for data-intensive health research cannot simply be presumed.” (Kalkman 

et al. 2022) In light of the upcoming EHDS, where public interest is identified as one of the purposes 

for which electronic health data can be processed for secondary use (Article 34), it seems that future 

health data access bodies should strive to have a common and shared definition of what types of 

secondary use research are in the public interest. Although the discussion is ongoing, previous 

attempts to determine what is in the public interest, such as the framework developed in the UK by 

Involve, The Carnegie UK Trust’s and Understanding Patient Data for evaluating public benefit 

(Involve, Carnegie UK Trust, and Understanding Patient Data 2018), can help to inform regulators and 

policy makers. The framework, established through a series of workshops with the public, identifies 

five criteria to determine the public benefit of a particular data sharing activity, including that data 

sharing benefits individuals’ wellbeing, provides benefits for wider society, respects individuals 

and their privacy, represents an effective use of public resources and produces tangible benefits. 

Being explicit about the reasons why secondary use research is in the public interest is therefore 

key to ensuring it is fair. 



26 
 

Power asymmetries were also found to pose a significant obstacle for the fair secondary use 

of health data for research. Where individuals are not aware of their data being used for secondary 

purposes and where the data users are not clearly identified, this is argued to be unfair.. Individuals 

who are not adequately informed about the use of their data are more vulnerable and more 

susceptible to power imbalances (Malgieri and Niklas 2020). This asymmetry of information between 

individuals and data controllers has been previously highlighted (Chen, Dove, and Bhakuni 2022) and 

seems to be at odds with the right to information and the principle of transparency as they are 

mandated in the GDPR  (Article 13 and Article 5 (1) (a)). Elsewhere in the literature, some even 

argue that the EHDS, as per the 2022 draft proposal,  is creating new information asymmetries for 

individuals, due to the fact that there are no obligations on health data access bodies to inform 

natural persons concerning the use of their health data (Terzis 2022). Indeed, the EDPB-EDPS Joint 

Opinion on the EHDS Proposal note that the proposal restricts the right to information under the 

GDPR (European Data Protection Board (EDPB) and European Data Protection Supervisor (EDPS) 2022). 

To remedy this, many point to the importance of engaging individuals in research by providing 

clear and transparent communication about health data use (L. Taylor 2017; Vayena et al. 2018), 

ensuring individuals are adequately informed about their rights (Williams and Fahy 2019) or by 

giving individuals the ability to make decisions about their data use (Baker, Kaye, and Terry 2016).  

Involving individuals in the governance of secondary use research, by sitting in data access bodies 

or boards or participating in citizen-run health data collectives and cooperatives can also reduce 

power asymmetries and therefore ensure a fairer secondary use of health data (Blasimme, Vayena, 

and Hafen 2018). Furthermore, as discussed above, an opt-out may give individuals control over 

their health data and help to tackle these power asymmetries. However, to ensure the right to 

information and to protect individuals from power imbalances, it is important to notify individuals 

about their right to opt-out well in advance and share clear information about its limitations and 
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conditions for individuals to be able to make an adequately informed decision (Kuntsman, Miyake, 

and Martin 2019). 

In close relation to the issue of power asymmetries, commercial involvement is another 

aspect that has an impact on the discussion about fairness. Notably, where large financial profits 

are accrued from secondary use research without any return to society, this is seen to be unfair.. 

Indeed, empirical research with individuals shows that commercial involvement is generally 

unwelcomed in secondary use research (Richter et al. 2021; The Wellcome Trust. 2017; Haddow et al. 

2007). Nevertheless, these findings need to be reconciled with the reality that cooperation between 

public research institutions and commercial companies is commonplace and differentiating public 

from private interest is oftentimes difficult. (Marelli, Testa, and Van Hoyweghen 2021) Indeed, the 

European Commission’s European Data Strategy recognizes the need to allow data access to 

commercial companies in order to achieve its goal of making “(…) the EU a leader in a data-driven 

society.” (European Commission. 2019) Moreover, some qualitative studies reveal that individuals 

are more accepting of commercial involvement when they are involved in a deliberative process 

and receive transparent information about the uses of their health data by commercial actors (Tully 

et al. 2019; Street et al. 2021). However, it is important to understand what features about commercial 

involvement are unfair and look to address these elements. Our findings revealed that commercial 

involvement may be fair where certain conditions are met, such as benefit sharing (see below). 

Therefore, to guarantee research is fair, policy makers should ensure that large financial profits 

resulting from research are returned to individuals and society. This not only ensures that research 

is fair but it also helps to build and maintain trust in research (Williams and Fahy 2019; Waind 2020). 

Moreover, through the use of appropriate governance mechanisms, it is possible to limit the 

influence of large commercial actors on research agendas. Accountability measures, such as 
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imposing sanctions when data is misused, are also identified to be necessary to keep commercial 

actors in check (McMahon, Buyx, and Prainsack 2020). Therefore, in order to guarantee fairness in 

the secondary use of health data for research, it is important to develop concrete terms and 

conditions of use for commercial actors. 

In particular, when commercial actors are involved in secondary use research, distributing 

the benefits of research equitably with individuals, or benefit sharing, is a crucial element in 

ensuring it is fair.. In the last twenty years, benefit sharing has become an essential element for 

research ethics (Dauda and Dierickx 2013) and has been recognized to enhance fairness (Munung and 

de Vries 2020). Indeed, as Ravinetto et al. argue, benefit sharing is stipulated in the Declaration of 

Helsinki claiming that “(…)if medical research is done within a vulnerable group, this group should 

stand to benefit from the knowledge, practices, or interventions resulting from the research.” 

(Ravinetto et al. 2014) However, since some argue that the physical risks to individuals are rather 

insignificant in secondary use research compared to other types of research (Porsdam Mann, 

Savulescu, and Sahakian 2016), the importance of benefit sharing in this context has been disregarded. 

Nevertheless, our review shows that benefit sharing cannot be neglected in secondary use research. 

Not only does benefit sharing meet individuals’ self-reported expectations about the use of their 

health data (Aitken et al. 2018; TEHDAS (Joint Action Towards the European Health Data Space) 2022b), 

but it ensures that the research is fair to them. The application of benefit sharing measures such as 

taxation (where profits are made from research), securing affordable access to the results from 

research, redistributing economic benefits with individuals and communities or ensuring capacity 

building are crucial in guaranteeing a fair secondary use of individuals’ health data. Elsewhere, 

others have also noted the importance of making the results of research available to the general 

public (Ravinetto and Singh 2022; Winkler et al. 2023), something which is already required in the 
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EHDS proposal (Article 46). Moreover, qualitative studies with individuals and patients suggest 

that health data sharing is valued to be fair where it can to lead to faster development of therapies 

and improved treatment options for them (O’Brien et al. 2019; Lounsbury et al. 2021). 

Limitations 

A total of 35 peer-reviewed articles in English qualified for inclusion and were further assessed. It 

might therefore be possible that studies in other languages and relevant grey literature have been 

overlooked. Similarly, it is important that the included articles mostly consider secondary uses of 

health data from a Western perspective and therefore the results may not reflect broader, global 

views on the topic, resulting in a ‘Westernized’ conception of fairness.  Moreover, the exclusion 

of empirical-based literature from the review may have overlooked other factors that impact 

fairness not discussed in the argument-based literature. 

Conclusion  

The secondary use of health data for scientific research is set to escalate within the European Union 

with the proposed EHDS. Given this, it is important that policy-makers adequately address 

emerging concerns, including concerns about fairness..  Based on the literature reviewed, balance 

of interests, power asymmetries, commercial involvement and benefit sharing are factors that 

impact fairness.. The first draft of the EHDS proposal seems to fail to address some of these issues, 

especially since citizens are afforded very limited decision-making power to decide how their 

health data is used. As we have demonstrated in this study, fairness demands a greater involvement 

of individuals in the secondary use of their health data. Policy makers should look to reconcile this 

call for greater individual control with the public interests involved in the EHDS. Moreover, a fair 

secondary use of health data needs to demonstrate a return of benefits for individuals so that no 
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one is left behind. Future research should look for ways to practically implement and operationalize 

fairness in the secondary use of health data for research purposes.  
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