Predicting teens’ privacy management and attitude towards data protection

on social media

Abstract

This study contributes to ongoing debates on the protection of teens’ privacy on social media. While
ample research is focused on teens’ privacy management, less is known about their attitude towards
data protection. Drawing from cross-sectional survey data (N = 1113), this study examines whether
predictors of privacy management, namely privacy literacy, privacy concern and perceptions of data
control also predict teens’ attitude towards data protection. Structural equation modeling indicates
that all three factors positively predict this facet of privacy. No significant differences were found in
the strength of predictors for boys versus girls for privacy management, although the findings do

suggest some gender differences for attitude towards data protection that call for further research.
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Predicting teens’ privacy management and attitude towards data protection on social media

In May 2018 the General Data Protection Regulation (GDPR) entered into force in Europe. The GDPR
aims to increase awareness and transparency about the ways data are collected and used in social
media and other data-driven platforms and technologies, thereby enhancing individual control over
personal data.! The GPDR has proven to be impactful for organizations handling personal data, but
much remains to be seen about how it impacts individuals, especially young persons. One aspect in
which such individual impact might be observed, is in the attitude one develops towards data
protection.

Research on how people value institutional or governmental data protection is limited and
mostly focused on adults. According to the Eurobarometer survey, 67% of the Europeans above the
age of 16 have heard of the GDPR, and 71% of them have heard about their national data protection
authority.? Bauer et al. hypothesized that the implementation of the GDPR in Europe would increase
individuals’ trust in data collectors.® Based on a panel survey and survey experiment among adults in
Germany, however, no evidence was found to support this hypothesis. Strycharz et al. investigated
individual knowledge and perceptions of the adult population toward the GDPR in The Netherlands.*
While general awareness and knowledge about the data legislation was found, participants also
showed reactance against the GDPR, and were doubtful about its effectiveness. Similarly, a survey
report carried out by Deloitte in 8 European countries revealed that 58% of their adult respondents
found the GDPR to have only limited or no effect on the ways organizations handle personal
information.®

The findings in the literature on adults thus suggest limited awareness and knowledge of data
protection. Research on young people is mostly missing. Teens specifically, are portrayed as vulnerable
for online privacy risks, as they are considered as reckless and unconcerned with regard to their privacy
management behavior.® Empirical research, however, presents a more nuanced image, showing that
teens do care about privacy.” While teenagers’ privacy management has been extensively studied?®,

however, little is known about their attitude towards data protection in the context of social media.



This is unfortunate, as the dominant focus on teens’ (lacking) privacy management might forego the
possibility that teens perhaps most of all want their privacy to be protected by the companies handling
their data. It is also relevant to know whether factors commonly known to predict teenagers’ privacy
management also predict their attitude towards data protection, as this knowledge may support the
implementation and reinforcement of regulations such as the GPDR, in turn benefitting teens’ privacy
and thereby our future society.

Drawing from the findings of a large-scale survey study (N = 1113), we examine and compare

the predictors of teens’ privacy management and attitudes towards data protection, including privacy
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literacy”™ and privacy concern.
Theoretical Background and Hypotheses

Explaining privacy management and attitude towards data protection

The individual management of personal information and access control on social media platforms are

important components of privacy. Several authors have argued, however, that we should be careful to

not equate these behaviors with privacy altogether, as privacy is as much a matter of what society

deems appropriate to protect.’**1> Nonetheless, a control-rhetoric is especially present when

discussing teens’ social media practices. On the topic De Wolf & Joye argued how “Privacy is seen as a

matter of individual control, and young people are viewed as unconcerned. When arguing that young

people do not care about privacy because they lack control over their personal information, it is also

assumed that privacy equals control and vice versa.”®

We find it striking that in these discussions the
role of institutional data protection is often not addressed. As this aspect may be crucial, it is important

to also investigate how young people think and feel about it.

While privacy management, or personal privacy management’, encompasses how individuals
managing their data and privacy, attitude towards data protection investigates how people value the
institutional protection of their personal data. A fundamental difference between the concepts is that

privacy management emphasizes individual responsibility, for instance by using privacy controls



provided by service providers, while attitude towards data protection investigates how people value a
regulatory framework that protects their privacy and/or facilitates their privacy management (e.g.

one’s right to object to receiving direct marketing or the right to control personal data if it is wrong).

To understand teens’ attitude towards data protection and its predictors, we build on the
premises of the privacy calculus model*® and the protection motivation theory (PMT)Y — because it is

not always straightforward for end-users to calculate risks and benefits. 1

The privacy calculus model argues that people balance how much they disclose about
themselves based on a cost-benefit trade-off. People share more information when the benefits (e.g.,
free access to a platform) outweigh the costs (e.g., privacy concerns). An important premise of the
privacy calculus model is that people are rational beings who can calculate risks and benefits to achieve
their desired degree of privacy. Similar to privacy management, data protection can be seen as an
outcome that teenagers, and people in general, desire as rational agents. Both contribute to the

greater good of safeguarding one’s privacy.

Because it is not always straightforward for end-users to calculate risks and benefits, however,
the PMT underlines the importance of investigating predispositions that might explain interindividual
differences, including both coping and threat appraisals.}’>% Coping appraisal, or the cognitive
evaluation of one’s capacity to execute the necessary responses (=self-efficacy) as well as the
effectiveness of these responses (=response efficacy), are especially relevant in this regard. Privacy
literacy is defined “as a combination of factual or declarative (‘knowing that’) and procedural (‘knowing
how’) knowledge about online privacy.”® Perceived behavioral control or perceived controllability
refers to “whether people believe that they have volitional control over performances of behavior”.?
Privacy researchers have used this concept as a starting point to investigate perceived data control, %23

or the extent to which people believe that they have meaningful control over personal data. Following

PMT, we treat privacy literacy as a component of self-efficacy and perceived data control as an



important component of response efficacy that may influence privacy management and attitude

towards data protection.

In addition to a coping appraisal the PMT also delineates threat appraisals that are likely to
influence attitudes towards behavior.? These are more focused on how individuals deal with threats
and risks. Privacy concern, or one’s “belief about the risks and potential negative consequences
associated with sharing information”?, is often regarded as a critical factor explaining privacy
management behavior.”#! |t may also predict teenagers’ attitude towards data protection, as more
concerned teens may also have a more outspoken opinion on companies’ institutional responsibility

to protect their privacy.

Figure 1 gives an overview of the variables. Below we further define the variables and discuss
how we expect these to be related to privacy management and attitude towards data protection. It
should be noted, as both privacy management and data protection are ways to protect one’s privacy,

we do not expect major differences in their relationship with the independent variables.

-- Insert Figure 1 --

Hypotheses

Prior research found a discrepancy between teens’ privacy concerns and their behaviors (cfr. Privacy
paradox)?*, motivating scholars to research the role of privacy literacy as a predictor of privacy
management.? Echoing the PMT, privacy management and attitude towards data protection could be
explained by one’s factual, declarative and procedural knowledge about privacy. After all, Bartsch and
Dienlin found that privacy literacy and privacy management positively relate to one another: people
who change their privacy settings more frequently show higher levels of privacy literacy and vice

versa.X?

Other research focusing on differences between young adults found that while different age groups
are comparable in terms of their privacy literacy, their privacy protective behaviors do differ.?® In

addition, higher levels of privacy literacy make users feel safer when using social media. Similar results



|.,28

were found by Park,?” Masur et a and Baruh et al.8. We expect a positive relationship between

privacy literacy and privacy management, and privacy literacy and attitude towards data protection.

H1. Privacy literacy positively predicts privacy management (H1a) and attitude towards data

protection (H1b).
PMT considers the perceived effectiveness of protective behavior to be a good predictor for protective
attitudes and behaviors.?’ Perceived control positively predicts the perceived security an individual
experiences.” Therefore, we could argue that teens are less eager to value data protection when they
already feel more in control. After all, Bartsch and Dienlin found that users who report a higher
perceived control report greater safety in terms of their online privacy.*® Hajli and Lin also found that
perceived control positively predicted an individuals’ intention to share information confirming that
some deem their data to be protected enough.® Nevertheless, teens may also perceive data
protection as complementary to their control over personal data. In short, we expect a relationship
between perceived data control and attitude towards data protection but do not yet specify its
direction.

H2a. Perceived data control positively predicts privacy management (H2a) and relates to

attitude towards data protection (H2b).

PMT also argues that how concerned individuals are about a privacy issue is a good predictor for
protective attitudes and behaviors. Hence, privacy concern is likely to influence privacy management
and attitude towards data protection. Dienlin and Trepte indeed found privacy concern to be a
positive, but weak predictor for attitudes towards privacy behavior.3! Equally, Kokolakis3? and Baruh
et al.® found that privacy concerns are positively related to protective measures use. Blank et al.3,
who focused on young people and their privacy on SNS, found that young people are more likely to
take privacy protective action than older people. Therefore, we expect teenagers to be rational in their
behaviors and attitudes and predict a positive relationship between privacy concern and the two

dependent variables.



H3. Privacy concern positively predicts privacy management (H3a) and attitude towards data

protection (H3b)

Studies have found that women experience more online privacy breaches and express more
privacy concerns than men.** This is also true for young women. Considering how they are more likely
to be the victim of privacy violations such as video voyeurism and revenge porn, Marwick argues to be
mindful of the structural gender inequality between men and women.3*> When looking at the privacy
behavior of women it is therefore not surprising to see how they are more likely to have a private
profile and are more cautious to whom they allow access to their personal information.?3%3¢ How
women value data protection in comparison to men is currently unknown, as well as what explains

changes in their attitude towards data protection.

RQ1. “Do boys and girls differ in their privacy management and attitude towards data

protection, and are there gender differences in the factors predicting these variables?”

Methods

Data Collection and Sample

The data were collected in schools in October and November 2019 as part of a larger study on
teenagers’ digital media lives. In accordance with European and national regulation, parental consent
was obtained for all teenagers younger than 16 years using a paper-and-pencil form. Consent from the
participating teenagers was collected prior to starting the online Qualtrics questionnaire, which they
completed during class hours. In total we collected responses from 4255 teens, of whom 1113 were
asked to fill in questions with concern to privacy management and attitude towards data protection.
This subsample of 1113 teens was representative for age, gender and school track for [omitted]. The
sample consisted of 51% girls and 49% boys, who were between 10 and 20 years old (M=16.05,
SD=2.08). Our sample consists of mainly heavy social media users, with 81,9% of them using Facebook,

TikTok or Instagram at least daily. About one in four teens in our sample (26,8%) indicated to have



previously heard of the GPDR, while 73,2% were ignorant of the data legislation. As no differences
were found between both groups (except for a minor difference with concern to privacy literacy) we

did not split up the sample in the result section.

Measures

An exploratory factor analysis (EFA) was conducted with a promax rotation. The KMO measure ensured
an adequate sample for the analysis (KMO=.878). The Bartlett’s test for sphericity (y?=15313.30,
p<.001) indicated a good correlation structure for factor analysis. Using a cut-off point of .60, and a
minimal eigenvalue of 1, the minimum residual factor analysis yielded the expected 5 factors as the
best fit for our data. All items fitted their expected factor, but three items did not meet our .60 factor
loading cut-off point. Two items from privacy management and one item from privacy literacy were,

therefore, excluded from our analysis. The results of the exploratory factor analysis is shown in Table

--Table 1--

Table 2 shows a detailed description of the study measures. All items used a 5 point-Likert scale. To
operationalize privacy management we made use of the five-item personal privacy management scale
of De Wolf.” Three items were retained with factor loadings ranging from .694 to .755 (a = .76, M=3.64,

SD=.96).

The five-item attitude towards data protection measure investigates how data protection is
valued. We formulated specific items that measure how important various elements of GDPR
legislation are regarded. The factor loadings for data protection attitudes ranged between .770 and

.883, all items were retained (o = .92, M=3.64, SD=.93).

To measure privacy literacy we used the privacy literacy scale of Bartsch and Dienlin®, which

focuses on the knowledge that people have to delete or deactivate their account or to restrict access



to profile information among other things (“knowing how”).° Four items were retained with factor

loadings ranging between .688 and .790 (a = .89, M=3.80, SD=.89).

To measure perceived data control we used four items from Xu’s perceived data control scale¥,
which was initially used in the context of location-based services, but later also applied in the context
of social media.>38 As the factor loadings of the items for data control ranged between .845 and .895,

all items were retained (a = .93, M=2.93, SD=1.08; 1 = totally disagree, 5 = totally agree).

To measure privacy concern we used the privacy concern scale of Xu and colleagues.®® Factor
loadings of the items ranged between .776 and .901, and were thus all retained (o = .91, M=3.18,
SD=1.04).

-- TABLE 2 --

Analysis

To address the study objectives, we analyzed the proposed model using AMOS to construct our
structural equation model (SEM). We checked the goodness-of-fit of the measurement model and the

structural model with the TLI, CFl and RMSEA indices.

Results

Model

The goodness of fit indices of the measurement model exceeded the cutoff value of 0.95 for the TLI
and CFl indices and were lower than the .06 cutoff for RMSEA, indicating a good fit (CFl= 0.963,
TLI=0.957, RMSEA = 0.030).* The model-fit of the general model, as presented in figure 1, also showed
good fit (CFI= 0.968, TLI=0.962, RMSEA = 0.051) . A Harman'’s single factor test showed no indication
of a substantial common method bias in our data.*® At most 27.7% of the variance was accounted for
by one factor, moreover, there were no very high correlations (>.90) present between any pair of

constructs in our data.
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In Table 3, we included the correlations between the study variables. There are significant
correlations between most of the variables. The strongest correlations were found between data
protection attitude and privacy management (.312***), data protection management and privacy
concern (.305***), and privacy management and perceived data control (0.296***). Privacy concern
did not correlate with perceived data control or privacy literacy. All other variables correlated to some

extent (see table 3).

-- TABLE 3 --

Predictors for Privacy Management and Attitude towards Data Protection

All predictors significantly predicted privacy management as well as attitude towards data protection.
For privacy management, privacy concern was the strongest predictor (f = .255,p < .001), followed
by perceived data control (f = .210,p < .001) and privacy literacy (§ = .205,p < .001). 27% of the
variance of privacy management was explained by all three predictors, supporting Hla, H2a and H3a.
Only 17% of attitude towards data protection was explained with privacy concerns as the strongest
predictor (f =.249,p < .001), followed by privacy literacy (8 = .166,p < .001) and data control
(B =.107,p < .001), supporting H1b, H2b and H3b. Teens’ privacy management and their attitude

towards data protection were also significantly and positively related (r=.111, p < .001).

Comparing the Predictors of Privacy Management Attitude towards Data Protection Between Girls

and Boys

Independent samples t-tests revealed that boys and girls did differ in terms of their privacy
management (t(1111)=4.140, p<.001) and attitude towards data protection (t(1111)=2.772, p<.01).
When comparing the models between boys and girls, the predictors for privacy management mostly
aligned. A multi-group analysis comparing the models of boys and girls revealed no significant

differences in terms of the predictors of privacy management (see table 4).
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For the predictors of attitude towards data protection however, the multi-group analysis
revealed significant differences (see table 4). Privacy concern ( = .222,p < .001) and perceived data
control (f = .153,p < .001) predicted 16% of the variance, while privacy literacy was no significant
predictor of attitude towards data protection for girls. For boys, 17% of the attitude towards data
protection was explained by privacy concern (f = .264,p < .001) and privacy literacy (8 = .226,p <
.001), while perceived data control was no significant predictor. Apart from the difference in which
predictors were significant for each gender, no significant differences were found between the
constrained model for privacy concern between boys and girls. Overall, the results show a difference
between the model to predict attitude towards data protection but no difference between the model

to predict privacy management between boys and girls.

-- TABLE 4 --

Discussion

Scope and Findings

The bulk of the work on teens’ privacy in the context of social media investigates their (individual)
privacy management.”® Although this is valuable, we also find it necessary to investigate whether and
how teens want to be protected. Building further on the privacy calculus model® and the PMTY we
argued how both privacy management and data protection are adequate protective responses. We
then hypothesized three main predictors of these responses, namely privacy literacy, perceived data

control, and privacy concern.

Overall, the findings of our study show how attitude towards data protection is explained in a
similar way as privacy management, with privacy literacy, perceived data control and privacy concern
as positive predictors. In line with most other studies®!!, privacy concern was found the strongest
predictor of privacy management, but also of attitude towards data protection. Privacy literacy and
perceived data control have a somewhat stronger role in predicting privacy management than in

predicting attitude towards data protection. This might be explained by the fact that privacy
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management requires concrete actions of an individual, whereas data protection is less dependent on
individuals and largely guaranteed for them. Finally, we found no substantial differences between the
predictors of privacy management between boys and girls. Privacy literacy plays a somewhat more
important role in explaining the attitude towards data protection of boys than of girls, whereas for

perceived data control it is the other way around.

Limitations and Recommendations

Our research suggests that cognitions, attitudes and behaviors in relation to privacy cluster together.
However, there are likely relevant between-person differences that require deeper investigation. We
advise future research endeavors to further focus on explaining attitude towards data protection and
actual data protection behaviors (for example, ask a particular service provider to access one’s data or
rectify certain data), while also taking into account other factors that are typically included in PMT

models such as perceived severity and vulnerability.'’

This study explored a limited set of independent variables. Knowing that privacy behaviors are
highly contextual* and contingent on cultural, social, economic, political, and technological factors, a
comparative privacy research framework*? would be valuable to implement. Such an approach would
allow to see how different structures, cultures, and/ or actors (like peers or parents) influence teens’
attitude towards data protection. Finally, the field of behavioral economics has demonstrated how
teens are prone to judgement errors and decision-making biases when managing their privacy.*? For
example, teens tend to incur long-term costs (e.g., intrusive profiling) in exchange for small immediate
benefits (e.g., coupons) in privacy decision making. It could be that such a present-bias also affect the
attitude towards data protection. For example, being irritated by cookie alerts (small costs) versus
overall transparency of service providers and the ways they handle personal information (long-term

benefits).
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Table 1
Exploratory factor analysis

18

Factor Factor Factor Factor Factor

1

2

3

4

5 Construct

| consider it important that the GDPR
protects my personal data

| consider it important that companies tell
my how they use my personal data

| consider it important that those who

0.747 0.020 0.009 0.027 0.033

0.863 0.031 -0.004 -0.041 -0.019

process my persona] data are supervised 0.896 0.020 -0.030 -0.002 -0.032 Data Protection

| consider it important that those who

Attitude

misused my personal data are punished 0.812 -0.014 -0.021 0.011 0.025

| consider it important that citizens receive

information on how their data are 0864 0018 0030 0004 _0041

collected and processed

| believe | have control over what
organizations access my personal
information via social media

| believe | have control over what

-0.022 0.829 -0.001 0.011 0.047

information | provide to organizations via ) ngn 0875 0.001 0.000 -0.012

social media

| believe | have control over the ways
organizations use my personal
information via social media

| believe | have control over the

Data Control

-0.025 0.911 0.009 -0.002 -0.007

information | share with organizations via 0.050 0.887 -0.011 -0.007 -0.006

social media

| am concerned my online information
could be abused

| am concerned that others will find

0.032 -0.042 0.828 0.032 0.038

-0.032 -0.018 0.871 -0.007 0.040

personal information
| am concerned that my online

Privacy Concern

information will be used for unforeseen 0.007 -0.011 0.904 -0.000 -0.012

goals

| am concerned that others will post
embarrassing information of me

-0.018 0.056 0.810 -0.035 -0.069



Table 1
Exploratory factor analysis

19

Factor Factor Factor Factor Factor

1

2 3 4 5

Construct

| know how to delete or deactivate my

account 0.086 -0.057 0.040 0.685 -0.002

| know how to restrict access to profile

information 0.140 -0.073 0.021 0.747 0.046

| know how to make my profile not

accessible via Google (excluded) -0.173 0.062 -0.034 0.528 -0.014

| know how to control if others tag my
name on pictures

| know how to restrict access to my contact
information

-0.005 -0.005 -0.054 0.766 -0.008

-0.000 0.063 0.022 0.787 -0.040

Privacy Literacy

| adjusted my settings, so others have to

ask permission when tagging me in a . 102 0,022 0.002 -0.003 0.477

picture (excluded)

| am careful when accepting friend

requests 0.100 -0.043 -0.055 0.006 0.693

In general, | make use of privacy settings
to manage my privacy

0.096 -0.022 -0.011 0.038 0.709

| untag myself from photos | do not find 0.003 0.040 0.091 0.048 0.481

appropriate (excluded)

| make sure only friends can see my
profile on social media

-0.030 0.005 -0.033 -0.090 0.752

Privacy
Management

Note. Applied rotation method is promax.



Table 2

Description of the Study Measures

20

M SD  Cronbach’s Factor
alpha loading of
the items

Perceived data control 2.93 1.08 .93
| believe | have control over what organizations access .845
my personal information via social media
| believe | have control over what information | provide .892
to organizations via social media
| believe | have control over the ways organizations use .892
my personal information via social media
| believe | have control over the information | share .895
with organizations via social media
Privacy management 364 96 .76
| adjusted my settings, so others have to ask permission 437
when tagging me in a picture (excluded)
| am careful when accepting friend requests .694
In general, | make use of privacy settings to manage my .755
privacy

.554
| untag myself from photos | do not find appropriate
(excluded)
I make sure only friends can see my profile on social .682
media
Privacy literacy 3.80 .89 .84
| know how to delete or deactivate my account .688
| know how to restrict access to profile information .766
I know how to make my profile not accessible via Google .501
(excluded)
| know how to control if others tag my name on pictures .752
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| know how to restrict access to my contact information .790
Data protection attitude 364 .93 .92

| consider it important that the GDPR protects my .770
personal data

| consider it important that companies tell my how they .851
use my personal data

| consider it important that those who process my .883
personal data are supervised

| consider it important that those who misused my .809
personal data are punished

| consider it important that citizens receive information .868
on how their data are collected and processed

Privacy concern 3.18 1.04 .91

| am concerned my online information could be abused .858
I am concerned that others will find personal .869
information

I am concerned that my online information will be used .901
for unforeseen goals

| am concerned that others will post embarrassing .776

information of me




Table 3

Correlations between study variables
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(1)

(2)

(3) (4)

(1) Perceived data control
(2) Privacy management
(3) Privacy literacy

(4) Data protection attitude

(5) Privacy concern

.296%**
270%**
.190%**

(ns)

.230%**

312%*x*

.290%**

.200%**

(ns) .305%**




Table 4

Predictive Value of Predictors by Gender
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From To B(all) B (girls) B (boys) Significance
difference
between
girls & boys

Privacy Literacy Privacy 205 ** 195 ** 221***  ns,

Management

Perceived Data Privacy .210%** 207%%* .200%**  n.s.

Control Management

Privacy Concern Privacy 255%%* 227%** 264***  ns,

Management
Privacy Literacy Data Protection .166*** n.s. .226%**  Only
Attitude significant
for boys

Perceived Data Data Protection .107*** .153%** n.s. Only

Control Attitude significant
for girls

Privacy Concern Data Protection .249%*** 222%** 269***  n.s.

Attitude

Explained Variance

R? (Privacy Management) .27 .22 .29

R?(Data Protection Attitude) 17 .16 17




privacy literacy

privacy management

perceived data
control

attitude towards data
protection

privacy concern
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