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Abstract
New forms of digital care are introducing new methods of communication, care delivery, data sharing, and access to 
health information. The internet of things, in which sensors continuously transmit data on all types of processes, hold 
great promise for the care industry. Medical sensors could for instance allow clinicians to remotely monitor their patients 
and to take immediate actions when required. Furthermore, healthy people can be monitored as well, so that potential 
health issues can be either prevented or detected much earlier on. While there is clear agreement on the potential of 
the so-called internet of medical things, the scattering of data among the different stakeholders in care remains a critical 
challenge to overcome in order for this new technology to prove its added value. A human-centered, health-data-driven 
ecosystem in order to tackle these problems is given. The model consists out of four data quadrants: administrative and 
financial, logistics and facility, medical, and paramedical generating data based on four different questions: ‘who am 
I?’, ‘where am I?’, ‘Am I healthy?’, and ‘how do I recover?’. It frames how data from all these different sources needs to be 
integrated by technology surrounding the central client in different environments. The connection and integration of 
this generated data can come from different sources like devices, platforms, humans, etc. Three possible flows have been 
described on how this integration and connection can be achieved based on edge and fog computing, cloud computing 
and centralized computing.

Keywords Healthcare & Welfare ecosystem · Value-based care · Connected care · Integrated care · mHealth · eHealth · 
Medical devices · Healthcare management model

1  Introduction: a patchwork in continuous evolving ecosystems

1.1  Demarcate the playground: connected, integrated & value‑based healthcare

Michael Porter [1] defined value-based care as”achieving the highest possible outcome, that matters for the patient, for 
the lowest possible cost over the whole trajectory of care.”. Colorafi [2] concluded from her review about connected care 
systems that being connected to care actors can only benefit your health. Therefore connected care solutions, where 
patients are continuously connected to their caretakers, offers great prospects to improve patient outcomes. The World 
Health Organisation [3] defines integrated health services as:”health services managed and delivered in a way that 
they ensure people are receiving a continuum of health promotion, disease prevention, diagnosis, treatment, disease 
management, rehabilitation and palliative care services, at the different levels and sites of care within care system, and 
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according to their needs, throughout their whole life.”. Therefore, a connected and integrated care offer the potential to 
greatly improve our care from a value-based perspective [4]. But how far is the daily practice from these value-based, 
connected and integrated care solutions?

1.2  A complex patchwork of digital health‑data

Since 1990 care institutions and caretakers started to digitize their paper-based records [5]. What followed was a digital 
transformation leading to a more automated, distributed and mobile care [6]. Trends like the growing geriatric population 
(50% increase by 2050) [7], an increase of chronic diseases [8] and potential pandemics are pressurizing hospital capac-
ity [9]. On the other hand, new health technology and healthcare innovation have the potential to reduce the amount 
of hospitalisations, costs and increase patients experience [10]. Two concepts are of major relevance for our discussion 
on digital health: eHealth and mHealth. eHealth can be described as “an emerging field in the intersection of medical 
informatics, public health and business, referring to health services” [11]. mHealth is a subdomain of eHealth focusing 
on the use of mobile devices. The WHO defines mHealth as “medical and public health practice supported by mobile 
devices, such as mobile phones, patient monitoring devices, personal digital assistants, and other wireless devices” 
[12]. Chan [13] mentions that both mHealth and eHealth are already introducing new methods of communication, care 
delivery, and health information accessibility and that the changing health care model is simultaneously adapting to 
and driving initiatives in digital health care. The rise of mHealth and eHealth is enabled by the surge of the internet of 
things (IoT) in which devices such as sensors are connected to each other and exchange data over a network [14]. In the 
context of medical data, the term internet of medical things (IoMT) is sometimes coined. IoMT has launched care into a 
new extramural care where traditional carepaths will need to adapt to those digital care innovations [15].

With the rise of IoMT, mHealth and eHealth applica- tions, care has becoming increasingly virtual, digital and dis-
tributed [16]. This rapid digitization is generating health-data at an unprecedented pace, so if no measures are taken, 
health-data shredding is going to exponentially increase with the rise of IoMT, eHealth and mHealth [17]. The possibil-
ity to share data (e.g. e-prescription, medication files, electronic patient records, electronic resident records, insurance 
profiles, social cards, medical images, etc.) with other care stakeholders increases the patient experience, organisational 
efficiency and realised the possibility to share [18]. Currently, most data generated by IoMT devices are controlled by 
different service providers, device manufacturers, or scattered in different care organizations [19]. The problem is not 
only the lack of willingness to share data, which induces the creation of ‘information silos’ in bigger hospital networks 
and other care institutions, but also that there is no clear view on which variety of data is available and needed for future 
care [20, 21]. This often causes valuable health- data to loose a lot of its value as it is not integrated nor connected to a 
larger ecosystem. It is recognised by the WHO that data sharing is essential, the WHO states: “Such sharing is vital as it 
can contribute to the enhancement of quality of processes, the outcomes of health services and the continuity of care for 
patients (primary use of health-data). The secondary use of health-data is important to improve the quality of healthcare 
and research effectiveness.” [22]. Those digital initiatives also rises some challenges like legal aspects, financial aspects, 
technological aspects, security and privacy aspects, and ethical aspects (see the "Discussion" section) [13, 16].

2  Methods

Insights for the development of the described model in the next sections were gathered in a three stepwise approach: 
literature study, stakeholder dialogue and panel expert round tables.In each step, new information was added to the 
model by using an iterative approach and the previous concepts where reviewed, adapted and complemented. This 
paper describes a theoretical model that aims to frame the innovations, initiatives, and challenges described above. By 
this means a possible framework on where to place those concepts in a care ecosystem are given. Examples and ideas 
on a more practical approach will be given and the non- technological aspects will be discussed.

2.1  Literature

A literature study was performed. Sources of literature varied from scientific papers, newspaper & magazine articles, motiva-
tional speakers, healthcare futurists, clinical examples and example projects all over the world. This allowed to identify the 
different actors, environments, and technologies for the care ecosystem. Once these different elements were noted they 
were put on the correct place which resulted into a first concept of the framework.
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2.2  Stakeholder dialogue

In a second step, stakeholders like care actors and rep- resentatives from different environments and technologies were 
invited for an open informal discussion. Intramural actors (social service workers, transmural coordina- tor, medical informa-
tion officer, healthcare professionals, etc.), extramural care organizations (general practitioner unions, care service organi-
zations, elderly care, residential care, home nursing services, etc.), MedTech companies (in branches of wearables, patient 
suites, patient management platforms, care path software developers, etc.) and govern- mental departments and clusters 
(Governmental consultants, FOD Gezondheidszorg and FAGG) were consulted to get a better insight into their role within the 
entire ecosystem. This allowed to identify the different components in connections between the client and care institutions.

2.3  Panel expert round tables

At last, final discussions and brainstorming sessions were held between representatives (general managers, operating direc-
tors and clinical stakeholders) of innovative hospitals (AZ Maria Middelares and AZ Sint-Vincentius Deinze) and industrial 
partners (EEG Group). Here the input from literature and the stakeholder meetings were discussed in order to come up with 
the final concepts on how to defy the practical structures of the total ecosystem.

3  A human‑centered, health‑data‑driven ecosystem: humans, environments, technologies

As a starting point we base our self on the care continuum originally defined by Phillips [23]. Phillips defined the five phases 
of this continuum as healthy living, prevention, diagnosis, treatment and home-care (see Fig. 1). In all of these phases digital 
health initiatives can play a dominant role. Digital technologies can early diagnose different diseases by the use of health 
trackers and wearables, support rehabilitation and recovery by the use of specific devices or dedicated applications, provide 
better disease management for treatment of chronic diseases, support clinician in diagnoses based on real-world evidence 
and not to mention the tons of lifestyle applications helping people to improve their own habits [24]. But also applications 
like It’s me to identify a client in those mHealth or eHealth applications play an important role [25]. The use of such applica-
tions results in large-scale data that is generated in all these five phases.

For the explanation of the human-centered, health-data- driven ecosystem we should mention care instead of healthcare 
as it can also involve well being & juvenile- or childcare. We will also refer to people enrolled in the ecosystem as”clients” 
instead of”patients” as they can also be in the phase of healthy living or prevention, where they are (not yet) a patient. The 
human-centered, health-data-driven ecosystem consists out of four different quadrants (Q). Each of these quadrants contain 
a specific data domain used in care. Each quadrant has a defining question that can be answered by the data generated 
within the quadrant itself. We defined the following quadrants (see Fig. 2). 

3.1  Q1.’Who am I?’: administrative and financial

Asking ‘Who am I?’ will generate administrative and financial data containing the client’s personal info, historical medical 
data, medication schemes, social passports, etc. The data sources are the client himself, the government, voluntary caretak-
ers and social workers. Typically administrative data is data collected at every encounter with the care system, through the 
entire lifetime of the client, going from birth over youth, adolescence, grown-up, elderly until passing away [26]. A first data 
source is the identification of a specific client as given by the population register. Examples of relevant data that is managed 
by the government is population and civil registry containing: ID numbers, data about dwelling place, birth place, etc. [27].
The data is to be supplemented with data from financial institutions, mutuality’s, digital health data platforms, health insur-
ances and care services [28]. More specifically, we identify the following sources:

Fig. 1  Care continuum origi-
nally defined by Phillips [23]
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• Financial institutions: financial status of the client e.g. the financial administration (bank account number), financial 
contracts, historical financial background like debt mediation, etc.

• Mutuality’s: administrative information for reimburse- ment, the payer type [29], social status, etc.
• Digital health platforms: historical medical data, medication information, vaccinations, etc. This can be cataloged as 

medical data but is already available at the beginning and identifies a client.
• Health insurances: more specific additional insurances like hospitalization insurance, dental insurance, international 

insurance, etc.
• Care services: additional information about the client his/her actual well-being status and his/her self-dependency.

Next to the client him/herself and the government also voluntary caretakers and social workers can be a source of 
information for the first quadrant. Voluntary caretakers can give information about home situations, societal background, 
human characteristics, lifestyle, etc. Social workers like for example debt mediators, probation officers or outreach workers 
poses information about the client regarding financial debt, behavior, societal influence, etc. As can be seen this data is 
located in many different institutions meaning different types of data structuring, ways of storage and possible com-
munication protocols. So how can this (un)structured data be integrated into the described ecosystem? The technology 
that can facilitate this integration can be categorised under identification tools’ e.g. digital identity applications, patient 
platforms, civilian databases and banking apps. They allow an identification of the person as a unique key to each of 
those databases, platforms and applications. These identification tools will transfer the generated data from the first 
quadrant to the different environments of the second one.

Fig. 2  Representation of the complete human-centered, health-data-drive ecosystem regarding its internal and external stakeholders and 
influences
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3.2  Q2.’Where am I?’: logistics and facility services data

The second question ‘Where am I?’ will generate the logistics and facility services data of the client. This data can 
be related to the centered client but also to the internal stakeholders. It describes where a client resides and from 
which environment the client originates. In order to facilitate the connection from the client to the caretaker and 
vice versa in order to organize remote monitoring [30], provide chronic disease management [31], supply elderly 
care [32], prevent readmission and provide personal care, the location and physical environment of the patient is, 
as Smeenk et al. [33] mentioned, an important aspect for the continuity of care. In the logistical and facility domain 
we define two different groups of environments: intramural and extramural.

• Intramural: If a client is hospitalized, it’s important to know in which hospital, residency or rehabilitation center: is 
he/she already registered? Does the institution provide any e- or mhealth services? Which external care services 
is the preferential partner? etc.

• Extramural: Where does the client resides normally or temporarily: at home, elderly care, residencies, juvenile 
institutions, etc.? In order to receive, integrate and connect the data to these different locations, it is important 
to identify them.

On the border of the second quadrant and the third quadrant, the technology of prevention and healthy lifestyle 
applications or wearables can be found. Clients already generate a lot of relevant data in their home environment 
[34]. Hess et al. [35] mentioned that lifestyle applications contain relevant information that can help caretakers to 
actively contribute to the phases of healthy living, prevention and early detection. Lifestyle application provide the 
caretaker with a bunch of additional information that can give insights into the daily living of the client and support 
caretakers in future clinical decision making [23]. Mhealth and eHealth improve care by accelerating interactive 
communication between clients and care providers [36–38]. As a lot of these products are consumer based, they are 
already widely spread among the current population and can provide an enormous amount of valuable data [39]. 
In fact, Apple and Google have developed devoted platforms like Apple’s ResearchKit [40] and Google Fit [41] for 
developing research applications for fitness and health statistics. These applications support seamless interaction 
with various consumer devices and embedded sensors for data integration. Many BigTech companies are launch-
ing ‘consumer wearables’ into the market. Many of these have already achieved FDA approval like apple, Samsung, 
Fitbit, etc. [42]. However, while the technology is in place, there remain challenges in terms of privacy, security and 
ethics. (see the "Discussion"  section).

3.3  Q3. Am I healthy?: medical data

The third questions, ‘Am I healthy?’, generates the medical data. It finds its origin in exams (policlinic or technical), lab 
tests, imaging modalities, operations, etc. The content of the data is related to medicotechnical, ambulant, chronic 
and hot floor treatments [43]. Chronologically in the carepath of the client the third quadrant contains the early-
detection of possible pathologies. In this part, data coming from lifestyle applications and devices of the second 
quadrant are processed, analysed and added to the digital environments of the care-actors of the third quadrant. 
This information provides early insight into the question’ is the client healthy?’. Detecting a deviation of the client 
current health status from an “ideal health status” is the main goal in this first part of the third quadrant. In the second 
part of the third quadrant the actual care taking takes place. During the diagnosis and treatment of the client a lot 
of data will be gathered. Written reports of care actors, lab results, data from static monitoring devices, information 
from imaging, referral letters, etc. [44] all need to be taken into account. Human actors involved in this quadrant can 
be located in many different environments ranging from a hospital, a general practitioners office, a juvenile care 
institution to a rehabilitation center, etc. A third part of information of medical data in this third quadrant will be the 
medical applications and wearable devices. The new booming business of medical application (according to GMI [45] 
the market is projected to grow at over 30% CAGR from 2021 to 2030) are able to generate a lot of data regarding 
the client’s recovery, chronic disease management, therapy adherence, etc. These applications and wearables can be 
found on the transition of the third to the fourth quadrant. The devices and apps can be separated in two categories, 
those used in the internal care taking (located within the third quadrant) and those used for transmural monitoring 
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(located on the border between third and fourth quadrant). Devices or apps will capture, analyse and transmit the 
data from the client in recovery to the internal stakeholder of the third quadrant so that feedback and close follow-up 
can be provided to improve care [46]. This is what has been defines as patient remote monitoring [30].

3.4  How do I recover?: paramedical data

The fourth quadrant is where the paramedical data is being generated. Here all paramedic actors involved to the recov-
ery and post-care of a client are localized. These will generate data that needs to be accessible for all internal stakeholders 
to close the loop of the ecosystem and lead to a full recovery. The main sources will be intra- and extramural care takers 
and the clients themselves who generates data through their wearables, medical applications or eHealth platforms used 
in their recovery process. A close feedback loop over the first and second quadrant to the actors of the third quadrant 
exists. The goal of this feedback loop is to closely connect as many caretakers with the follow-up of the recovery or post 
care of their clients. On the border between the fourth and first quadrant, new or recurrent pathology’s are lurking. When 
they occur, the whole trajectory will restart (as we are in a continuous loop) and the client in the center will once again 
pass through the four quadrants of the ecosystem.

Typically, each civilian is located in one quadrant of the ecosystem depending on the health status. In each quadrant 
internal stakeholders will be present, influenced by several external stakeholders like governments, doctors, mutual-
ity’s, lawyers, care providers, etc. In our model all four quadrants are connected with one another by different types of 
technology. These technologies are represented by the blue circles in Fig. 2. The bigger the circles, the further away from 
the center, the larger the amount of data that will be generated. The collection, analysis, transmission and processing of 
personal data in the four quadrants will always be done in a symbiotic collaboration between humans, environments and 
technology. Furthermore each of the quadrant will be influenced by external stakeholders like doctors, governments, 
lawyers, mutuality’s, care providers, etc. Besides technical challenges each quadrant, as well as the total model, will also 
contain its own specific legal, privacy and ethical aspects (see "Discussion"  section).

4  Dataflow through the ecosystem: collect, transmit, process and interpret

Depending on the location and time of where and when the data analysis takes place, three possible bidirectional data 
flows between clients and end users are identified. Figure 3 gives three bidirectional data flows based on edge and fog 
computing, cloud computing and centralized computing [47].

4.1  Edge & fog computing

Shi et al. [48] defined “edge/fog computing as the enabling technologies allowing computation to be performed at the 
edge of the network, on downstream data on behalf of cloud services and on upstream data on behalf of IoT services.” 
With the edge being the sensor itself, this flow can be used in healthcare in cases where large datasets are generated 
by different sensors (e.g. continuous ECG signal). It allows to send processed data instead of a continuous raw dataflow 
[49], this is beneficial for the battery of the used sensor [50]. Iorga et al. [51] describe a fog model that consists of fog 
nodes (physical or virtual), residing between smart end-devices and centralized (cloud) service, to build a connected 
Io(m)T network. The role of these mentioned fog nodes can be fulfilled by the device itself, a smartphone or an external 
BLE node, depending on the application.

4.2  Cloud computing

The National Institute of Standards and Technology (NIST) [52] defines cloud computing as “a model for enabling ubiq-
uitous, convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, 
servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management 
effort or service provider interaction.”. Cloud computing will analyse data captured from platforms, questionnaires, etc. 
in a more centralised cloud server. This allows the inclusion of other relevant data sources in the analysis [49]. It is provid-
ing virtually unlimited computing, scalability, storage, and communication resources as a utility [53]. Different types of 
cloud computing exists (public, private, hybrid, etc.) [54]. Due to the sensitivity of healthcare data a private cloud (where 
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the underlying infrastructure is not share with other parties [52]) is highly recommended. Ali et al. [55] described three 
major applications of cloud computing in healthcare: information processing, availability and cloud monitoring solutions.

4.3  Centralized computing

Centralized computing will perform the analysis and processing of the data on the centralised data servers of the care 
institutions, this allows incorporation of information from EHRs. Despite the evolving high-end security measurements 
of cloud and edge solutions, many care institutions remain faithful to on- premise computing out of the fear for data 
leakage and loss of control about their patients data [56]. However on-premise infrastructure can give scalability and 
configuration problems on longer terms [57].

Each pathway will implicate different technical integration’s, legal structures, security demands and data processing 
agreements.

4.4  Practical implementations

In the above section a theoretical model was described on which data is available and how it can be incorporated into 
the entire system. By giving some case-examples a possible practical approach will be added. In order to set up a data-
framework, two different approaches can be found in practice: a centralized approach and a decentralized approach. 
Karon et al. [58] described centralisation as a requirement for data coordination in healthcare. In order to perform data-
driven healthcare data, centralisation seemed a necessity to perform analysis and data processing. Therefore some regions 
are trying to centralize their populations health- data, e.g. European Health Space data [59], GAIA-X [60], E-Estonia [61]. 
Also in Denmark a hospital centralisation was performed by building a centralized health data platform (www. sundh ed. 
dk [62]) on which citizens have access to their own health data [63]. Also with Directive 2011/24/EU on patients’ rights in 
cross-border healthcare, a centralised European health record system would become a reality before 2020 [64]. However 
as centralised initiatives where being set-up, they gave rise to concerns about privacy and security aspects. The protec-
tive principles cause a defensive, data hiding attitude of the health system developers to avoid breaching the overall law 

Fig. 3  Three possible data pathways to connect the client in a digital way to his/her clinical actors. First pathway including fog computing 
with on device edge analysis. Second pathway including cloud computing. Third pathway including computing on a centralised dataserver, 
typically of the care institution itself

http://www.sundhed.dk
http://www.sundhed.dk
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regulations [64–66]. This gave rise to the idea of decentralised data storage. Decentralized data storage offers a secure 
and at the same time publicly available storage in a regulated way [66]. In Belgium the government is investing in the 
decentralised Solid [67] solution, the UAE have built a Blockchain for healthcare [68] and also Europe is investing in a 
decentralised European health-data and Evidence Network [69].

5  Discussion: ‘Is healthcare ready for a connected and integrated care?’

This paper introduces a theoretical model for connected and integrated care systems, still the question remains if the 
care industry is ready for this big data revolution [70]. Olaronke et al. [71] mentions five big limitation for the implemen-
tation of ‘big data’ in healthcare: resistance to change, healthcare fragmentation, ethical challenges, proliferation of 
healthcare standards and security and privacy aspects. Also Dimitrov et al. [72] mentioned that the challenges fall into 
two main categories: fiscal/policy and technology. Who will pay for it? Who is responsible to tackle fragmentation and 
implementation? Who will take the lead in organizing data into a consistent structure? Who will manage the data? [73]. In 
general, we find that five aspects are essential to consider. Legal aspects: With the new A.I. act [74] Europe has developed 
a legal framework to introduce A.I. into healthcare. Also the FDA [75] and MDR [76] have their regulations in place for 
software as a medical device, opening the way for future e- & mHealth initiatives. As Kostkova [77] mentions regulatory 
frameworks and evidence for the impact digital initiatives have on clinical care and quantifiable improvement of health 
outcomes, still remain limited. When generating data and using these applications in a care ecosystem, the integration 
requires a good governmental facilitated access tool for the different sources. Furthermore also the permission to access 
this data needs to be regulated in a correct way. It should grant the client and other involved actors the possibility to 
manage his/her data. The GDPR grants a client the possibility to withdraw their medical data from any database. This is 
not evident due to the complexity of data sharing and storage in different centralized or decentralized platforms [78]. 
This data storage can give rise to legal aspects like property and contract disputes, still the aspects around data security 
and privacy are the most prominent [79, 80].

5.1  Financial aspects

For the use of medical applications different countries are developing a legal framework. Bel- gium has it mHealth 
pyramid [81], Germany has the Digital Health Application (DiGA) [82] framework, France has DTx reimbursement route 
[83], Great-Britain has a test framework for devices and apps, the U.S. has reimbursement by Medicare, Australia offers 
reimbursements for telemedicine, etc. While Germany, Belgium, France and Great-Britain are very mature markets, Spain 
for example is still a market to tackle as it has many autonomous regional payers, which causes a lot of variation [84, 85]. 
This follows the typical range of leaders, fast followers, certifiers and lagers with regards to the development of financial 
and legal frameworks [86].

Because clinical data is becoming increasingly valuable for public and private health sectors in order to provide better, 
cheaper and more efficient care services, data-ownership is becoming an increasingly important topic [87]. It is gener-
ally assumed that clients own and control their data [88–90]. However, in healthcare systems like those of Great-Britain, 
Singapore, New-Zealand and Australia, doctors who add value to clinical data are (directly or indirectly) paid as public 
servants. The resources to store and manage data are provided by taxpayers. This implies that the state is co-owner and 
needs to maintain the data for public benefits [91].

5.2  Technological aspects

Health-data can have many different origins. The data can be subdivided into two major categories: unstructured and 
structured data. Gantz et al. [92] described that in healthcare 90% of digital data are unstructured of which 57% will 
be useful if properly tagged and analysed. Structuring standards exist, but still lack multi-stakeholder acceptance and 
large- scale implementation [93]. This is the reason it often tends to be unsaved and unused [94]. Open platform for 
integration and utilization of the unstructured clinical data should be developed while reflecting these concepts [95]. 
However state of the art deep learning models are able to extract useful insights with reasonable accuracy [96]. While 
the potential of e- & mHealth is enormous, integration into the IT clinical infrastructures with the successful resolution 
of privacy and security aspects remains an ongoing challenge [77].
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5.3  Privacy and security aspects

Health Insurance Portability and Accountability Act (HiPAA) and European General Data Protection Regulation (GDPR) 
are in place to datawise, protect the consumer. Both tackle the notion of a primary data custodian and a third party that 
can process data on the custodian’s behalf and give a list of permitted uses for sensitive data like health information or 
genetic markers [97]. Still as Bari et al. [97] mention, HiPAA could be modernized for the digital health era. The problem 
is that both regulations are installed to protect the client’s identity. However if one wants to create added value from 
combining different data sources, identifying the client in some way is necessary [98]. Cross-context identity manage-
ment in e-health systems rises the issue of different identifiers creating possible security problems [99]. Also by the use 
of IoMT identity management is an important requirement in order to assure the protection of clients data [100].

5.4  Ethical aspects

As mentioned the integration of lifestyle applications into the ecosystem can add a lot of value regarding healthy living, 
prevention and early diagnosis [35]. This is something that is reflected by the big interest of the BigTech companies in 
healthcare [101]. However where it is difficult to integrate medical platforms, the difficulty to integrate lifestyle applica-
tions might be even higher. Mostly the companies behind these applications tend to shield there data from the outside 
world. When those BigTech companies gather a lot of health-data, the effects of monopolistic data collection will be 
inevitable [102]. In particular, those Big Tech companies offer solutions for collecting, storing and analysing health data. 
This raises issues with regards to privacy, data protection and informed consent [103, 104]. Also the fact that client data 
can be used for further development of A.I. algorithms and improvement of the application itself, questions its ethical use.

As well as privacy and protection aspects, ethical concerns about data ownership need to be taken into account [77]. 
Ballantyne [105] mentions that the rise of eHealth, mHealth, A.I., etc. has only made the clinical data ecosystem more 
complex. She mentions that the ethical decision about ownership on medical data is not so straightforward as’being 
property of the patient itself’. She concludes that health-data being the private property of the client creates some ethi-
cal problems. In particular, clinical data are co-constructed and therefore a broader relationship of ownership should be 
taken into account. This suggests more flexible models to ‘reconnect’ patients and communities with their clinical data are 
necessary. Also a social-economical aspect will need to be taken into account. How can this ecosystem be incorporated 
in the daily life and the current healthcare system. Are clients ready for these digital transformations? A lot of education, 
teaching, awareness raising, etc. will be necessary in order to reach those clients for whom our model can make the 
greatest impact: elderly, people in poverty, chronically ill patients, etc.

6  Conclusion

Care evolves in this digital era towards a connected, integrated and value-based care. However at this point the current 
way of implementing connected and integrated care is still a patchwork of different data platforms without coherent 
solutions. The fact that data is stored in different locations and requested upon from other location causes no general 
data overview, non-uniform data structures, a decrease in patient-value and legal issues. A human-centered, health-
data-driven ecosystem in order to tackle these problems is given. It describes data sources in the form of technologies, 
humans and environments in four data quadrants (financial and administrative, logistical and facility, medical and para-
medical). Collection, transmission, processing, interpretation and security are needed as elementary steps between the 
data source and end-user, to make data usable in the day-to-day practice. Edge and fog computing, cloud computing 
and centralized computing can be used to facilitate this data connection and integration from source to end user. Besides 
an overview on which data sources are available and should be included and how data transfer can be facilitated, other 
aspects about digital health systems are discussed. These include financial, legal, privacy and security, and ethical aspects.
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